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SECTION 28 13 53 
SECURITY ACCESS DETECTION 

SPECS WRITER NOTE: Delete // ________ // 
if not applicable to project. Also delete 
any other item or paragraph not 
applicable in the section and renumber 
the paragraphs. Insert additional 
provisions as required for this project. 

PART 1 – GENERAL 

1.1 DESCRIPTION 

A. Provide and install a complete Detection and Screening System, 

hereinafter referred to as the Security Access Detection as specified 

in this section.  

1.2 RELATED WORK 

SPECS WRITER NOTE: Delete any item or 
paragraph not applicable in the section 
and renumber the paragraphs. 

A. Section 01 00 00 - GENERAL REQUIREMENTS. For General Requirements.   

B. Section 07 84 00 - FIRESTOPPING. Requirements for firestopping 

application and use.   

C. Section 10 14 00 - SIGNAGE. Requirements for labeling and signs.   

D. Section 28 05 00 - COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY. For general requirements that are common to more than one 

section in Division 28.   

E. Section 28 05 13 - CONDUCTORS AND CABLES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for conductors and cables.  

F. Section 28 05 26 - GROUNDING AND BONDING FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for grounding of equipment.   

G. Section 28 05 28.33 - CONDUITS AND BOXES FOR ELECTRONIC SAFETY AND 

SECURITY. Requirements for infrastructure.   

H. Section 28 08 00 - COMMISIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS. For commissioning requirements, systems readiness checklists, 

and training.   

I. Section 28 13 00 - PHYSICAL ACCESS CONTROL SYSTEMS (PACS). Requirements 

for physical access control integration.   

J. Section 28 13 16 - ACCESS CONTROL SYSTEM AND DATABASE MANAGEMENT. 

Requirements for control and operation of all security systems.   

K. Section 28 16 00 - INTRUSION DETECTION SYSTEM. Requirements for alarm 

systems.   

L. Section 28 23 00 - VIDEO SURVEILLANCE. Requirements for security camera 

systems.   
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M. Section 28 26 00 - ELECTRONIC PERSONAL PROTECTION SYSTEM (EPPS). 

Requirements for emergency and interior communications.   

1.3 QUALITY ASSURANCE 

//A. Refer to 28 05 00 COMMON WORK RESULTS FOR ELECTRONIC SAFETY AND 

SECURITY, Part 1// 

A. The Contractor shall be responsible for providing, installing, and the 

operation of the Security Access Detection as shown. The Contractor 

shall also provide certification as required.  

B. The security system shall be installed and tested to ensure all 

components are fully compatible as a system and can be integrated with 

all associated security subsystems, whether the security system is 

stand-alone or a part of a complete Information Technology (IT) 

computer network. 

C. The Contractor or security sub-contractor shall be a licensed security 

Contractor as required within the state or jurisdiction of where the 

installation work is being conducted.  

D. Manufacturers Qualifications: The manufacturer shall regularly and 

presently produce, as one of the manufacturer's principal products, the 

equipment and material specified for this project, and shall have 

manufactured the item for at least three years. 

E. Product Qualification: 

1. Manufacturer's product shall have been in satisfactory operation, on 

three installations of similar size and type as this project, for 

approximately three years. 

2. The Government reserves the right to require the Contractor to 

submit a list of installations where the products have been in 

operation before approval. 

F. Contractor Qualification: 

1. The Contractor or security sub-contractor shall be a licensed 

security Contractor with a minimum of five (5) years experience 

installing and servicing systems of similar scope and complexity.  

The Contractor shall be an authorized regional representative of the 

Security Management System’s (PACS) manufacturer.  The Contractor 

shall provide four (4) current references from clients with systems 

of similar scope and complexity which became operational in the past 

three (3) years.  At least three (3) of the references shall be 

utilizing the same system components, in a similar configuration as 

the proposed system.  The references must include a current point of 
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contact, company or agency name, address, telephone number, complete 

system description, date of completion, and approximate cost of the 

project.  The owner reserves the option to visit the reference 

sites, with the site owner’s permission and representative, to 

verify the quality of installation and the references’ level of 

satisfaction with the system.  The Contractor shall provide copies 

of system manufacturer certification for all technicians.  The 

Contractor shall only utilize factory-trained technicians to 

install, program, and service the PACS.  The Contractor shall only 

utilize factory-trained technicians to install, terminate and 

service controller/field panels and reader modules.  The technicians 

shall have a minimum of five (5) continuous years of technical 

experience in electronic security systems.  The Contractor shall 

have a local service facility.  The facility shall be located within 

60 miles of the project site.  The local facility shall include 

sufficient spare parts inventory to support the service requirements 

associated with this contract.  The facility shall also include 

appropriate diagnostic equipment to perform diagnostic procedures.  

The COTR reserves the option of surveying the company’s facility to 

verify the service inventory and presence of a local service 

organization. 

2. The Contractor shall provide proof project superintendent with BICSI 

Certified Commercial Installer Level 1, Level 2, or Technician to 

provide oversight of the project. 

3. Cable installer must have on staff a Registered Communication 

Distribution Designer (RCDD) certified by Building Industry 

Consulting Service International.  The staff member shall provide 

consistent oversight of the project cabling throughout design, 

layout, installation, termination and testing. 

SPEC WRITER NOTE: In the following 
paragraph use 4 hours for metropolitan 
areas and 8 hours for rural areas. 

G. Service Qualifications: There shall be a permanent service organization 

maintained or trained by the manufacturer which will render 

satisfactory service to this installation within // four // eight // 

hours of receipt of notification that service is needed. Submit name 

and address of service organizations. 
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1.4 SUBMITTALS 

SPECS WRITER NOTE: Delete and/or amend 
all paragraphs and sub-paragraphs and 
information as needed to ensure that only 
the documentation required is requested 
per the Request for Proposal (RFP). 
 

A. Submit below items in conjunction with Master Specification Sections 01 

33 23, SHOP DRAWINGS, PRODUCT DATA, AND SAMPLES, Section 02 41 00, 

DEMOLITION, and Section 28 05 00, COMMON WORK RESULTS FOR ELECTRONIC 

SAFETY AND SECURITY. 

B. Provide certificates of compliance with Section 1.3, Quality Assurance. 

C. Provide a complete and thorough pre-installation and as-built design 

package in both electronic format and on paper, minimum size 48 x 48 

inches (in.) (1220 x 1220 millimeters) (mm); drawing submittals shall 

be per the established project schedule. 

D. Pre-installation design and as-built packages shall include, but not be 

limited to: 

1. Index Sheet that shall: 

a. Clearly define each page of the design package to include 

facility name, building name, floor, and sheet number. 

b. Provide a complete list of all security abbreviations and 

symbols.  

c. Reference all general notes that are utilized within the design 

package. 

d. Specification and scope of work pages for all individual security 

systems that are applicable to the design package that will:  

1) Outline all general and job specific work required within the 

design package. 

2) Provide a detailed device identification table outlining 

device Identification (ID) and use for all security systems 

equipment utilized in the design package. 

2. Drawing sheets that will be plotted on the individual floor plans or 

site plans shall: 

a. Include a title block as defined above.  

b. Clearly define the drawings scale in both standard and metric 

measurements.  

c. Provide device identification and location.  
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d. Address all signal and power conduit runs and sizes that are 

associated with the design of the electronic security system and 

other security elements.  

e. Identify all pull box and conduit locations, sizes, and fill 

capacities. 

f. Address all general and drawing specific notes for a particular 

drawing sheet. 

3. A detailed riser drawing for each applicable security subsystem 

shall:  

a. Indicate the sequence of operation.  

b. Relationship of integrated components on one (1) diagram.  

c. Include the number, size, identification, and maximum lengths of 

interconnecting wires.  

d. Wire/cable types shall be defined by a wire and cable schedule. 

The schedule shall utilize a lettering system that will 

correspond to the wire/cable it represents (example: A = 18 AWG/1 

Pair Twisted, Unshielded). This schedule shall also provide the 

manufacturer’s name and part number for the wire/cable being 

installed. 

4. A detailed system drawing for each applicable security system shall:  

a. Clearly identify how all equipment within the system, from main 

panel to device, shall be laid out and connected.  

b. Provide full detail of all system components wiring from point-

to-point.   

c. Identify wire types utilized for connection, interconnection with 

associate security subsystems.   

d. Show device locations that correspond to the floor plans.  

e. All general and drawing specific notes shall be included with the 

system drawings.  

5. A detailed schedule for all of the applicable security subsystems 

shall be included. All schedules shall provide the following 

information: 

a. Device ID. 

b. Device Location (e.g. site, building, floor, room number, 

location, and description). 

c. Mounting type (e.g. flush, wall, surface, etc.). 

d. Power supply or circuit breaker and power panel number. 
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e. In addition, provide the Security Access Detection detector or 

screening device ID, type (e.g. walk-through screener, X-ray, 

explosive detector, etc.), type of technology used by system for 

detection and model number. 

6. Provide detail and elevation drawings for all devices that define 

how they were installed and mounted. 

E. The pre-installation design packages shall go through a full review 

process conducted by the Contractor along with a VA representative to 

ensure all work has been clearly defined and completed. All reviews 

shall be conducted in accordance with the project schedule. There shall 

be four (4) stages to the review process: 

1. 35 percent 

2. 65 percent 

3. 90 percent 

4. 100 percent 

F. The Contractor shall provide manufacturer security system product cut-

sheets that clearly and completely indicate the description and 

function of each component of the security systems they are associated 

with. Also, indicate all termination points of devices and 

interconnections required for operation of the system, and between 

modules and devices.   

G. The Contractor shall submit for approval at least 30 days prior to 

commencement of formal testing, a Security System Operational Test 

Plan. Include detailed procedures for operational testing of each 

component and security subsystem, to include performance of an 

integrated system test. 

H. The Contractor shall submit manufacture’s certification of Underwriters 

Laboratories, Inc. (UL) listing for all security system devices, power 

sources, control panels, and monitoring equipment. 

I. The Contractor shall provide complete maintenance and operating manuals 

from the manufacturer that support as-builts and system design, to 

include all technical product sheets and overall system schematics. Two 

(2) weeks prior to the final inspection, four (4) copies of the 

maintenance and operating manuals also need to be submitted to the RE.   

J. Certifications: Two (2) weeks prior to final inspection, submit four 

(4) copies of the following to the RE: 
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1. Complete maintenance and operating manuals from the manufacturer 

that support as-built and systems design, to include all technical 

data sheets and overall system schematics.  

2. Certification by the Contractor that the materials submitted is in 

accordance with the drawings and specifications. 

3. Certification by the Contractor that a complete security system 

installation has been installed, tested and adjusted. 

K. Completed System Readiness Checklists provided by the Commissioning 

Agent and completed by the contractor, signed by a qualified technician 

and dated on the date of completion, in accordance with the 

requirements of Section 28 08 00 COMMISSIONING OF ELECTRONIC SAFETY AND 

SECURITY SYSTEMS. 

1.5 APPLICABLE PUBLICATIONS 

A. The publications listed below (including amendments, addenda, 

revisions, supplement, and errata) form a part of this specification to 

the extent referenced. The publications are referenced in the text by 

the basic designation only. 

B. American Society for Testing and Materials (ASTM) 

C1238-97 (R03) ......... Standard Guide for Installation of Walk-Through 

Metal Detectors 

C. Department of Justice American Disability Act (ADA) 

28 CFR Part 36-94 ...... ADA Standards for Accessible Design 

D. Department of Veterans Affairs 

VHA National CAD Standard Application Guide, 2006 

VA BIM Guide, V1.0 10 

E. Federal Communications Commision (FCC): 

(47 CFR 15) Part 15 .... Limitations on the Use of Wireless 

Equipment/Systems  

F. Government Accountability Office (GAO):  

GAO-03-8-02 ............ Security Responsibilities for Federally Owned 

and Leased Facilities 

G. Institute of Electrical and Electronics Engineers (IEEE): 

C95.1-05 ............... Standards for Safety Levels with Respect to 

Human Exposure in Radio Frequency 

Electromagnetic Fields 

H. National Fire Protection Association (NFPA): 

70-11 ..................  Article 780-National Electrical Code  

I. National Institute of Justice (NIJ) 
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0601.02-03 ............. Standards for Walk-Through Metal Detectors for 

use in Weapons Detection  

0602.02-03 ............. Hand-Held Metal Detectors for Use in Concealed 

Weapon and Contraband Detection 

J. National Electrical Manufactures Association (NEMA) 

250-08 ................. Enclosures for Electrical Equipment (1000 Volts 

Maximum) 

K. Occupational and Safety Health Administration (OSHA): 

29 CFR 1910.97 ......... Nonionizing radiation 

L. Security Industry Association (SIA): 

AG-01 .................. Security CAD Symbols Standards 

M. Underwriters Laboratories, Inc. (UL): 

187-98 ................. Standard for X-ray Equipment 

464-03 ................. Audible Signal Appliances 

N. United States Department of Commerce: 

Special Pub 500-101  ... Care and Handling of Computer Magnetic Storage 

Media 

O. Uniform Federal Accessibility Standards (UFAS), 1984 

P. Architectural Barriers Act (ABA), 1968 

1.6 COORIDNATION 

A. Coordinate arrangement, mounting, and support of security access 

detection equipment: 

1. To allow maximum possible headroom unless specific mounting heights 

that reduce headroom are indicated. 

2. To provide for ease of disconnecting the equipment with minimum 

interference to other installations. 

3. To allow right of way for piping and conduit installed at required 

slope. 

4. So connecting raceways, cables, wireways, cable trays, and busways 

will be clear of obstructions and of the working and access space of 

other equipment. 

B. Coordinate installation of required supporting devices and set sleeves 

in cast-in-place concrete, masonry walls, and other structural 

components as they are constructed. 

C. Coordinate location of access panels and doors for electronic safety 

and security items that are behind finished surfaces or otherwise 

concealed. 
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1.7 WARRANTY OF CONSTRUCTION. 

A. Warrant Security Access Detection work subject to the Article “Warranty 

of Construction” of FAR clause 52.246-21. 

B. Demonstration and training shall be performed prior to system 

acceptance.   

 

PART 2 – PRODUCTS 

SPEC WRITER NOTE: Delete or amend all 
paragraphs and sub-paragraphs as needed 
to ensure that only the equipment 
required per the Request for Proposal 
(RFP) is provided.\ 
 

2.1 GENERAL 

A. All equipment shall operate on a 120 or 240 volts alternating current 

(VAC); 50 hertz (Hz) or 60 Hz alternating current (AC) power system 

unless documented otherwise in subsequent sections listed within this 

spec. All equipment shall have a battery back-up source of power that 

will provide 12 hours (hrs.) of run time in the event of a loss of 

primary power to Security Access Detection systems until a backup 

generator comes on-line.  

B. Walk-through metal detectors and X-ray machines shall meet the National 

Institute of Justice (NIJ) Standards and Safety requirements. 

C. The Security Access Detection shall be designed, installed, and 

programmed in a manner that will allow for easy of operation, 

programming, servicing, maintenance, testing, and upgrading of the 

system. 

D. All Security Access Detection components located in designated 

“HAZARDOUS ENVIRONMENT” areas where fire or explosion could occur due 

to the presence of natural gases or vapors, flammable liquids, 

combustible residue, or ignitable fibers or debris, shall be rated 

Class II, Division I, Group F, and installed in accordance with NFPA 

70, Chapter 5.  

E. All Security Access Detection equipment and materials provided shall be 

new, first grade, standard, current products of the manufacturer and 

shall be suitable for the systems being installed and the intent of the 

design.  

F. All Security Access Detection equipment and materials shall be stored, 

adequately protected and carefully handled to prevent damage before and 

during installation and according to manufacture’s instructions.    
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G. All Security Access Detection equipment provided with a factory finish 

shall be maintained free of dust, dirt and foreign matter. Dents, 

marred finishes and other damage shall be repaired to its original 

condition or shall be replaced, at no additional cost to the Owner. 

H. The Contractor shall provide the RE with written verification, that the 

type of wire/cable being provided is recommended and approved by the 

OEM. Cabling shall meet the interconnecting wiring requirements of NFPA 

70 (NEC). The Contractor is responsible for providing the correct 

protection cable duct and/or conduit and wiring.  

I. The Contractor is responsible for interfacing Security Access Detection 

with other security subsystems. The Contractor shall utilize 

interfacing methods that are approved by the OEM and RE. At a minimum, 

an acceptable interfacing method requires not only a physical and 

mechanical connection; but also a matching of signal, voltage, and 

processing levels with regard to signal quality and impedance. The 

interface point must adhere to all standards described herein.  

J. The characteristics listed in this section will serve as a guide in 

selection of equipment and materials for the Security Access Detection. 

If updated or more suitable versions are available then the RE will 

approve the acceptance of prior to an installation. 

K. If any obsolete, incompatible, or damaged equipment is offered by the 

Contractor at the time of installation, then the equipment will be 

returned and replaced with equipment at no cost to the government. 

2.2 EQUIPMENT ITEMS 

A. General 

1. All specifications listed within this section are the minimum 

requirements to be met to ensure a working Security Access Detection 

is in place. 

2. Detection Sensor subsystems shall consist of sensors capable of:  

a. Locating and identifying prohibited, threatening, contraband 

materials and items the system is designed to detect and protect 

against being brought into a facility.  

b. Sensors shall be adjustable to maximize capabilities based on 

environmental and security requirement changes.  

3. Annunciation: Shall contain one (1) or more indicator lamps, 

alphanumeric displays that provide status information about a 

circuit or condition of the operating units. Walk-Through or 
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conveyer pass through units must provide a uniform two-digit error 

code to identify different types of system failures. 

4. Audible Signal Device: Shall consist of audible sound for alarms, 

supervisory, and trouble signals and shall be distinctive.  

5. Assessment: Shall consist of electronic devices required to visually 

and audibly verify the validity and functionality of Security Access 

Detection. Assessment also includes providing indication of 

tampering, fail-safe, low battery, and power losses. 

6. Alarm Reporting: Shall consist of electronic devices to annunciate 

Security Access Detection information to at least two (2) separate 

locations. The alarms shall maintain the capability to respond with 

local and remote visible and audible signals upon activation of 

detection sensors. The alarms should have the capability of a silent 

mode only alerting personnel using the system.  

7. Power Supply: Security Access Detection shall be capable of 

continuous operation and include a battery backup module capable of 

12 hrs. of backup use. All non-portable systems shall operate on 

100-240 VAC. Hand-Held Security Access Detection (Metal and 

Explosive Detectors) shall have the capability to operate on 

rechargeable batteries.  

2.3. WALK-THROUGH METAL DETECTORS:  

A. Shall meet NIJ Standard 0601.02 and be able to detect and locate guns, 

knives, and other flat and rod-shaped objects regardless of 

orientation.  

B. All electronics shall be modular in design for easy plug-in and 

replacement. The Detector shall use multiple coil circuits with dual 

alarm lights to indicate which side of the individual the detected item 

is located.  

C. Shall be capable of self-diagnostics and conduct self-test of all 

systems to automatically identify failures or problems with components 

as displayed on the control unit liquid crystal display (LCD). The 

detection unit shall not require re-calibration each time the system is 

turned off and back on. 

D. Shall provide for full body coverage: coverage on the left, center, 

right, front, and back of the body from head to floor, providing 

uniform detection.  
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E. Shall include individual zones that are adjustable for customization of 

detection characteristics and/or compensation for metallic 

environmental challenges.  

F. Shall have the capability to detect and discriminate signals from two 

(2) or more detectable items located in close proximity that may be 

detected as only one (1).  

G. Shall include adjustable legs to provide for accurate leveling on 

uneven floors.  

H. Major components include:  

1. Walk-through portal/passage way  

2. Control Unit  

3. Test Unit 

I. Technical Characteristics:  

Operating Temperatures -4°F (-20°C) to 158°F (70°C)  
95% humidity non-condensing 

Power Supply Unit Fully automatic input 100 to 240 VAC 
50 or 60 Hz – five (5) watts 
Uninterrupted Power supply (UPS) 
Battery Backup (12 hours) 

Construction  Minimum 3/32 in. (2.381mm) aluminum in 
strength and weather resistant 

Opening Sizes Interior Width: 30 in. (762mm) 
Interior Height: 80 in.(2.032 meters) 

Programmable Capable of 16 independent programs 
settings for zones and sensitivity 

Sensitivity Boost Three (3) levels at ankle level 
Detection Sensors Multi-dimensional coil 33 distinct pin-

point zones – customizable 
Sensitivity Levels 200 
Interference Protection Faraday shielding 
Alarms Audible and light-emitting diode (LED) 

Visual 
Testing Device Simulate size, shape, and composition 

of threat objects meet FAA testing 
requirements 

Traffic Flow Indicators LED Lights 
Infrared Sensor Traffic control and counter 

 

J. Control Unit: Shall consist of the components to constantly monitor, 

input settings, and verify inputs of sensors. 

1. The control unit is to be attached to the exit side of the scanner 

or shall be able to be detached and operational from up to 50 feet 

(ft.) (15.24 meters)(m) from detector.  



09-11 

28 13 53-13 

2. The control unit will consist of a multiple functional electronic 

digital keypad/touchpad. The keypad/touchpad requires human/machine 

interface (HMI) with numerical or function keys that can activate, 

deactivate, observe or change sensitivity and detector settings 

using secure codes.  

3. The Control Unit shall be programmed to be self-prompting for input. 

4. The LCD display shall be large, easily seen, backlit with alpha-

numeric display that reports in words to regulate, control and 

provide self-prompt functions of the control unit.  

5. Control Unit Technical Characteristics: 

Display LCD 
Connection to Unit Wired with extension of 50 ft. 

(15.24m) for remote use 
Touchpad Controls Operate, Off, Counter, Volume, +/-, 

Program and Access 
Displays LED bar-graphs for detection 

sensitivity  
Alarm lights 
Functionality 
Program in operation 
Errors 
Traffic Count 
Alarm activations 
Alarm Percentages 

Tamper alarm 10 seconds after access of touchpad 
Access Control Dual-level access codes for: 

Operators 
Supervisors 

K. Control Unit Interface:  

1. The system shall include an interface module for network 

transmission of data and remote monitoring of system at the Physical 

Access Control System and Database Management.  

2. Integration with the Physical Access Control System and Database 

Management shall allow for control, real time monitoring and 

diagnostics capabilities.  

3. Control Unit Interface Technical Characteristics:  

Display LCD (laptop or Desktop Monitor) 
Connection 10-Base T Network 
System Capabilities Monitor up to 4 scanners 
Capabilities Change settings 

LED bar-graph display  
Functionality 
Program in operation 
Errors 
Traffic Count 
Alarm activations 
Alarm Percentages 
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Technician trouble-shoot 
Access Control Dual-level access codes 

Operators 
Supervisory 

2.4. HAND-HELD METAL DETECTORS: 

A. Shall meet NIJ Standard 0602.02 and be rugged in design and water-

proof; lightweight to reduce stress of handling; and provide ease of 

freedom of movement and control. 

B. Shall be easily made operational with a one (1) switch operation that 

does not require any adjustments. 

C. Technical Characteristics: 

Operating 
Temperatures 

-35°F (-37°C) to 158°F (70°C)  
95% humidity non-condensing 

Operating Frequency 93 kHz 
Audio Frequency 2kHz Warble Earphone capable 
Tuning Automatic 
Controls Power switch On/Off 

Interference Elimination 
LED Alert Lights Power On, Battery Low, Alarm 
Indicators Silent/Vibrate 

Audible Speaker 
LED Alert Lights 

Power Standard 9 volt and Nickel-Metal 
Hydride(NiMH)rechargeable battery 

Battery life 60 hours continuous operations 
Minimum Detection 
Capability 
Distances 

Medium Pistol – 9 in. (228.6mm) 
Large Knife- 5 in. (127mm) 
Razor Blade- 3 in. (76.2mm) 
Small foil and jewelry – 1 in.  

 

2.5 X-RAY DETECTORS:  

A. Shall be surface mounted, multilayer, fully integrated, high frequency, 

and solid state using high speed processors.  

B. Shall meet NIJ Standards including a Personal Computer (PC) based 

system that can be networked with other inspection systems and can 

transmit data. 

C. The type of X-ray unit selected shall require consideration of its 

application and use (i.e., used to screen items through lobby control 

points versus screening items, which may be larger in size, such as 

through mail room/shipping and receiving facility areas). 

D. The system should provide the capability to send images through a 

network to a central server PC where the images can be viewed, stored 

or printed. 
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E. The conveyer belt system belts should be guaranteed to perform auto 

tracking for life.  

F. All x-ray systems shall be certified to be in full compliance with all 

international radiation safety requirements and external emissions 

limits.  

G. Technical Characteristics:  

X-Ray Generator  Self Contained operating at  
90 kilovolts 

Controls  Edge sharpening, variable intensity 
control, zoom, atomic number 
measurement 

Zoom Capability 2X to 32X penetration levels 
Discrimination Organic, inorganic, mixed 
Penetration  0.39 in. (10 mm) steel 
Resolution capability Detect #40 AWG 
Color Tones Two (2) million (Multi-Energy Colors) 
Conveyer belt weight 
capabilities 

200 lbs. (90 kilograms)  

Conveyer belt speed Controllable – 48 fpm (24 cm/sec)- 
reversible 

Network Capable Ethernet using TCP/IP  
H. Central Processing Unit Technical Characteristics: 

Processor  2.4 GHz Intel Pentium IV 
Hard Disk Size  40 GB 
Memory 256 RAM 
Network Card  10/100 Base-T 
CD-ROM Drive  10X 
Monitor/Video Adapter 
board 

19” (482.6mm)SVGA (1280 x 
1044)Flicker Free Flat Screen .28 dot 
pitch 

Floppy Drive  1.44 MB 
Ports  2 serial, 1 parallel, USB 
Backup  Tape or CDRW 

2.6 EXPLOSIVES DETECTORS:  

A. Handheld: Provide for a self-contained analytical unit, with on-board 

computer, printer and touch screen display. The detector shall be easy 

to operate by non-technical staff/operators: 

1. System will use dual vapor and particulate detection without any 

external carrier gas or radioactive source. 

2. Detector shall be a simple push-button automatic operation that 

displays go/no go results on a LCD display. 

3. Explosive Detectors Technical Characteristics: 

Power  12 volt direct current (DC) 
rechargeable  
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12 volt External battery pack 
12 volt AC adapter 

Device Controls  Power switch, keypad, automatic 
vapor/particulate selector, volume 
control (with optional earphone, and 
sample switch. 

Memory Store a minimum of 1000 previous 
readings 

Detection Dual vapor and particulate 
Detection Analysis  <20 seconds 
Detection 
Capabilities  

Nanogram levels of: C-4, TNT, 
Dynamite, PETN, Semtex, EGDN, DMNB, 
RDX, ANFO, Black Powder, Ammonium 
Nitrate, Urea Nitrate, Nitroglycerine 
and TATP 

B. Desktop:  

1. Shall have a built-in networking and communication capability. The 

device shall easily interface with other screening systems and 

printer if it is not part of the unit.  

2. Shall be self-contained, self-cleaning, self-calibrating, and 

require no external gas supply. 

3. A touch screen display shall be provided that displays both alarm 

and compound identification information Red flashing light on unit 

and audible alarm Automatic “Print on Alarm” option. 

4. Contractor shall provide collection device for input of data.  

5. Technical Characteristics:  

Power 90 to 265 volts alternating current 
(VAC) 50-60 Hz  

Technology Dual- gas chromatography and Ion 
mobility spectrometer 

Power Consumption Less than 500 watts 
Device Controls  Touch screen display  

Power switch 
Operating Modes Continuous and Single Cycle 
Warm up time < 20 minutes (cold start) 
Memory Store a minimum of 1000 previous 

readings 
Detection Dual vapor and particulate 
Analysis Time  < 20 seconds 
Detection 
Capabilities  

Nanogram levels of:  
1) Explosives: PETN, RDX,TNT, NG, 
Dynamite, Semtex, C4  
2) Narcotics: Cocaine, Opiates 
(heroine & morphine), Cannabis 
marijuana & hashish), Amphetamine-
type stimulants amphetamine, ecstasy 
& methamphetamine. 
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PART 3 - EXECUTION 

3.1 GENERAL 

Spec Note: Delete and/or amend this all 
paragraphs and sub-paragraphs to apply to 
only the equipment and devices that are 
being installed. 
 

A. System installation shall be in accordance with appropriate NEC, UL, 

NFPA, Related Work VA specifications, and appropriate installation 

manual for each type of Security Access Detection.   

B. The Security Access Detection system will be designed, engineered, 

installed, and tested to ensure all components are fully compatible as 

a system and can be integrated with all associated security subsystems, 

whether the system is a stand alone or a complete network. 

C. Components shall be configured with appropriate “service points” to 

pinpoint system trouble in less than 30 minutes.  

D. All Security Access Detection requiring VAC connection will be 

installed with surge protection and Uninterrupted Power Supply (UPS).  

E. Architectural space planning design requirements need to be considered 

and defined prior to the installation of metal detection, x-ray and 

explosive detection equipment at main lobby entrance or other security 

control points. This also applies to the use of x-ray and explosive 

detectors in mail and shipping/receiving facility areas.  

F. The Contractor shall install all system components including Government 

furnished equipment, and appurtenances in accordance with the 

manufacturer's instructions, documentation listed in Sections 1.4 and 

1.5 of this document, and shall furnish all necessary connectors, 

terminators, interconnections, services, and adjustments required for a 

complete and operable system.  

G. Walk-through metal detectors will not be located on floors with high 

metal content that may interfere with screening without protection 

between the floor and detector being considered.  

H. The Contractor shall provide walk-through metal detectors with the 

capability for floor mounting (OEM recommended brackets) to increase 

stability.  

3.2 WIRING  

A. Wiring Method:  Install cables in raceways[ except in accessible indoor 

ceiling spaces, in attics,] [in hollow gypsum-board partitions,] and as 
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otherwise indicated.  Conceal raceways and wiring except in unfinished 

spaces. 

SPECS WRITER NOTE: Retain paragraph above 
or first paragraph below.  Delete both if 
wiring method is indicated on Drawings. 

B. Wiring Method:  Install cables concealed in accessible ceilings, walls, 

and floors where possible. 

C. Wiring within Enclosures:  Bundle, lace, and train conductors to 

terminal points with no excess and without exceeding manufacturer's 

limitations on bending radii.  Provide and use lacing bars and 

distribution spools. 

D. Splices, Taps, and Terminations:  For power and control wiring, use 

numbered terminal strips in junction, pull, and outlet boxes; terminal 

cabinets; and equipment enclosures.  Tighten electrical connectors and 

terminals according to manufacturer's published torque-tightening 

values.  If manufacturer's torque values are not indicated, use those 

specified in UL 486A and UL 486B. 

SPECS WRITER NOTE: Retain paragraph below 
only if required by manufacturer.  Show 
independent-signal circuit-grounding 
methods and details on Drawings. 

E. Grounding:  Provide independent-signal circuit grounding recommended in 

writing by manufacturer. 

3.3 FIELD QUALITY CONTROL 

A. Manufacturer's Field Service:  Engage a factory-authorized service 

representative to inspect field-assembled components and equipment 

installation and supervise pretesting, testing, and adjusting of video 

surveillance equipment. 

B. Inspection:  Verify that units and controls are properly installed, 

connected, and labeled, and that interconnecting wires and terminals 

are identified. 

C. Test Schedule:  Schedule tests after pretesting has been successfully 

completed and system has been in normal functional operation for at 

least 14 days.  Provide a minimum of 10 days' notice of test schedule. 

D. Operational Tests:  Perform operational system tests to verify that 

system complies with Specifications.  Include all modes of system 

operation.  Test equipment for proper operation in all functional 

modes. 

E. Remove and replace malfunctioning items and retest as specified above. 

F. Record test results for each piece of equipment. 
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G. Retest:  Correct deficiencies identified by tests and observations and 

retest until specified requirements are met. 

3.4 ADJUSTING 

A. Occupancy Adjustments:  When requested within 12 months of date of 

Substantial Completion, provide on-site assistance in adjusting system 

to suit actual occupied conditions and to optimize performance of the 

installed equipment.  Tasks shall include, but are not limited to, the 

following: 

1. Check cable connections. 

2. Check proper operation of detectors.   

3. Recommend changes to walk trough detectors, X-ray machines, and 

associated equipment to improve Owner' utilization of security 

access detection system. 

4. Provide a written report of adjustments and recommendations. 

B. Adjustment/Alignment/Synchronization: Contractor shall prepare for 

system activation by following manufacturer’s recommended procedures 

for adjustment, alignment, programming, or synchronization.  Prepare 

each component in accordance with appropriate provisions of the 

component’s installation, operations, and maintenance instructions. 

3.5 CLEANING 

A. Cleaning: Subsequent to installation, clean each system component of 

dust, dirt, grease, or oil incurred during installation in accordance 

to manufacture instructions. 

3.6 INTEGRATION 

A. For integration purposes, the Security Access Detection system shall be 

integrated with the Physical Access Control System and Database 

Management via CAT-V cables and where appropriate with CCTV and EPPS. 

The CCTV Security System will: 

1. Provide full coverage of all lobby entrance screening areas 

utilizing a fixed color camera. 

2. Record activity on a 24 hours basis. 

3. The CCTV system should have facial recognition software to assist in 

identifying individuals for current and future purposes.  

4. For additional CCTV system requirements as they relate to the 

Security Access Detection, refer to Section 28 13 53, SECURITY 

ACCESS DETECTION. 

B. Integration with CCTV and EPPS security subsystems shall be achieved by 

computer programming or the direct hardwiring of the systems. 



09-11 

28 13 53-20 

C. For programming purposes, refer to the manufacturers requirements for 

correct system operations. Ensure computer hardware being utilized for 

system integration meets or exceeds the minimum system requirements as 

well as systems software requirements. 

3.7 EXISTING CONDITIONS 

A. The Contractor shall visit the site and verify that site conditions are 

in agreement/compliance with the design package. The Contractor shall 

report all changes to the site or conditions that will affect 

performance of the system to the Contracting Officer in the form of a 

report. The Contractor shall not take any corrective action without 

written permission received from the Contracting Officer. 

B. Existing Equipment 

1. The Contractor shall connect to and utilize existing equipment, and 

control signal transmission lines, and devices as outlined in the 

design package. Equipment and signal lines that are usable in their 

original configuration without modification may be reused with 

Contracting Officer approval.  

2. The Contractor shall perform a field survey, including testing and 

inspection of all existing equipment, power outlets, and signal 

lines intended to be used by the Security Access Detection, and 

furnish a report to the Contracting Officer as part of the site 

survey report. For those items considered nonfunctioning, provide 

(with the report) specification sheets, or written functional 

requirements to support the findings and the estimated cost to 

correct the deficiency. As part of the report, the Contractor shall 

include a schedule for connection to all existing equipment.  

3. The Contractor shall make written requests and obtain approval prior 

to disconnecting any signal lines and equipment, and creating 

equipment downtime. Such work shall proceed only after receiving 

Contracting Officer approval of these requests. If any device fails 

after the Contractor has commenced work on that device, signal or 

control line, the Contractor shall diagnose the failure and perform 

any necessary corrections to the equipment.  

4. The Contractor shall be held responsible for repair costs due to 

Contractor negligence, abuse, or improper installation of equipment.  

5. The Contracting Officer shall provide a full list of all equipment 

that is to be removed or replaced by the Contractor. The Contractor 

shall dispose of all equipment that has been removed or replaced. In 
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all areas where equipment is removed or replaced the Contractor 

shall repair those areas to match the current existing conditions. 

3.8 SYSTEM START-UP AND TESTING 

A. System Start-Up 

1. The Contractor shall not apply power to any installed Security 

Access Detection until the following items have been completed: 

a. Security Access Detection equipment items have been set up in 

accordance with manufacturer's instructions. 

b. A visual inspection of the Security Access Detection system has 

been conducted to ensure that defective equipment items have not 

been installed and that there are no loose connections. 

c. System wiring has been tested and verified as correctly connected 

as indicated. 

d. All system grounding and transient protection systems have been 

verified as installed and connected as indicated. 

e. Power supplies to be connected to the Security Access Detection 

system have been verified as the correct voltage, phasing, and 

frequency as indicated by the manufacturer.  

2. Satisfaction of the above requirements shall not relieve the 

Contractor of responsibility for incorrect installation, defective 

equipment items, or collateral damage as a result of Contractor work 

efforts. 

B. Supplemental Contractor Quality Control: The following requirements 

supplement the Contractor quality control requirements specified 

elsewhere in the contract:  

1. The Contractor shall provide the services of technical 

representatives who are familiar with all components and 

installation procedures of any installed Security Access Detection; 

and are approved by the Contracting Officer.  

2. The Contractor will be present on the job site during the 

preparatory and initial phases of quality control to provide 

technical assistance.  

3. The Contractor shall also be available on an as needed basis to 

provide assistance with follow-up phases of quality control.  

4. The Contractor shall participate in the testing and validation of 

the system and shall provide certification that the system installed 

is fully operational as all construction document requirements have 

been fulfilled. 
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C. All testing and training shall be compliant with the VA General 

Requirements, Section 01 00 00, GENERAL REQUIREMENTS. 

D. The Commissioning Agent will observe startup and contractor testing of 

selected equipment.  Coordinate the startup and contractor testing 

schedules with the Resident Engineer and Commissioning Agent.  Provide 

a minimum of 7 days prior notice. 

3.9 COMMISSIONING 

A. Provide commissioning documentation in accordance with the requirements 

of Section 28 08 00 – COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY 

SYSTEMS for all inspection, start up, and contractor testing required 

above and required by the System Readiness Checklist provided by the 

Commissioning Agent.   

B. Components provided under this section of the specification will be 

tested as part of a larger system.  Refer to Section 28 08 00 – 

COMMISSIONING OF ELECTRONIC SAFETY AND SECURITY SYSTEMS and related 

sections for contractor responsibilities for system commissioning. 

 

-----END---- 


