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SECTION 28 10 05

ELECTRONI C SECURI TY SYSTEMS ( ESS)
05/ 16

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Thi s guide specification covers the
requirenents for Electronic Security Systens (ESS)
consi sting of comercial off-the-shelf equi pnment
which is linited to:

Intrusion Detection System (IDS)
Access Control System (ACS)
Closed Circuit Tel evision (CCTV)
Medi cal Facility System
Security Command Center

Security Lighting

ocukwNE

System requi renents nust conformto UFC 4-021-02
"El ectronic Security Systens". Consult the
appropriate governing authority - the US Naval
Facilities Engineering Systens Command, the US Arny
Cor ps of Engineers, the US Air Force Civil

Engi neeri ng Support Agency, or the National
Aeronautics and Space Adnministration - for questions
concerni ng systemdesi gn. Coordinate requirenents
with the Project Manager, Base/ Regi onal Security
Personnel, and the Accrediting Oficial. ESSis
typically provided for the protection of designated
assets.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.
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Renove i nformation and requirenments not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmended changes for
this gui de specification are wel come and shoul d be
submtted as a Criteria Change Request (CCR)

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

PART 1 GENERAL

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

NOTE: This section will be used in conjunction with
Sections: 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM

27 10 00 BUI LDI NG TELECOVMUNI CATI ONS CABLI NG SYSTEM
33 71 01 OVERHEAD TRANSM SSI ON AND DI STRI BUTI ON

33 71 02 UNDERGROUND ELECTRI CAL DI STRI BUTI ON

33 82 00 COVMUNI CATI ON OQUTSI DE PLANT (OSP); 28 08 10
ELECTRONI C SECURI TY SYSTEM ACCEPTANCE TESTI NG and
any ot her guide specification sections required by

t he desi gn.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

1.1 REFERENCES

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: This paragraph is used to list the
publications cited in the text of the guide
specification. The publications are referred to in
the text by basic designation only and listed in

t hi s paragraph by organi zation, designation, date,
and title.

Use the Reference Wzard' s Check Reference feature
when you add a Reference ldentifier (RID) outside of
the Section's Reference Article to automatically

pl ace the reference in the Reference Article. Also
use the Reference Wzard' s Check Reference feature
to update the issue dates.

Ref erences not used in the text will automatically
be deleted fromthis section of the project
speci fication when you choose to reconcile

references in the publish print process.
EE IR I Sk S S I S S S I O R R R Rk S S Sk S O R R S Ik S I S R R Sk I O

The publications listed below forma part of this specification to the
extent referenced. The publications are referred to within the text by
t he basic designation only.

AVERI CAN NATI ONAL STANDARDS | NSTI TUTE (ANSI)

ASC/ X9 X9. 52 (1998) Triple Data Encryption Al gorithm
Modes of Operation

ASTM | NTERNATI ONAL (ASTM

ASTM A123/ A123M (2017) Standard Specification for Zinc
(Hot-Di p Gal vani zed) Coatings on Iron and
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St eel Products

ASTM B32 (2020) Standard Specification for Sol der
Met a

ASTM D709 (2017) Standard Specification for
Lam nated Thernosetting Materials

ASTM E84 (2023) Standard Test Method for Surface
Burni ng Characteristics of Building
Mat eri al s

BU LDERS HARDWARE MANUFACTURERS ASSOCI ATl ON ( BHVA)
ANSI / BHVA Al156. 23 (2010) El ectromagnetic Locks
ELECTRONI C COVPONENTS | NDUSTRY ASSQOC!I ATI ON ( ECI A)

ECI A El AV ECA 310-E (2005) Cabinets, Racks, Panels, and
Associ at ed Equi pnent

I NSTI TUTE OF ELECTRI CAL AND ELECTRONI CS ENG NEERS (| EEE)
| EEE 802. 3 (2022) Et hernet
| EEE C2 (2023) National Electrical Safety Code
| NTELLI GENCE COVMUNI TY STANDARD (| CS)
I CS 705-1 (2010) Physical and Technical Security
Standard for Sensitive Conpartnented
Information Facilities

| NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON (1 SO

ANSI | SO | EC 7816 (R 2009) ldentification Cards - |ntegrated
Crcuit Cards

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NENVA 250 (2020) Encl osures for Electrical Equiprent
(1000 Vol ts Maxi mun)

NEMVA | CS 1 (2022) Standard for Industrial Control and
Systenms: Ceneral Requirenents

NENVA | CS 2 (2000; R 2020) Industrial Control and
Systens Controllers, Contactors, and
Overl oad Rel ays Rated 600 V

NEVA | CS 6 (1993; R 2016) Industrial Control and
Systenms: Encl osures

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)

NFPA 70 (2023; ERTA 4 2023; ERTA 5 2023; ERTA 6
2023) National Electrical Code
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NATI ONAL | NSTI TUTE OF STANDARDS AND TECHNOLOGY (NI ST)

NI ST FI PS 140-2 (2001) Security Requirenents for
Crypt ographi ¢ Modul es

NI ST FIPS 197 (2001) Advance Encryption Standard

NI ST FIPS 201-2 (2013) Personal ldentity Verification

(PI'V) of Federal Enployees and Contractors
OPEN NETWORK VI DEO | NTERFACE FORUM ( ONVI F)
ON\VI F (2017) Core Specification Version 17.06
TELECOVMUNI CATI ONS | NDUSTRY ASSCCI ATI ON (Tl A)
TI A- 222 (2018H;, Add 1 2019) Structural Standard
for Antenna Supporting Structures and

Ant ennas and Small Wnd Turbi ne Support
Structures

Tl A-568. 2 (2018d) Bal anced Twi st ed-Pair
Tel econmuni cati ons Cabling and Components
St andar ds

TI A- 606 (2021d) Administration Standard for

Tel econmuni cations Infrastructure
U. S. DEPARTMENT OF DEFENSE ( DOD)
DODI  8500. 01 (2014) Cybersecurity
U. S. NATI ONAL ARCHI VES AND RECORDS ADM NI STRATI ON ( NARA)

21 CFR 1020 Per f ormance St andards for 1onizing
Radi ati on Emtting Products

47 CFR 15 Radi o Frequency Devi ces
UNDERWRI TERS LABORATORI ES (UL)
UL 50 (2015) UL Standard for Safety Encl osures
for Electrical Equipnent,

Non- Envi ronment al Consi der ati ons

UL 294 (2023) UL Standard for Safety Access
Control System Units

UL 437 (2013; Reprint Jan 2022) UL Standard for
Saf ety Key Locks

UL 634 (2007; Reprint Mar 2015) Connectors and
Swi tches for Use with Burglar-Al arm Systens

UL 636 (2018) UL Standard for Safety Hol dup Alarm
Units and Systens

UL 639 (2007; Reprint Nov 2019) Standard for
Intrusion Detection Units
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1.

UL 681

UL 796

UL 969

UL 972

UL 1037

UL 1076

UL 1610

(2014; Reprint Jan 2021) UL Standard for
Safety Installation and Cl assification of
Bur gl ar and Hol dup Al arm Syst emns

(2020; Reprint Cct 2023) UL Standard for
Safety Printed Wring Boards

(2017; Reprint May 2023) UL Standard for
Saf ety Marking and Labeling Systens

(2006; Reprint Nov 2020) UL Standard for
Safety Burglary Resisting dazing Materi al

Type

(2016; Reprint Aug 2023) UL Standard for
Safety Antitheft Al arms and Devi ces

(2018; Reprint Feb 2021) UL Standard for
Safety Proprietary Burglar Alarm Units and
Syst ens

(2016; Reprint Apr 2021) UL Standard for
Safety Central -Station Burglar-Alarm Units

2 SUBM TTALS

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Review submittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list, and correspondi ng subnittal
items in the text, to reflect only the subnmittals
required for the project. The CGuide Specification
techni cal editors have classified those itens that
requi re Government approval, due to their conplexity
or criticality, with a "G" GCenerally, other
submittal items can be reviewed by the Contractor's
Quality Control System Only add a “G’ to an item
if the submittal is sufficiently inportant or
conplex in context of the project.

For Arny projects, fill in the enpty brackets
following the "G' classification, with a code of up
to three characters to indicate the approving
authority. Codes for Arny projects using the

Resi dent Managenent System (RVMS) are: "AE" for
Architect-Engineer; "DO' for District Ofice

(Engi neering Division or other organization in the
District Ofice); "AO" for Area Ofice; "RO for
Resident O fice; and "PO' for Project Ofice. Codes
following the "G typically are not used for Navy
and Air Force projects.

The "S" classification indicates subnittals required
as proof of conpliance for sustainability Quiding
Principles Validation or Third Party Certification
and as described in Section 01 33 00 SUBM TTAL
PRCCEDURES.
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]

Choose the first bracketed itemfor Navy and Air
Force projects, or choose the second bracketed item
for Arny projects.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Covernment approval is required for submttals with a "G' or "S"
classification. Subnittals not having a "G' or "S" classification are
[for Contractor Quality Control approval.][for information only. Wen
used, a code following the "G' classification identifies the office that
will reviewthe submttal for the Government.] Subnmit the following in
accordance with Section 01 33 00 SUBM TTAL PROCEDURES:
[ The [ ] will review and] [] ] Division], [Naval Facilities
Engi neeri ng Systens Command] | ] will approve submittals requiring
special reviewin this section.
SD- 02 Shop Drawi ngs
ESS Conponents; ¢, |
Overall System Schematic; ¢, |

SD- 03 Product Data

EE R I R R S I R R I R I R I R S R R R R S I R R I R R R S S R S R R

NOTE: The product data list is not all inclusive.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Prem se Control Unit; C[, [
Detection Sensors; C[, [
Access Control Unit; ¢, [ 1]

Access Control Devices; C[, [__ 1]
Caneras; ([, |

Canera Lenses; (¢, |

Canera Housing and Mounts; C[, [ 1]
Thernmal |naging Systenm; C, [ 11

Video Recording; G, [__ 1]

Printers; ¢, [ 1]

Comuni cations Interface Devices; C, [__ 11

Radi o Frequency Link; C[, |
Network Switch; C[, |
Vi deo and ESS Transm ssion; C[, |
Infant Protection Alarm System (IPAS); ¢, [ 11

Uninterruptible Power Supply (UPS); C[, [__ 11
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Batteries, G, [__ 1]

Conponent Enclosure; ¢, [ 11

Equi pment Rack; ¢, [
SD- 05 Design Data

Backup Battery Capacity Calculations; G, [ 11

Access Control Throughput Rates; ¢, [_ 11

CCTV Storage Cal cul ations

SD-07 Certificates

Contractor Qualifications; G, [__ 11
Instructor Qualifications; ¢, [ 11
Data Encryption; G, [ 11

SD-10 Operation and Mi ntenance Data
Training Plan; ¢, [ 11
Training Content; ¢, [ 1]
ESS Conponents and ESS Sof tware: Data Package 4; C[, [__ 11
ESS Software and ESS Conponents: Data Package 4; C[, [ 11

Submit data package in accordance with Section 01 78 23
OPERATI ON AND MAI NTENANCE DATA

SD-11 Cl oseout Submittals
As-Built Drawings; ¢, [ 11

1.3 QUALI TY ASSURANCE

1.3.1 Regul at ory Requi renents
The advi sory provisions in each of the publications referred to in this
specification are mandatory. Interpret these publications as though the
word "must" has been substituted for "shoul d" wherever it appears.
Interpret references in these publications to the "authority having
jurisdiction,"” or words of simlar nmeaning, to nean the Contracting
Oficer.
Equi prent, materials, installation, and worknmanshi p nust be in accordance
with the mandatory and advi sory provisions of NFPA 70 unl ess nore
stringent requirenents are specified or indicated.

1.3.2 St andard Products
Provide material s and equi prent that are products of manufacturers

regul arly engaged in the production of such products which are of equal
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mat eri al, design and wor kmanshi p and:

a. Have been in satisfactory commercial or industrial use for 2 years
prior to bid opening, and have been utilized in applications of
equi prent and materials under simlar circunstances and of simlar
si ze.

b. Have been available on the comrercial market through advertisenents,
manuf acturers' catal ogs, or brochures during the 2-year period.

c. \Were two or nore itens of the sanme class of equipnent are required,
provi de products of a single manufacturer

d. Provide comercial off-the-shelf (COIS) products in which the
manuf acturer allows a network of qualified distributors to sell
install, integrate, maintain, and repair the hardware and software
products that make up the system

.3.2.1 Alternative Qualifications

Products having |l ess than a 2 year field service record will be acceptable

if acertified record of satisfactory field operation for not |ess than

6000 hours, exclusive of the manufacturers' factory or |aboratory tests,

i s furnished.

.3.2.2 Mat eri al and Equi pnent Manufacturing Date

Products manufactured nore than one year prior to date of delivery to the
site are not acceptable.

.3.2.3 Product Safety
System conponents are to conformto applicable rules and requirenents of
NFPA 70. Equip system conmponents with instruction stickers including
war ni ngs and cauti ons descri bing physical safety, and special or inportant
procedures to be followed in operating and servicing system equi pnent.
.3.3 Shop Draw ngs
.3.3.1 ESS Component s
Submit the ESS Conponents, Data Package 4 with the ESS Software subnitta
package in accordance with Section 01 78 23 OPERATI ON AND MAI NTENANCE
DATA. Submt drawi ngs that clearly and conpletely indicate each ESS
conmponent function that includes:
a. Termination device points
b. Interconnections required for system operation
c. Interconnections between nodul es and devi ces
d. Proposed wireway or conduit systems to be used incl uding:

(1) Locations

(2) Sizes

(3) Types
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e. Drawi ngs showi ng:
(1) Device |ocations and spaci ng
(2) Mounting and positioning details
(3) Riser Diagranms with cable sizes and types
(4) Bill of Materials (Device make, nodel and quantities)
(5) Alarm and access control zones
(6) CCTV and sensor coverage areas

(7) Spare capacity

1.3.3.2 Overall System Schematic

Indicate the relationship of integrated conponents on one-line di agram and
show.

a. Power source

b. Systemcontrols

c. | mpedance mat ches

d. Interconnecting wire data including:
(1) Nunber
(2) Size

(3) ldentification

(4) Maxi mum | engt hs
.3.4 Evi dence of Experience and Qualifications
.3.4.1 Contractor Qualifications

Submit experience and certified qualifications data prior to

installation. Show that specific installers who will performthe work
have a m ni mum of [2] | ] years of experience successfully installing
ESS of the sane type and sinmilar design as specified. Include the nanes,

| ocations, and points of contact of at least two installations of simlar
type and design as specified in this docunent where the installer has

installed such systens. |Indicate the type of each systeminstalled.
Certify that each system has perfornmed satisfactorily in the manner
i ntended for a period of at least [12] [ ] mont hs.

.3.4.2 Instructor Qualifications

Submit the instructor's experience and certified qualifications data prior
to installation. Show that the instructor has received a mni num of 24
hours of ESS training froma technical organization such as the Nationa
Burgl ar and Fire Al arm Associ ation, and 2 years experience in installing

t he specified ESS type.
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.4 Envi ronnent al Condi ti ons
.4.1 Interior Conditions

Equi pnrent installed in environmentally protected interior areas must neet
performance requirenents specified for the followi ng anbi ent conditions:

.4.1.1 Tenperature

O to 50 degrees C. 32 to 120 degrees F. Conponents installed in unheated
security protected areas nmust neet perfornmance requirenents for
tenperatures as low as mnus 17 degrees C 0 degrees F

.4.1.2 Pressure

Sea level to 4573 m 15,000 feet above sea |evel

.4.1.3 Rel ative Humidity

5 to 95 percent

.4.1. 4 Fungus

Conponents must be constructed of non fungus nutrient naterials or be
treated to inhibit fungus growth

.4.1.5 Acoustical Noi se

Conponents nust be suitable for use in high noise areas above 100 dB
wi t hout adversely affecting their performance

. 4.2 Exteri or Conditions

Conmponents in encl osures nust neet perfornmance requirenents when exposed
to the follow ng ambi ent conditions:

.4.2.1 Tenperat ure

[Mnus 32 to 60] | ] degrees C [Mnus 25 to 140] | ] degrees F
.4.2.2 Pressure

Sea level to [4573] | ] m [15,000] | ] feet above sea |eve

.4.2.3 Sol ar Radi ati on

Si x hours of solar radiation per day at dry bulb tenperature of 60 degrees
C 120 degrees F including 4 hours of solar radiation at 0.00112 watts per
square nmr 104 watts per square foot

[1.4.2.4 Sand and Dust

Wnd driven for up to [9.6] | ] km per hour (knph) [6] [ ] mles
per hour (nph)

11.4.2.5 Rain

50 mm 2 inches per hour and 125 mr 5 inches per hour cyclic with wind plus
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one period of 300 mr 12 inches per hour
1.4.2.6 Hum dity
5 to 95 percent
[1.4.2.7 Fungus
Warm hum d at nosphere conducive to the growh of heterotrophic plants
1[1.4.2.8 Salt Fog
Salt atnosphere with [5] [ ] percent salinity
1[1.4.2.9 Snow

Snow | oadi ng of 234 kg per square m 48 (psf) per hour; blow ng snow of
22.5 kg per square nm 4.6 psf per hour

1[1.4.2.10 I ce Accretion
Up to 12.7 mr 1/2 inches of radial ice
1]1.4.2.11 Wnd

Continual velocity up to 80 knph 50 nph with gusts to 106 knph 66 nph,
except that fence sensors must detect intrusions up to 56 knph 35 nph

1.4.2.12 Acoustical Noi se

Conponents nust be suitable for use in high noise areas above 110 dB
wi t hout adversely affecting their perfornmance. Exanpl es areas include
flight lines, run-up pads, and generator sites.

1.5 SYSTEM CALCULATI ONS AND ANALYSI S

1.5.1 Backup Battery Capacity Cal cul ations
Submit cal cul ati ons showi ng that backup battery capacity exceeds sensor
operation, communications supervision, and al arm annunci ati on power
requi renents for proposed equi pnent plus 25 percent spare capacity.

1.5.2 CCTV Storage Cal cul ations

Submit cal cul ati ons showi ng the required storage capacity for each video
st orage devi ce.

1.6 ESS SOFTWARE, DATA PACKAGE 4
Submit the ESS software, Data Package 4 with the ESS Conponents subnitta

package in accordance with Section 01 78 23 OPERATI ON AND MAI NTENANCE
DATA. Describe the functions of all software in the software nmanual and

i ncl ude:
a. Al information necessary to enable proper |oading, testing, and
operation

b. Terns and functions definitions
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1.

c. Use of systemand application software

d. Procedures for systeminitialization, start-up and shutdown
e. Alarmreports

f. Reports generation

g. Database format and data entry requirements

h. Directory of all files

i. Al conmunication protocol descriptions, including data formats,
conmand characters, and a sanple of each type of data transfer

j. Interface definition
k. List of software keys

7 AS- BUI LT DRAW NGS

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Designer nust verify CAD version with
Contracting O ficer and clearly state the
requi renent.

EE R R R S I R R I R R I R S R R R I R S I R R I R R R S R R R R

Mai ntain a separate set of draw ngs, elenmentary diagrans, and wiring

di agrams of the systemto be used for as-built drawings. Keep this set
accurately and neatly up-to-date with all changes and additions. This set
is not to be used for installation purposes.

Finish the final drawi ngs submtted with the endurance test report in
accordance with Section 01 78 00 CLOSEQUT SUBM TTALS for as-built
requi renents.

PART 2 PRODUCTS

2.

1 SYSTEM DESCRI PTI ON

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Use the followi ng for ESS gui dance as
appl i cabl e:

For SCIF an SAPF fill in the first bracketed option
with: Intelligence Conmunity Standards (1CS) 705-1
Physi cal and Technical Security Standards for
Sensitive Conpartnented Information Facilities.
(NOTE: Do not identify "SCIF" or SAPF in Request for
Proposal (RFP) or construction drawings. Wth
accrediting official's approval, areas may be
identified as "secure area" or "controlled area.")

For Secret, Top Secret or Controlled Access Areas
(CAA), fill in the first bracketed option with the
appropriate Service instruction: SECNAV M 5510. 36A
Department of Navy Information Security Program
Arnmy Regul ati on AR 380-5 Departnent of the Arny
Information Security Program or Air Force
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Instruction AFl 31-401 Departnent of the Air Force
Information Security Program

For Arms, ammunition or explosives (arms roons,
arnories, and magazines), fill in the first
bracketed option with the appropriate Service

i nstruction: OPNAV Instruction 5530-13C Depart nent
of the Navy Physical Security Instruction for
Conventional Arnms, Anmunition, and Expl osives; MO
5530. 14A Marine Corps Physical Security Program
Manual ; AR 190-11 Department of the Army Physi cal
Security of Arms, Amunition and Expl osives; or
AFMAN 91-201 Department of the Air Force Expl osive
Saf ety Standards

For Air Force non-nucl ear assets, ensure system
utilizes the Air Force Non-Nucl ear |DS Approved
Equi pnent Li st.

For Army projects, contact the El ectronic Security
System Mandatory Center of Expertise (ESS MCX) for
assistance in specifying requirenments for I DS zones
that will connect to an existing |ntegrated

Conmmercial Intrusion Detection System (I1CIDS). ESS
MCX e-nmi | address i s AskESSMCX@isace. army. mi |

EE R R R S I R R I R R I R S R R R I R S I R R I R R R S R R R R

Provide a conplete and integrated el ectronic security system (ESS) that
the nmeet requirenents of | ]. ESS nust be conpatible with the
Installation's central nmonitoring systemand nonitored [within the
secure/ protected area] | ] [and] [at the Installation central
nonitoring station]. [[lnstallation's][ ] central nonitoring system
i s manufactured by [ ], nodel nunber [ 1.1 ESS consisting of the
foll ow ng subsystens and features:
a. Intrusion Detection System (IDS)
b. Access Control System (ACS)
c. Cosed-circuit Tel evision System (CCTV)
d. Security Conmmand Center (SCC)
e. Comuni cati ons System
f. Security Lighting Systens

[ g Medical Facility Systens

] I'nclude materials not normally furnished by the nanufacturer with the ESS
equi prent as specified in:

[ a. Section 33 71 02 UNDERGROUND ELECTRI CAL DI STRI BUTI ON
]b.  Section 33 71 01 OVERHEAD TRANSM SSI ON AND DI STRI BUTI ON

J[c. Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM
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12.2 PERFORVANCE REQUI REMENTS

Integrate the installed and operating subsystens into the overall ESS
systemto detect intrusion, control access, provide CCTV surveill ance,
provi de visual verification, and performas an entity, as specified

bel ow. Provide el ectronic equi pnment that conplies with 47 CFR 15 and are
suitable for the environnent where they will be install ed.

2.2.1 Growm h Capability

Provi de capability for nodul ar ESS expansi on of inputs, outputs, card
readers, and renote control stations with niniml equi pnent nodification
Software nust be able to handl e design requirenents plus 25 percent spare
capacity. Gowth capability is not to be limted by the provided products.

2.2.2 Hazar dous Locati ons

EE R R R S I R R I R I R I R S R R R R R R S R R I R I R R R R R R O

NOTE: Do not |locate alarmreporting and displ ay
equi pment within a hazardous area. |If point sensors
and vol unetric sensors are required in hazardous
areas, clearly identify their |ocation on the plans.
Del ete this paragraph if no hazardous areas exist in
this project.

EE R I R R S I R R I R I R I R S R R R R S I R R I R R R S S R S R R

VWen | ocated in areas where fire or expl osion hazards exist, provide
system conponents rated and installed according to Chapter 5 of NFPA 70.

2.2.3 Network Certification

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

NOTE: Coordi nate Network Certification with
Covernment's cybersecurity requirements and
interpretations. ESS is considered a Platform
I nformati on Technol ogy (PIT) for cybersecurity
pur poses.

EE R I R R S I R R R I R I R S R R R R I R S I R R I R R R S R O S R R O

Certify all PlatformInformation Technology (PIT) in accordance with
DODI 8500. 01 and the individual service inplenentation policy.

2.2. 4 Mai ntai nability

Provi de conponents that can be naintai ned using comrercially avail abl e
tool s and equi prent. Arrange and assenbl e conponents to be readily
accessi bl e to mai nt enance personnel w thout conprom sing system def eat
resi stance and with no degradation in tanper protection, structura
integrity, EM or RFl attenuation, or |line supervision after nmintenance
when it is perforned in accordance with manufacturer's instructions.

2.2.5 Availability

Provi de conponents rated for continuous operation. Provide solid-state
el ectroni ¢ conponents nounted on printed circuit boards, conforming to
UL 796. Provide boards that are plug-in, quick-disconnect type. Do not
i npede mai ntenance with densely packed circuitry. Provide
power - di ssi pati ng conponents with safety margi ns of not |ess than 25
percent with respect to dissipation ratings, maxi numvoltages, and
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current-carrying capacity. Provide solid-state type or hernetically
seal ed el ectronechani cal type light duty relays and sinmilar swtching
devi ces.

2.2.6 Fail - Saf e Capability

Provide fail-safe capability in critical elenents of the ESS including,
but not be linted to, the capability to nonitor comunication |ink
integrity and to provide self-test. Provide fault annunciation when

di m ni shed functional capabilities are detected. Annunciate fail-safe
alarns to clearly distinguish fromother types of alarns.

2.2.7 Li ne Supervi sion

Provi de the same geographic resolution for fault isolation at the systens

| evel as provided for intrusion detection. Provide either a static or
dynam c systemw th active nmode for |ine supervision of comunication |inks
of the ESS.

a. The static systemnust represent "no-alarm' always by the sane signal
which is different than the originally transmtted signal

b. The dynam c system nust represent "no-alarm with a signal which
continually changes with tine.

2.2.8 Power Loss Detection

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Verify if the Uninterruptible Power Supply
(UPS) is detecting the |oss of power to the critical
conponent .

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

Det ect AC and DC power |oss and generate an alarmwhen a critica
conponent of the system experiences tenporary or permanent |oss of power.
Annunci ate the alarmin [the Secured Area] | ] [and] [the Security
Command Center] to clearly identify the conmponent experiencing power | oss.

2.2.9 Control s and Designations
Provi de controls and designations as specified in NEVA | CS 1.

2.2.10 Speci al Test Equi prment
Provide all special test equipnment, special hardware, software, tools, and
programming or initialization equiprment needed to start or maintain any
part of the systemand its conmponents. Special test equipnment is defined
as any test equipnent not nornmally used in an el ectronics mai nt enance
facility.

2.2.11 El ectromagnetic Interference (EM)

Configure and provi de ESS conponents enpl oyi ng el ectronagnetic radiation
constructed to provide mnimal vulnerability to el ectronic counterneasures.

2.2.12 El ectromagneti ¢ Radi ati on (EVR)

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: National Post Tel ephone and Tel egraph is
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normal Iy the approving authority for EMR components
over seas.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Provi de only ESS comuni cati on conponents which are [ Federa
Conmuni cati ons Conmi ssion (FCQO] [ ] licensed and approved. Provide
system conponents whi ch are el ectronagnetically conpati bl e.

.2.13 I nt erchangeability

Use of f-the-shel f conponents which are physically, electrically, and
functionally interchangeable with equival ent components as conplete
items. Equivalent, replacenent conponents nmust not require new or ot her
conponent nodification. Do not use custom designed or one-of-a-kind
items. Interchangeabl e conponents or nodul es nust not require trial and
error matching in order to nmeet integrated systemrequirenents, system
accuracy, or restore conplete systemfunctionality.

.3 | NTRUSI ON DETECTI ON SYSTEM (| DS)

The IDS primary function is to detect intrusion into secured areas.
Uilize a single database for all IDS progranm ng data that seam essly
integrates with the ESS under a single operating environment. The IDS
events nust be viewable as separate or as a conbined list of all ESS
events. Control the IDS alarmnonitoring through software control from
t he ESS.

a. Provide both supervised and non-supervi sed al arm poi nt nonitoring.

b. [Armor disarm |[Secure or access] alarmpoints both nmanually and
automatically by time of day, day of week or by operator conmand.

.3.1 I DS Conponents

Provi de conponents:

a. Prenise Control Units (PCU)
b. Detection Sensors

c. Tanper Switches

. 3.2 Detection Sensitivity

The sensitivity of the IDS nust allow for the follow ng:

a. Locating intrusions [within [100] [ ] meters 300 | ] feet
zones along a line or perineter] [to one side of the [facility]
[ bui I di ng]]

b. Locating intrusions at individually protected assets or at an
i ndi vi dual portal

c. Locating intrusions within the coverage on a single volunetric sensor

d. Locating failures or tanpering at individual sensors
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2.3.3 Detection Alarm and Reporting Capacity

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Sel ect system capacity paraneters based on
the specific facility design requirements. System
capacity shoul d be expressed as a binary nunber.
Include a 25 percent expansion factor to acconmodat e
changes in design caused by reconfiguration of

equi prent within interior spaces or renovation. The
desi gner shoul d sel ect arm ng/di sarm ng for Arny
projects and sel ect secure/access for Air Force and
Navy projects.

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

Col l ect, comunicate, and display up to [12] [32] [256] | ] sensor
zone alarns [and to enable control of [one] [two] | ] [card reader]
[card reader with integral keypad] for [arm ng and disarm ng] [secure and
access] [inside of the protected area with a del ayed al arn] [outside of
the protected area with instant alarni].

Identify individual sensors in alarmif the sensor zone is a nultiple

al arm source conbination. Annunciate a single alarmwithin [1] [2]

[ ] seconds maxi mum after sensor transducer or other detection device
activation [except that alarns transnitted by radio frequency signaling
nmust comruni cate in | ess than 3 seconds].

2.3.4 Fal se Al arm Rate

The false alarmrate for each interior IDS zone nust not exceed one false
al arm per 30-day period. The false alarmrate for each exterior |IDS zone
nmust not exceed one fal se alarm per 24-hour period.

2.3.5 Nui sance Al arm Rate

The nuisance alarmrate for each interior IDS zone nmust not exceed three
nui sance al arns per 30-day period. The nuisance alarmrate for each
exterior IDS zone nmust not exceed three nuisance al arnms per 24-hour period.

2.3.6 Prem se Control Unit (PCU)

Install the PCU command processor in a tanper resistant enclosure that is
speci fied in paragraph "Conmponent Enclosure". Package the following with
t he PCU:

a. Power transformer

b. Battery(s)

c. Network connection cable

d. Keypad(s)

e. Keypad connection cabl e(s)

f. Additional conponents as required for full functionality
2.3.6.1 PCU Capabilities

Provide the PCU at a minimumbut not linted to, the follow ng
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capabilities;

a. Expansion to a total of at |east [10,000] [ ] user codes with [99]
[ ] user profile definitions.
b. Support [4] [8] [16] | ] keypads with al phanumeric display. Each

keypad nust be capable of [arm ng and disarm ng] [securing and
accessi ng] any system area based on a pass code or access control card
and or key FOB authorization. Provide keypad al phanureric display

wi th conpl ete pronpt nessages during all stages of operation and
system programm ng and di splay all relevant operating and test data.

c. Four [4] [ ] shift schedul es per area

d. Atotal of at least [100] | ] progranmabl e out put relay schedul es.

e. [32] [64] [ ] individual reporting areas.

EE R I R R S I R R R I R I R S R R R R I R S I R R I R R R S R O S R R O

NOTE: For installation where dial-up is the only
feasible line, two lines of communication are to be

used.
EE IR I b R S I I I I IR I I I IR I I R S R I I I I R I R I I R R I I I I I I R R I S I S b E b I IR I R I R I S I I b b I b b I b I

f. Data line supervision [or two separate |ines of communication].
g. Two-man access code or credentials.

h. Support progranming to require the sane or different access code
entered within a programred delay time of [1 to 15] | ] mnutes
after disarmng before activating a silent anbush al arm

i. Support area progranm ng that disables schedul e and time-of-day
changes while systemis armed so that area can only be di sarmed during
schedul ed ti nmes.

j. Provide a mininmumof a [4,000] | ] event log buffer per PCU
Record and hold alarmactivity information in the I og buffer until the
ESS is connected and receives the information. Provide a
sof t war e- configurable warning I og buffer filling notification for
PCU(s) configured with network switch capabilities.

k. Support a Network Interface Card (NIC) plug-in nmodule with built in
network router capable of 128 Bit AES Rijndael Encryption process
certified by NIST (National Institute of Standards and Technol ogy).

.3.6.2 Overcurrent Protection and Indication

When overcurrent nore than it is rated for is detected by the PCU

conmuni cati on bus(es) and keypad(s) are to be shut down and an overcurrent

notification LED Iit to indicate the situation

.3.6.3 Manual and Sel f - Test

Al testing fromany al phanunmeric keypad include testing for: standby
battery, alarmbell or siren, and conmunication to the Security Comand

Center (SCC). Include provisions for an automatic, daily, weekly, 30 day,
or up to 60 day communication link test fromthe PCU installation site to
the SCC. Include a provision for displaying the internal system power and
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2.

Wi ring conditions.

Include the following for internal nonitoring points:

a.

b

h

The bell circuit

AC power

Battery voltage | evel
Char gi ng vol t age
Panel box tanper
Phone trouble line 1
Phone trouble line 2
Transmit trouble

Net wor k troubl e

A battery test must be automatically performed to test the integrity of

t he standby battery by di sconnecting the standby battery fromthe charging
circuit and placing a load on the battery. Performthis test at an
interval no greater than 180 days.

3.

Det ecti on Sensors

EE R R R S I R R I R I R I R S R R R R S R R I R R R S R R R R R

NOTE: Certain assets may require a higher
probability of detection (Pd) than the 0.9 val ue
provi ded bel ow. Consult the applicable security
policy for the asset being protected to determ ne
the actual Pd value required. Renpte test
capability should be used only when required by
governi ng regul ati ons or when sensors are installed
in hard to reach areas.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

a.

Sensors are to detect facility perinmeter or protected zone
penetrations by unauthorized personnel or intruders and transmit an
alarm signal to the alarm annunci ati on system upon change detection
Acconplish this with a probability of detection (PD) of 0.9 with a 95
percent confidence |evel and conforming to UL 639 where applicable.

Requi red sensor power is 12 VDC unl ess otherw se specified.

An interior IDS zone is a roomor space within a building that can be
[armed and di sarnmed] [secured and accessed] independently from al
ot her zones.

Provide Iine supervision for all sensors with an end-of-line resistor
at the sensor or within a tanpered junction box with conduit fromthe
junction box to the sensor

Provi de sensors and conponents rated for operation in the installed

environnent. The sensors must transmit an alarmsignal to the alarm
annunci ati on system upon change detection. Provide all sensors with a
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tanmper switch and el ements housed in a tanper-al arnmed enclosure in
accordance of paragraph "Component Encl osure".

2.3.7.1 Interior Sensors

2.3.7.1.1 Hi gh Security Bal anced Magnetic Switch (BWMS)
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NOTE: Bal anced magnetic swi tches (BV5) as specified
in (a) are for H gh security applications, refer to
ICS 705-1. Use of recessed BMs i s recomended
during new installations. Coordinate with Architect
to ensure proper door hardware (electric strike,

hi nges, etc.) is provided.

Use level 2 high security BM5 in SCIF and SAPF
areas. Use level 1 in all other |ocations.
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Mount the BMS inside the secure | ocation and on the opening side of the
door. BMS sensors do not have the capability to incorporate an
end-of -line (EQOL) resistor.

2.3.7.1.1.1 Level 1 Switch
UL 634. Level 1 Hi gh Security

2.3.7.1.1.2 Level 2 Switch
UL 634. Level 2 Hi gh Security

2.3.7.1.2 G ass Break Detection
UL 639.

2.3.7.1.2.1 Wndow Munted G ass Break Shock Sensor
Provi de sensors with an LED for adjusting sensitivity.
Provi de sensor with an exterior |abel to protect tape fromdirect
sunlight. Seismic vibrations or other anbient stimuli are not to initiate
an alarm [Test gl ass breakage sensors by using test units supplied by
t he manufacturer which sinulate gl ass breakage.]

2.3.7.1.2.2 Ceiling O Wall-Munted Dual Technol ogy d ass Break Sensor
Provi de a sensor that elimnates occupant-generated fal se al arns by
conbining a passive infrared notion detector (PIR) with gl ass break
sensing. The conbination will extend coverage to occupi ed areas, allow ng
the sensors to be arnmed while people are present.

2.3.7.1.2.3 Ceiling or WAll-Munted Recessed d ass Break Sensor
Provi de a sensor enploying pattern recognition technology that |istens for
the actual pattern of breaking glass. The sensor is to be able to detect
the difference from breaking glass and normal room sounds by |istening

across the glass break frequency spectrum Provide a range of 7.6 neters
25 feet to cover the area to be protected.
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2.3.7.1.3 Vi bration Vault Sensor

Provi de a sensor that senses short duration, |large anplitude signals like
t hose produced in attacks from expl osi ons, hamrering or chiseling and al so
detect long duration, small anplitude signals |ike those produced in
attacks fromtorches, thermc lances, drills, grinders, or cutting discs.

Provi de sensor equi pped with a nanual and an autonatic test al arm out put
with test indicator not visible or audible during normal operations. The
test indicator is to annunciate when the sensor detects an intruder when
active. The alarmindication my be located within the sensor or as a
separ at e devi ce.

2.3.7.1.4 Fi ber Optic Mesh Sensors

Fi ber optic mesh sensors are to be conmprised of a web of optical fiber
cabl es which are deployed within

a. Building walls

b. Partitions

c. Flexible structures

d. Water-side installations
e. Mbile facilities

f. Mobile container shells

2.3.7.1.5 Uility Inlet Opening Protection
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NOTE: Utility inlet openings are protected in a
variety of nethods, the correct one bei ng dependent
on two variables: the nature of the intrusion threat
(i.e., physical penetration, electrical

el ectro-optical, etc.) and the characteristics of
the utility inlet opening (i.e., discharge water
froma nuclear plant, office air duct, electric
conduit, etc.). Subsequent to such analysis, alnopst
any of the intrusion detection sensors descri bed
herein could provide the necessary protection
Normal ly a breakwire trap sensor is used for this
application.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Provi de protection by a sensor of the [breakwire] [wire trap] type
consisting of up to 26 AWG hard-drawn copper wire with a tensile strength
of 17.8 N 4 pounds maxi nruminterlaced throughout the opening such that no
openi ng between wires is larger than 100 mr 4 inches on center

[ Conceal ] [ Tanper protect] term nated sensors so that any attenpts to cut
the wire or enlarge openings between wires cause an alarm

2.3.7.1.6 Passi ve I nfrared Sensors

UL 639.
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2.3.7.1.7 M cr owave Sensors
UL 639.

2.3.7.1.8 Dual Technol ogy Sensors
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NOTE: In subparagraph, witer should specify

whet her the dual technol ogy detection would require
bot h phenonenol ogical (i.e., "AND' node) or a single
phenonenol ogy (i.e., "OR' node) for reporting of an
alarm |f dual technol ogy sensors are placed in
SCIF, SAPF, or classified open storage, then the

sensor nust be configured in the "OR' node
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UL 639. Provide sensor conbining passive infrared (PIR) and mi crowave
sensors configured and nmanufactured specifically to be mounted in a single
tanper al arned encl osure. The sensor nust provide ["AND' logic for alarm
i ndi cation] [selectable "AND" logic or "OR'" logic for alarmindication
configured in the "OR' logic state]. Provide sensors that have a | ocal
nmeans of indicating detection for use during installation and calibration
with a means of disabling the indication.

The sensor is to have an LED wal k test indicator which is not visible

during normal operations. Wen visible, the walk test indicator will [ight
when the sensor detects an intruder. Provide a sensor equipped with a
manual control, |located within the sensor's housing, to enable and disable

the test indicator or with the test indicator located within the sensor
housing so that it can only be seen when the housing is open or renoved.

2.3.7.1.9 Phot oel ectri c Sensors

UL 639. The sensor is to detect opaque bodies and not allow an intruder
to disable detection by shining another |ight source into the receiver.

Provi de sensor with a local neans of indicating detection for use during
installation and calibration with a neans of disabling the indication

2.3.7.2 Ext eri or Sensors
2.3.7.2.1 Fence Mounted Sensors

Sensors are fiber optic or strain-sensitive cable sensors as indicated
which initiate an al arm when an intruder attenpts to scale, cut through
l[ift the fabric of, or lean clinbing devices on to the entire length of a
standard chain |link fence or physical barrier. Provide sensors that are
either tanper alarnmed or self-protecting. House exterior conponents in
rugged, corrosion-resistant enclosures, as specified in paragraph
COVPONENT ENCLOSURES.

Provi de fence cable support hardware that is weather-resistant.
2.3.7.2.1.1 Fi ber Optic Sensor

The sensor consists of an ultraviolet resistant fiber optic transducer

cable with a mcroprocessor based dual zone signal processor that is

capabl e of nmonitoring different styles of metal fabric fencing including
chai n-1ink, expanded-mnetal or wel ded-nmesh fence. The sensor detects
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intruders by utilizing signals generated by the minute flexing of the
fiber optic transducer cable, caused by attenpting to cut, clinb, or raise
the fence fabric.

The signal processor anal yzes the signals fromthe fiber optic transducer
cabl e and detects minute vibrations in the fabric of the fence. The

si gnal processor supports [single] [dual] zones with each zone supporting
a maxi murr 500 m 1640 feet of sensing cable. The processor utilizes
adaptive al gorithns, anbient signal conpensation and sel ectable

conmon- node rejection, to discrimnate between actual, false and nui sance
alarns, without lowering the probability of detection. The processor
identifies, by type, a cut intrusion and a clinb intrusion. Provide
sensors with i ndependent adjustments and thresholds for each type of

i ntrusi on and have the capability to conpletely mask clinmb or cut alarns.
Al arms caused by power failure, lowinput voltage, cable fault (cable cut
or high loss due to physical stress), or internal electronic fault are to
be identified as supervisory alarnms. Equip the sensor with a test
indicator if it is an integral sensor signal processor function

.3.7.2.1.2 Strai n-Sensitive

a. Provide a conplete fenceline protection with no dead zones where an
i ntruder can penetrate the fence. Through sensor el ectronics the
fenceline protection nmust be divided into zones. Sensing unit of
sensor nust achi eve specified performance with transducer cable either
by attachment directly to the fence fabric by plastic cable every 300
to 455 mr 12 to 18 inches or by installation inside RGS conduit
nmounted on the fence. Provide sensing units with equal adjustable
sensitivity throughout the entire |ength.

b. Use only conventional waterproof coaxial cable connectors for
connections of the sensing unit to pernit installation in extreme EM
environnents with no | oss of detection capability. Entire sensor
system nmust be capabl e of detecting tanmpering within each system
portion by sensor zone.

c. Provide capability for alarmthreshold sensitivity adjustnent to
permt conpensation by zone for winds up to [40] [56] | ] knph
[25] [35] [ ] nmph while maintaining the same | evel of detection
performance as under anbi ent conditions.

d. Sensor zone control unit rust provide an anal og audi o output for
interface to an external audio anplifier to pernit renpote audio
assessnent regardl ess of sensor alarm status. Sensor zone control
unit alarmoutput interface is to be a separately supervised rel ay
contact normally open or normally closed, with [an adjustable
intrusion alarmpulse width of 0.5 second adjustable and a] conti nuous
(until corrected) tanper alarm

.3.7.2.1.3 Gas Units

Provide gate units in accordance with specific fence sensor manufacturer's
recomendati ons to ensure conti nuous fence sensor zone protection for the
entire protected perineter. Provide a gate unit for each fence portal
Provi de separately zoned BMS gate sensors when gate units are not provided

by the fence sensor manufacturer. BMS sensors performas specified in
par agraph H GH SECURI TY BALANCED MAGNETI C SW TCH ( BMVB) .
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2.3.7.2.2 El ectrostatic Field Sensors

a. Initiate an alarmwhen an intruder attenpts to approach or scale a
fence or physical barrier. Electrostatic field sensors generate an
electric field around one or nore horizontal wi res and sense the
i nduced signal in parallel sensing wires to detect human presence.
Provi de sensors that nonitor the induced signal for changes that
result fromthe presence of a conductive body or a body with a high
dielectric constant.

b. Use mounting and support hardware as provi ded by the equi pnent
manuf act urer.

c. Provide spring tension-nmounted wire on end-of-line termnators to
detect cutting, shorting, or breaking of the wires. Select sensor
configuration such that an intruder cannot crawl under the bottom
wire, through the wires, or over the top wire w thout being detected
and be divided into sensor zones.

d. Sensors nust be capable of following irregular contours and barrier
bends w t hout degrading sensitivity bel ow the specified detection
| evel . Adjacent zones nust provide continuous coverage to avoid a
dead zone and be configured to prevent crosstal k interference.

e. Provide filtering on signal processing circuitry to distinguish
nui sance alarns. Sensor configuration is to incorporate bal anced,
opposed field construction to elinmnate far field noise.

f. House exterior components in rugged corrosion-resistant encl osures,
protected from environnmental degradation and provided with tanper
swi tches. Use underground cables to interface between exterior
units. Use stainless steel or gal vani zed exterior support hardware.
Use stainless steel sensor and field wres.

g. Follow manufacturer's specifications for wire spacing of various
configurations.

h. Provide adjustable sensor sensitivity which is inaccessible to
operati ng personnel.

2.3.7.2.3 Taut-Wre Sensors
a. Incorporate perineter intrusion detection sensors into a [barbed]

[barbl ess] wire security fence. Detect intrusion of cutting of any
single wire or the deflecting, as by clinbing, of any wire by nore than

80 mm 3.1 inches. A sensor zone includes one or nore [61] [ ] m
[200] [ ] feet maxi mum sections of [2100] [ ] my [7] [ ]
foot high parallel fence with each sector consisting of [13] [ ]

hori zontal tensioned wires attached to the taut-wire fence posts, and
three strands as outriggers, plus an "antiladder" trip wire supported
by rods extending fromthe outriggers for a total vertical height of
approxi mately [2440] [ ] my [8] [ ] feet.

b. Munt displacenent switches for each horizontal wire within a prew red
channel fastened to the fence post at the nidpoint of each section
Qutrigger barbed wire and tripwire may share the sane switch. Mount
each taut-wire fence post to the normal security fence (chain Iink)
fabric posts or other barrier via standoffs to position the taut-wire
approxi mately 150 mr 6 inches fromthe fence fabric or other barrier
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Mount freestanding taut-wire fence posts in concrete to support the
taut-wire fence system Pretension and clanp each [barbed] [barbless]
wire strand to the I ever armof the displacement switch, such that the
lever is in the neutral (off) position; therefore, the forces applied
by the [barbed] [barbless] wires are bal anced equal in opposite
directions. Pretension tripwires in a like manner. Line tripwires to
the top switch in the sensor switch channel by a special subassenbly
that includes a rod which transfers tripwire novement as a lever to
the end of the actuating sensor switch's |lever arm

Initiate an al armupon abnormal switch | ever displacenment. This would
result fromcutting or deflecting its attached wire, as by clinbing on
or through fence strands. Provide sensor with a danpi ng nechani sm

whi ch reduces alarmthreshold due to slowy changi ng phenonena

i ncluding ground shifting, daily and seasonal tenperature variations,
and wi nds up to 56 knph 35 nmph.

Sensor switch nust provide electrical contact closure as the neans for
initiating an alarm whenever the wire clanped to the vertical center
bolt is pulled laterally in any direction by an anpbunt not over 19 mr
0. 75 inch.

Housing for switch assenbly nust be covered by a neoprene cap to
retain the center bolt (lever armj. This bolt translates attached
hori zontal wire novenent into the contact closure. The bolt functions
as the fulcrumfor the | ever when the neoprene cap is firmy seated on
t he cup-shaped pol ycar bonat e housi ng.

Provi de t hreaded upper exposed end of the | ever to acconmpdat e
clanmping to the horizontal wire. The |ower end of the | ever, which is
fashioned to serve as the novable electrical contact, nust be held
suspended in a small cup-shaped contact that floats in a plastic putty
material. The plastic putty is to retain a degree of elasticity under
varying tenperature conditions and provide the sensor switch with a
sel f-adjusting property. This provides the switch with a built-in
conpensating nechani smthat ignores small, very slow changes in | ever
al i gnment (which may result from environmental changes including
extreme tenperature variations and ground creepage due to weat her
conditions) and to react to fast changes only, as caused by manua
deflection or cutting of the wres.

Provide nmetal slider strips having slots through which the barbed
wires pass with rivets that prevent the wires fromleaving the slots.
The slider strip nmust translate horizontal displacenent forces norna
to the barbed wire to the sensor. Install one slider strip pair

upper and | ower, on every fence post except where sensor posts or
anchor strips are installed. Provide naxi num separati on between
slider elenents along the fence of [3000] | ] my [10] | ] feet.

Attach [barbed] [barbless] wires to installed fence anchor posts,

| ocat ed equi di stant on both sides of sensor posts and at ends of
sensor zone run. Install fastening plates on an anchor strip. Weld
strip or otherwi se attach the strip to anchor post and ends of tensed
barbed wires wrapped around the fastening plates. Fastening plates
are to break of f when clinbed upon or on the attached [ barbed]
[barbless] wires creating an alarmand naking it inpossible to defeat
the system by clinbing at the anchor post.
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Use [barbed] [barbless] wire suitable for installation under a prel oad
of approximately 392 N 88 pounds tension and be flexible enough for
conveni ent mani pul ati on during tensioning. The m ni mum acceptabl e
doubl e-strand barbed wire gage is 15-1/2.

Sensor zone control unit nust nonitor up to [10] [ ] zones.

Provi de sensor with relay outputs to interface alarmoutputs with the
overall ESS. [Input power is [120] [230] VAC

2.4 Dual Technol ogy Sensors

Provi de dual technol ogy sensor that conmbi nes Mcrowave and Dual PIR
into one single all-weather detector. Use the sensor in extrene
out door conditions to provide the maxi num anount of coverage in a
hori zontal pl ane.

The sensor nust conme mounted in an industrial-grade housing as

speci fied in paragraph COMPONENT ENCLOSURE. Provide pan-tilt sw vel
bracket with swivel within 100 degrees of range and tilt within 10
degrees. The swivel bracket is to allow for calibration into 1 degree
segnents for adjustnent to any environment.

The sensor nust provide either wide angle or |ong range detection by
change of optical mrrors. Wde angle coverage nust detect intrusion

out to 15 | ] m[49] [ ] feet and | ong range coverage out to
[40] [ ] m[130] | ] feet. Provide sensors that all ow

adj ustment masks for wildlife immunity for aninmals up to [10] [20]
[30] [45] [___ 1 kg [22] [44] [66] [99] [____ ] pounds.

2.3.7.2.5 Bi static M crowave Sensor
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NOTE: Wthin the U S., the FCC regul ates the
operating frequencies of all mcrowave sensors.

Q her countries have their own frequencies. The
desi gner nust request approval from U S Gover nnent
agency or country agency having authority for
approval of the frequency of the product selected in
t he desi gn.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

a.

Provi de sensor equipped with circuitry that produces an al arm si gnal
when the sensor's receiver is captured by another nicrowave
transmitter. Miltiple sensors nmust be able to operate in adjacent
zones without interfering with each other. Provide sensors wth

adj ustabl e sensitivity controls within the sensor that are not
accessi bl e when the sensor housing is in place. Provide sensors that
can be adjusted in order to obtain the designed coverage pattern

The bistatic mcrowave sensor is to consist of a separate transmitter
and receiver. The sensor detects changes froma standard intruder's
nmoverent in the received mcrowave signal sensor's detection pattern
The sensor transmits an alarmsignal to the alarm annunci ati on system
upon detecting such changes. The sensor nust detect a standard

i ntruder novi ng perpendicul ar through the sensor's detection pattern
at a speed of 0.06 to 7.6 mper second 0.2 to 25 fps.

Equi p the sensor with an LED wal k test indicator which is not visible
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2.

3.

7.

during normal operations. When visible, the walk test indicator is to
i ght when the sensor detects an intruder. Provide sensors equi pped
with a manual control, located within the sensor's housing, to enable
and disable the test indicator or with the test indicator |ocated
within the sensor housing so that it can only be seen when the housing
is open or renoved

2.6 Monostatic M crowave Sensor

Mul tiple sensors nmust be able to operate in adjacent zones without
interfering with each other. Provide sensors with adjustable
sensitivity controls within the sensor that are not accessi bl e when
the sensor housing is in place. The sensor nust be adjustable to
obtain the coverage pattern shown and have range cut off capabilities
of field selected distance 30 to 122 m 100 to 400 feet.

The nonostatic mcrowave sensor nust consist of an integrated

transcei ver. The sensor detects changes froma standard intruder in
the received mcrowave signal sensor's detection pattern. The sensor
nmust transnmit an alarmsignal to the alarm annunci ati on system upon
detecting such changes. The sensor nust detect a standard intruder
novi ng perpendi cul ar through the sensor's detection pattern at a speed
of 0.06 to 7.6 mper second 0.2 to 25 fps.

The sensor is to be equipped with an LED wal k test indicator which is
not visible during normal operations. Wen visible, the wal k test
indicator is to light when the sensor detects an intruder. Provide
sensors equi pped with a manual control, located within the sensor's
housi ng, to enabl e and disable the test indicator or with the test

i ndi cator located within the sensor housing so that it can only be
seen when the housing is open or renoved.

2.7 Passi ve Infrared Sensor (Exterior)

UL 639. The passive infrared sensor must detect novenent froma
standard intruder in the anbient |level of infrared em ssions within
the sensors's field of view

The sensor is to detect a change in tenmperature of at least 1.1
degrees C 2 degrees F and detect an intruder traveling within the
sensor's detection pattern at a speed of 0.2 to 15 mper second 0.6 to
50 fps across 2 adjacent segnents of the field of view The sensor
nust have a detection range of at least 92 m 300 feet. Eni ssions

noni tored by the sensor nust be in the 8 to 14 mcron range.

Provi de sensors that can be adjusted in order to obtain the designed
coverage pattern. The sensor is to be equipped with a tenperature
conpensation circuit.

The sensor is to be equipped with an LED wal k test indicator which is
not visible during normal operations. Wen visible, the walk test
indicator is to light when the sensor detects an intruder. Provide
sensors equi pped with a manual control, located within the sensor's
housi ng, to enabl e and disable the test indicator or with the test

i ndi cator located within the sensor housing so that it can only be
seen when the housing is open or renoved.
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2.3.7.2.8 Buri ed Ported Cable

The buried ported cable to nonitor for changes in the el ectronmagnetic
field between the | eaky coax transmit and receive cables within the
sensor's detection pattern to detect standard intruder novement. The
sensor mnust transnit an alarmsignal to the alarm annunci ati on system upon
det ecting such changes. Provide sensors that detect a standard intruder
novi ng through the sensor's detection pattern at a speed of 0.06 to 7.6 m
per second 0.2 to 25 fps.

Provi de ported coaxial transm ssion and receive cables rated for direct
burial. Provide sensors to obtain the designed coverage pattern with

adj ustabl e sensitivity to 1 nm 3 feet length by controls within the sensor
signal processor. Controls nust not be accessi ble when the sensor signa
processor's housing is in place. Equip the sensor with a test indicator
if it is an integral sensor signal processor function

2.3.7.2.9 Active Infrared Sensor (Exterior)

a. The active infrared sensor detects a |ight beaminterruption that
links the transmtter and receiver caused by an intruder noving at a
speed of less than 2.92 mper second 7.5 fps through the beam The
sensor must transnmit an alarmsignal to the al arm annunci ati on system
upon detecting such an interruption

b. The sensor nust use a pulsed infrared Iight source. Miltiple sensors
nmust be able to operate within the same zone without interfering with
each other. Provide sensors to obtain the designed coverage pattern
wi th adjustable sensitivity with controls |ocated within the sensor
si gnal processor and not accessi bl e when the sensor signal processor's
housing is in place.

c. The sensor is to be equipped with an LED wal k test indicator which is
not visible during normal operations. Wen visible, the walk test
indicator is to light when the sensor detects an intruder. Provide
sensors equi pped with a nmanual control, located within the sensor's
housi ng, to enabl e and disable the test indicator or with the test
i ndi cator located within the sensor housing so that it can only be
seen when the housing is open or renoved.

d. The sensor may incorporate renpte test if it is an integral sensor
function.

2.3.7.2.10 Video Mdtion Sensor (Exterior)

Provide a video nmotion sensor to detect changes in the video signal within
a user defined detection zone as described in paragraph VI DEO ANALYTI CS
The system nust detect changes in the video signal corresponding to a
standard intruder nmoving within the defined detection zone and wearing
clothing with a reflectivity that differs fromthat of the background
scene by a factor of 2. Provide signal processing techniques to elimnate
non- al arm background notion including |light changes, trees bl ow ng, and
birds. Provide sensor with controls and net hod needed by the operator to
define and adjust the sensor detection zone within the video picture.

Vi deo notion sensor system must operate using [digital caneras] [thernal
caneras] [or digital and thermal caneras]. The nunber of detection zones,
the size of the detection zones, and the sensitivity of the detection
zones are to be user definable. Provide sensors that accomodate nultiple
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vi deo inputs and have the capability of nodular growh. The video inputs
nmust accept conposite video. The sensor nust not require external sync
for operation. Provide one alarmoutput for each video input. Provide
nunber of video inputs and alarm outputs as required for an operable
system Rack-nount sensor equipnent in a standard rack as described in
par agraph EQUI PMENT RACK with hardware includes as required to nount the
sensor conponents.

2.3.7.2.11 Radar
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NOTE: Radar should be used in conjunction with

ot her detection and assessnent systens such as CCTV,
to provide capability to extend the zone of
protection to maxi num standoff di stances. The

desi gner should contact the manufacturer of the
product to determ ne that product's particular
capabilities during design

EE R I R R S I R R R I R I R S R R R R I R S I R R I R R R S R O S R R O

The radar system nust provide intruder detection to [700] | ] m [2300]
[ ] feet. Provide nonostatic type unit in which the transmtter and
recei ver are encased within a single housing unit (transceiver). The
radar is to be equipped with a signal processor that is programred to
recogni ze reflected energy fromthe nornal environnmental surroundings, and
elimnate those objects relative to alarm Provide unit with the
capability of preprogranm ng specific paranmeters, size and speed, above
whi ch an al arm signal is generated.

The systemis to provide alarminformation to the ESS in order to identify
specific zones of concern to include range and azinuth information, as a
m nimum The infornmation nust have the capability of integrating with
[CCTV] [video notion sensor] systenms, to "call" the caneras to a
particular view for alarmverification. The systemis to be able to
retrofit with existing CCTV or other detection systens. After radar
systeminstallation, post warning signs indicating radiation hazard as
recommended by the manufacturer

2.3.7.3 Duress Alarms (Hold Up Switch)

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer will show type and | ocation of
duress alarmswitches. Duress alarmsw tches nust
neet requirenents in UL 636.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

UL 636. Duress alarmsw tches nust provide the nmeans for an individual to
covertly notify the alarm annunci ati on systemthat a duress situation
exists with no visible or audible signal in the secure area.

2.3.7.3.1 Har dwi re Duress Al arns

Al arms nmust be capabl e of being secretly activated by the foot or hand of
an average adult in both standing and seated positions. Upon activation
the alarmsignal is to lock-in until manually reset with a key or simlar
device and be readily identifiable by the ESS.

Provi de sensors that are easy to operate and configured to mninze the
possibility of accidental activation. Hardw re duress alarms nust be
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rated for a mnimumlifetine of 50,000 operations. Securely nount sensors
i n rugged, corrosion-resistant housing.

.3.7.3.2 Wrel ess Duress Al arns

Wrel ess duress alarmswitches to consist of portable alarmtransmitters
easily worn on the body or clothing. Alarmactivation is to be by

hand- operated switch protected from accidental activation, yet easily
activated by hand when worn at the wai st on body or clothing which
transmits a unique identification code to one or nore receivers |ocated
within a protected zone. The receivers, in-turn, are to transmt an alarm
signhal to the ESS system [Sensor activation is to be automatic when
nounted on a body or clothing and the wearer is in a horizontal position
for longer than [one] [5] [15] [ ] mnutes, adjustable. Operations
personnel nust not be able to adjust tine interval activation.]

Provide switches rated for a mnimumlifetime of 50,000 operations and
have a range of at |least 762 m 2500 feet. Wreless switches nmust be fully
supervi sed, where the transnmitter automatically transmts (checks in) to
the receiver on a regular basis to test the systemfor |ow battery,

tanmper, and inactive status.

.3.7.4 Tanper Switches
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NOTE: For Arny projects, the designer should
confirmw th USACE El ectronic Security Systens
Mandat ory Center of Expertise if the mmintenance
position is required. For Air Force and NAVFAC
projects, include the requirenent for a mmintenance
position switch

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

a. Corrosion-resistant tamper switches are required for the follow ng | DS
and CCTV equi pnment with hinged doors or renovable covers that contain
open circuits:

(1) Encl osures
(2) Cabinets
(3) Housings
(4) Boxes
(5) Raceways
(6) Fittings
(7) Sensors
b. Tanper switches are to initiate an alarm signal when the door or cover
is moved as little as 6 mr 1/4 inch fromthe normally cl osed
position. Mechanically nount tanper switches to naxinize defeat tine
when encl osure covers are opened or renoved. One second is the
m ni mum amount of tine required to depress or defeat the tanmper switch
after opening or renoving the cover. Enclosure and tanper sw tch rnust

prevent direct line of sight to internal conmponents and prevent sw tch
or circuit tampering. Conceal mounting hardware so switch cannot be
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observed from encl osure exterior.

Tamper switches on doors which are opened to make nornmal mai nt enance
adjustments to the systemand to service power supplies nust [not]
have a mai ntenance position. [Provide two positions tanper swtches.]

2.3.7.4.1 Tanper Switch Performance Requirenents

2.

Tanmper switches are to be:

a.

b

4

| naccessible until switch is activated.

Under el ectrical supervision at all tinmes, irrespective of the
protection node in which the circuit is operating.

Annunci ated to be clearly distinguishable fromintrusion detection
al arns and exenpt from being disarmed, shunted, or silenced.

Spring-loaded and held in the closed position by the door, or cover
pr ot ect ed.

Wred to break the circuit when the door or cover is disturbed.

Wred so that each sensor and device is annunciated [individually] [by
zone] at the central reporting processor

ACCESS CONTROL SYSTEM ( ACS)

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer nust ensure that the Access
Control System conponents are conpatible wi th Comon
Access Cards (CAC). CAC is the principal identity
credential of the Governnent.

ot ain clear requirenents for separate and

st and- al one ACS and separate and stand-al one I DS or
a systemthat is capable of both ACS and IDS
capability.

For HSPD-12 access control projects, ensure system
utilizes the GSA FIPS 201 Eval uati on Program
Approved Products List.

EE R R R S I R R I R I R I R S R R R R S R R I R R R R R S R R R O

Provi de an access control system based upon a nodul ar distributed
m croprocessor architecture conplete with access control cards and ready
for operation.

a.

The ACS card credentials are required to be Common Access Cards (CAQ
and CAC cards are being provided by the Governnent. [Interface system
with and provide alarm and other status to the overall ESS.] [Provide
system nmoni toring and control for the ESS.] Provide ACS that neets

t he conmuni cations requirements of UL 1076 and UL 294 and has the

capability of controlling up to [4] [8] [16] | ] card readers and
keypads per card reader controller, [128] [256] [512] | ] alarm
i nputs, or [128] [256] [512] | ] relay outputs or any conponents

conbi nati on.

Systemis to grant or deny access or exit based upon
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k

(1) Keypad identification data

(2) [CAC] [PIV] card identification data
(3) Video

(4) Bionetric reader identification data
(5) Smart card identification data

(6) ldentification technol ogi es conbination

(7) I'nput through the access control devices conpared to data stored
within the system

(8) Time of day, day of week, and special day and holiday scheduling
with card validation override.

Decision to grant or deny access or exit is to be based upon

aut hori zation for such data to be input at a specific location for the
current time period. [Access decisions for high security areas are to
be based upon two identification technol ogy conbinations: card and
keypad or card and bionetric.]

Provi de ACS that supports the configuration and simultaneous

nmoni toring of multiple access control devices when TCP/IP

conmuni cation interfaces are used between the ESS and the primry
Access Control Unit (ACU). The events of the ACS are to be viewabl e
as separate or as a conbined list of all ESS events. Provide overal
control of the ACS, alarmnonitoring, and photo identification through
software control of the ESS.

Access control, photo imaging, and programi ng data nust reside on a
si ngl e dat abase and instantly accessible to every networked PC
wor kst ati on connected to the ESS.

Provi de both supervi sed and non-supervi sed al arm poi nt noni toring.

Provide the capability to armor disarmalarm points both manually and
automatically by time of day, day of week or by operator conmand and
the capability to disarmalarm points based on a valid access event.

When used for elevator control, the ACSis to grant access to el evator
floors based on a valid credential, or by schedul e.]

Provi de programmmabl e 'del ay' setting for all alarmpoints. The alarm
points are not to report an ENTRY type alarmuntil the delay setting
has expired and not report a dwell type alarmcondition until the

al arm has been active for the full delay period.

Provide the capability to place ACU(s) in an off-line node. In the
of f-1ine node, the ACU(s) must retain a historical sumary of all ACU
activity transactions, up to the naxi mum capacity of the ACU nenory
buffer. Provide the ability for manual operator control of system
out put relays with the manual functions to energize, de-energize,
enabl e or disable.

Provide the ability to display a stored 'video i mage' of the
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cardhol der based on card activity, and switch real-tinme CCTV canera to
the card reader |ocation for specific card usage. The card reader nust
not activate the door lock until positive operator acknow edgment from
t he SCC. ]

[2.4.1 ACS Badgi ng Requi renents

EE R R R S I R I R I R I R S R R R R O S R R I R R R S R R R R O

NOTE: The designer nust show justification for
i ncl udi ng badging. CAC cards will be provided
offsite and are not part of this contract.
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Include fully integrated badgi ng capabilities, including inage capture,

i mge editing, badge design, and badge printing. Allow for each
cardhol der to be assigned to both a badge design formatted for badge
printing and a dossier design formatted for standard paper printing. The
system nust pernmit the storage of four different inages:

a. Min photograph

b. Alternate photograph
c. Signature

d. Fingerprint

Provide for interfacing with external badge programs, in which stored
photo i mages are displayed in a cardhol der information wi ndow but ot her
badge features are supported by the external program |Include one or nore
net wor ked PC workstations with the photo imagi ng conponents at which al

of the required i nage capture equi pment has been install ed.

12.4.2 ACS Pr ogr anm ng
Provi de software capable of, but not linited to, the follow ng programm ng
2.4.2.1 Ti me Schedul es

Provide up to [256] | ] user-definable time schedules. These tine
schedul es are to deternmine the day(s) and times that access will be
granted or a scheduled event is to occur. Any and all of the tine
schedul es are to be avail able for defining access privil eges and schedul ed
events. Provide ALWAYS and NEVER schedul es that cannot be altered or
renoved fromthe system Each user-defined time schedul e must have the
option of reacting or not reacting to user-defined special days, with the
ability to react uniquely to each type of special day.

2.4.2.2 Speci al Days
Provide an unlimted nunber of user definable special days to be used for
configuring exceptions to the nornmal operating rules, typically for
speci fying holiday operating rules. Allow for each special day to be
assigned to a user-defined type.

2.4.2.3 ACU Dayl i ght Savi ngs Ti ne Adj ust nment
Provi de a software-configurable, user defined adjustnent for Daylight

Savings Tinme. The ACU nust not need to be connected to a PC workstation
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in order for the adjustnent to occur
2.4.2.4 Schedul ed Events

Any access controlled reader is to be capabl e of schedul ed unl ock peri ods
to allow for card-free access. The access controlled reader is to also be
capabl e of requiring one valid access event before beginning a schedul ed
unl ock peri od.

Any access control point is to be capable of requiring a valid card as
well as a PIN code via keypad on a schedul ed basis for high security
areas. The use of PIN via keypad functions nust not reduce the nunber of
card readers or alarmpoints available in the ACU(s). Any designated
alarminput nust be able to be scheduled [Arnmed and Di sarned] [ Secured and
Accessed]. Any relay output nust be capable of scheduled ON and OFF
periods to allow for automatic input and output system control

2.4.2.5 Maxi mum User Capability

Up to [64,000] | ] individual users nay be given access cards or codes
and have their access controlled and recorded.

2.4.2.6 Access G oups

Each system user nmust be assignable to a maxi mumof [4] | ] of [256]

[ ] possi ble access groups. An access group is defined as one or nore
peopl e who are allowed access to the sane areas at the sane days and tine
peri ods.

2.4.2.7 Active and Expire Dates

Any card or user nmay be configured with activation and expiration dates.
The card can be assigned to any valid access group and will be activated
and expired according to the specified dates.

2.4.2.8 Maxi mum Use Settings

Any card or user nmay be configured with maxi mum nunber of uses for that
card. The card can be assigned to any valid access group and will be
expired according to the specified number of card uses.

2.4.2.9 Door Qutputs

Provi de each access control reader with [one] [two] [ ] dedi cat ed
relay outputs. Both relays are to provide Normally Open and Normal |y

Cl osed contacts. Use the first relay for electric lock control while the
second is software configurable to activate for door forced open, door

| eft open too long, duress, passback violations, invalid access attenpts
and valid unlock conditions. Allow for both relays to be separately
progranmabl e for energize tinmes from[1] | ] second to [10] [ ]

m nutes. The second relay nust allow a delay time to be specified,
causing its activation to be del ayed after an activating condition occurs.

[2.4.2.10 Anti-Passback
Provi de gl obal anti-passback capability. Any door on the system can be
linked to one of [256] [ ] user defined passback areas or two [2]

[ ] pre-defined areas. Each door nmay be set up to automatically
forgive passback entries at one of the follow ng intervals:
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(1) Never

(2) M dni ght

(3) Every 12 hours (M dni ght and Noon)

(4) Every 6 hours

(5) Every 2 hours

(6) Each hour

(7) Every 30 ninutes
Each door can be configured to deny or grant access for passback
viol ations and individual users can be exenpt to the passback rules. The
anti - passback features nust be a gl obal function and operate conpletely
i ndependent of the ACS software, except configuring the passback rules.

Additionally, the operator is to have the ability to manually forgive an
i ndi vi dual user or all users by command fromthe ACS.

1[12.4.2.11 Two Person Rul e

Any access control reader on the systemis to have the ability via
software progranming to require two valid cards for access. Any access
control reader on the systemthat includes a keypad is to also have the
ability to require a valid PIN nunber associated with each of the two
valid cards.

12.4.2.12 User List or Wio's In (Miuster Reports)

Provide the capability to generate dynanmic lists of users in certain
access-control |l ed areas, based either upon selected users or selected
areas. The lists must have the option of automatically refreshing after a
user-sel ected interval of tine.

.4.2.13 Crisis Mde

Provi de support for a "crisis nmode", in which user-selected al arm point
activations cause changes to user access privileges. The changes to user
access privileges nmust be configurable to restrict nornal access to no
access or limted access.

.4.2.14 Door G oups

Allow up to [256] | ] door groups to be configured. Doors bel onging
to the sane group are be able to be | ocked, unlocked, disabled, and
enabl ed on comand fromthe ACS.

.4.2.15 Door Interl ocking
Al ow a group of doors to be software configured so that if any door in
the group is unsecure, all other doors are automatically disabled. This

feature is al so known as a "mantrap" configuration. The interlocking
features nust not require the ACS to be on-line for proper operation
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2.4.2.16 PI N Requi red

Provi de support for the required use of a keypad code, in addition to a
valid credential during user-sel ected schedul es.

2.4.2.17 Renmot e Door Contro

Provi de the ESS operator the capability of manually controlling any access
point by issuing a sinple conmmand fromthe ACS. Provide the operator the
ability to lock, unlock, enable, and disable any door or Door Goup in
this manner. This activity is to cause an entry to be | ogged di spl ayi ng

t he door nane, nunber and tinme that it was perforned.

2.4.2.18 Key Contro

VWhen interfaced with an approved key-control system the systemis to
all ow users to deny access to certain doors for any users who have keys in
t heir possession.

[2.4.2.19 Guard Tour

Provi de support for user-defined guard tours configurable in a set pattern
of tour points, or following a node in which all tour points can be
visited in any order within an allotted tine. Allow for a tour to be
started by ACS conmand, by use of a selected card at a sel ected reader, or
by use of a selected keypad code at a sel ected keypad. Detect guard

| ate-to-point, point mssed, and point out-of-sequence events. Cenerate a
report at tour conpletion.

12.4.2.20 Reader Di sabl e

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

NOTE: If it is a project requirenent, provide

canera coverage of the card readers.
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Provi de support for disabling readers in reaction to a user-sel ected
nunber of invalid access attenpts. [Locate a canera to view the card
reader and interface to record the events of invalid access attenpts.]

2.4.2.21 Di sabl e Event Messages

Al ow users to disable user-sel ected event nessages (Door Forced Open
Door Open Too Long, Door C osed, Request to Exit) for user-selected
doors. Allow users to disable certain nmessages (Door Forced Open, Door
Open Too Long) according to a user-sel ected schedul e.

2.4.2.22 | nput and Qut put Groups
Allow for up to [256] [ ] user-defined (input and output) groups to be

defined. Each Input device is to be able to be linked to these groups for
arm ng, disarmng, shunting and unshunting as well as output control

2.4.2.23 Del ays
Each al arm device nust allow a delay to be specified which is either an
entry type or a dwell type. An entry-type delay is to prevent the input

fromissuing an alarmevent until the delay elapses. |If unarned during
the delay period, the alarmis to be ignored. A dwell-type delay requires
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the input to remain in the alarmstate for the full delay duration before
i ssuing an al arm

[2.4.2.24 Renote I nput Contro
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NOTE: Renpte access is not allowed for certain
security locations such as SCIF and SAPF areas.
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[Provide the operator the capability of manually controlling any alarm

i nput point, alarmpartition or group by issuing a sinple conmand fromthe
SCC on the ACS allowing the ability to shunt, unshunt, disable and restore
any input in this manner. This activity nust cause an entry to be | ogged
di spl aying the input nane and time that it was performed. The arm and

di sarm shunt and unshunt any alarmpartition or group fromthe SCC rnust
not be permissible in ICS 705-1 applications.] [The operator cannot have
the capability to shunt or disable a tanmper alarm]

12.4.2.25 Qut put Configuration

Al'l ow each output relay to be software configurable as:

(1) Foll ows

(2) Latch

(3) Timeout

(4) Schedul ed

(5) Tinmeout Re-triggerable

(6) Limt

(7) Counter
Allow for a tinme schedule to automatically control the activation and
de-activation of the Schedul ed type with all other types configured to
activate based on input and output group conditions. Additionally, a tine
schedul e nust be specified to configure when the output is to actively
noni tor the input and output groups.

2.4.2.26 Renot e Qut put Control

Provi de the operator the capability of manually controlling any out put
poi nt by issuing a sinple conmand fromthe SCC. Based upon the out put
type, provide the ESS operator the ability to ENABLE, DI SABLE, turn ON and
turn OFF any output in this manner. A FOLLOAS type output nust not be
capabl e of being turned OFF or ON. Log an entry when this activity is
performed di splaying the output nanme and time perforned. Manual control
of outputs are not permissible in | CS 705-1 applications.

2.4.2.27 Renmot e Reset Command

Provide the capability for any ACU to reset nanually or by command i ssued
fromthe ACS with the option of simulating the ACU reset settings, or
forcing a reset type as specified by the user. The renmpte reset comrand
is not to cause the ACU to degrade its level of protection to any access
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poi nts defi ned.
2.4.2.28 Ti me Zone

Allow the user to select the time zone in which the ACUis |located, so
that event times displayed for that ACUw Il natch the local tine where
the ACU is | ocated.

2.4.2.29 User - Sel ect ed LED Behavi or

Allow the user to select different behaviors for the LEDs of each access
control |l ed reader.

2.4.2.30 Traced Cards

Provide the capability of selecting any nunber of cardhol ders for the
purpose of limting reports to only traced users displaying all traced
cardhol der events in a user-selected alternate col or

[2.4.2.31 Badge Print Tracking

Support setting a print limt for any badge. The software will track the
nunber of times any badge has been printed, as well as display the date
and tinme of the nost recent printing.

12.4.3 Error and Throughput Rates

Rat es must be portal to portal performance averages obtai ned when
processing individuals one at a tine. Features are not to reduce
capability to neet throughput requirements when serial verification
techniques or nultiple attenpts are required to satisfy error performance
requi renents.

A Type | error denies access to an authorized enrolled individual. A Type
Il error grants access to an unauthorized individual. Subsystem Type
and Type Il error rates must both be less than [0.1] | ] percent. At
the error rates, subsystem access throughput rate nust be m ni nrum of [12]
[ ] individuals per mnute through one card reader and keypad access
control device.

2.4.4  Access Control System Central Processing

a. Provide serial managenent and control of system processing. Provide a
m croprocessor control device able to nmonitor and control units and up

to [32] | ] card reader and keypad access control devices.
Central processor must interrogate and receive responses fromeach ACU
within 100 nmilliseconds. Failure to respond to an interrogation is to

cause an al arm

b. Provide the central processor with a [Ethernet] [USB] | ]
interface port to comrunicate with the printer. Provide an operator
interface to control system operating functions. Provide the centra
processor with a facility-tail orable data base for a mini num of [1000]

[ ] cardhol ders with by-nane al phanuneric printout, and for
aut omat ed [subsystem [IDS] nonitoring, managenent, and control
functions.

c. Provide enrollment equi pnent as required in paragraph ENROLLNMENT
CENTER EQUI PMENT.
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d. Provide systemconfiguration controls and el ectroni c di agnostic aids
for subsystem setup and troubl eshooting with the central processor
Conponents are not to be accessible to operations personnel and nust
be tanper al ar ned.

2.4.5 Access Control Unit (ACU)

UL 294. Provide mcro-processor based ACUwi th all access and i nput and
out put deci sions to be made by the individual ACY(s). Provide nodul ar
solution which will allow for present security requirenments and the
capability to expand. Configure all field ACU panels to intercomunicate
via [RS-422/485] or [RS-232 hardwired], [TCP/IP] or [fiber-optic

conmuni cation]. Equip all field ACYU(s) with a tanper contact.

Desi gnate one ACU as "Primary", responsible for all ACS-to-ACU

conmuni cations. Al other ACYU(s) up to a maxi num of [16] [32] [64] [256]

[ ] are to be designated as "Secondary" and comuni cate with the
"Primary" via an [ RS-422/485 hardwire], [TCP/IP network] or [fiber-optic
configuration]. Provide ACU capable of, but not Iinmted to, the follow ng:

a. Built-in surge suppression circuitry on plug-in nmodular circuit boards
wi th surge suppression, configured as an integral conponent of the
system and self-sacrificing in the event of extrenme surges or spikes.

b. Capable of supporting at least [2] [ ] ports and be expandable in
increnents of two ports up to a maxi numof [4] [8] [16] | ] ports
per ACU.

c. Each port configured by ACS to support any one of the follow ng
peri pheral devices:

(1) Card reader

(2) Alarm Monitoring Mdul e
(3) Qutput Relay Mdul e

(4) El evator Reader

(5) Elevator Qutput Mdule

Any devi ce conbi nation can be supported on each ACU, up to a total of
[2] [4] [8] [16] | ] devices per ACU.

d. Capability of supporting multiple card reader technol ogies
si mul t aneousl y, incl uding:

(1) Keypad

(2) Card and Keypad

(3) [CAC] [PIV] conpatible
(4) Bionetrics

This capability must be an integral part of the ACU and will not
requi re speci al external equipment.

SECTION 28 10 05 Page 47



e. Built-in battery back-up of progranmed information sustainable for a
peri od of at |east 90 days.

f. Powered by a [12] [24] [ ] VDC power source rated at a m ni num of
[2] [ ] anperes with a battery back-up for conplete system
operation in the event of power failure. Provide battery backup for
all ACU(s) to sufficiently power the ACU for [8] [ ] hours
conti nuous service.

g. FElectric strikes, other |ocking devices and ancillary peripherals on a
separate power supply with battery back-up for continued operation in
the event of power failure as specified in paragraph "Backup Power"

h. A mininmumof a [10,300] | ] event log buffer per ACU to record and
hol d access and alarmactivity information until the ACS is connected
and receives the information. Provide a software-configurabl e warning
log buffer filling notification for ACU(s) configured with network
switch capabilities.

2.4.6 Access Control Devices

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The Conmon Access Credential (CAC) cards are
only supplied by the Governnent and nust neet the
requirenents in UFC 4-021-02. Provide a card reader
with an integrated keypad for portals where the
added security of credential plus code access is
required.
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NOTE: Thi s paragraph nay be renoved by the designer
if encryption is not required by the project.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

UL 294. The card, card reader, and panels nmust neet encryption

requi renents that are specified in paragraph DATA ENCRYPTI ON. Devices are
to be tanper alarned, tanper and vandal resistant, and solid state,

contai ning no el ectronics which could conproni se the access contro
subsystem shoul d t he subsystem be attacked.

.4.6.1 Card Readers

Provide [surface], [sem flush], [pedestal], or [weatherproof nountabl e]
card readers as indicated for each individual |ocation. Provide [contact]
[and contactl ess] type card readers capabl e of readi ng [ Keypad] [[CAC
[PIV] and Keypad] [[CAC] [PIV] cards] [Bionetric] type of access contro
cards.

Keypads nust contain an al phanuneric and special synmbols keyboard with
synmbol s [arranged in ascending ASCI| code ordinal sequence] [scranble
type]. Provide keypad [as a stand-al one device] [or] [integrated into the
card reader].

.4.6.1.1 Contact Card Readers
Provi de contact card readers that can read credential [PIV] [CAC] cards

whose characteristics of size and technol ogy neet those defined by
ANSI | SO I EC 7816 and are in conpliance with NI ST FIPS 201- 2.
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Provi de readers with "flash" downl oad capability to accombdate card
format changes and the capability of reading the card data and
transmitting the data, or a portion thereof, to the ESS control panel

2.4.6.1.2 Cont actl ess Card Readers

Provi de contactless card readers that can read credential [PIV] [CAC
cards whose characteristics of size and technol ogy neet those defined by
ANSI | SO I EC 7816 in close proximty to the card reader and are in
conpliance with N ST FIPS 201- 2.

Provi de readers with "flash" downl oad capability to accomopdate card
format changes and the capability of reading the card data and
transmitting the data, or a portion thereof, to the ESS control panel

2.4.6.1.3 Card Reader Display

Provide card readers with an LED or other visual indicator display which
i ndi cate power ON and OFF and whet her user passage requests have been
accepted or rejected.

2.4.6.1.4 Card Reader Response Tine

The card reader is to respond to passage requests by generating a signa
to the | ocal processor.

2.4.6.1.5 Card Reader Power

Power the card reader fromthe source as shown on the drawi ngs. The card
reader nust not dissipate nore than 5 Watts.

2.4.6.1.6 Card Reader Munting Method

Provi de card readers suitable for [surface], [sem -flush], [pedestal], or
[ weat her proof] nounting as required.

2.4.6.2 Keypads

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer will specify the type of keypad
needed for the site. The scranbled keypad shoul d be
specified for very high security needs. |If a
scranbl ed keypad is specified, the designer wll
specify the reduced view ng angle feature. The
designer will specify whether visual and audibl e
prompts are needed.

EE R I R R S R I R I R I R S R R R R R S R I R I R I R R S R S R R R S

Entry control keypads are to use uni que al phanuneric and ot her synbol
conbi nations as an identifier. Keypads must contain an integra

al phanuneri c and special synmbols keyboard with synbols arranged in
[ascendi ng ASCI|I code ordi nal sequence] [random scranbl ed order].
Conmruni cati ons protocol is to be conpatible with the |ocal processor

2.4.6.2.1 Keypad Di spl ay

Keypads are to include an LED or other type of visual indicator display
and provide [visual] [visual and audible] status indications indicating
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power ON and OFF and whet her user passage requests have been accepted or
rej ected.

The maxi mum hori zontal and vertical view ng angles are to be limted by

t he keypad di splay or enclosure. The maxi mum horizontal view ng angle
nmust be no nore than plus and mnus 5 degrees off a vertical plane
perpendi cul ar to the plane of the face of the keypad display. The nmaxi nmum
vertical view ng angle nmust be no nore than plus and m nus 15 degrees off
a horizontal plane perpendicular to the plane of the face of the keypad

di spl ay.

.4.6.2.2 Keypad Response Ti ne

The keypad is to respond to passage requests by generating a signal to the
| ocal processor.

.4.6.2.3 Keypad Power

Power the keypad fromthe source as shown on the drawi ngs. The keypad
nmust not dissipate nore than 5 Watts.

.4.6.2.4 Keypad Mounting Met hod

Provi de keypads suitable for [surface], [sem -flush], [pedestal], or
[ weat her proof] nounting as required.

.4.6.2.5 Keypad Duress Codes

Provide a neans for users to indicate a duress situation by entering a
speci al code into the keypad.

.4.6.3 Card Readers with Integral Keypad

Equi p contact and contactless card readers with integral keypads as
speci fied in paragraph "Keypads".

.4.6.4 Access Control Cards

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Determne the format, |ogo, and wording for
the cards fromthe using activity before fina
design. A unique facility code may only be
avai |l able with the purchase of 5000 cards or nore.
CAC cards will be provided by the Government.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Provide cards with the capability of nodification and | am nation during
enrol | ment process without readability reduction for use as a picture and
identification badge. Cards must contain binary coded data arranged in a
scranbl ed pattern as a unique identification code stored on or within the
card and of the type readable by the subsystemcard readers. Include a
non-dupl i cated unique facility access control subsystemidentification
code conmon to access control cards within the card binary data.
[Configure cards for use as a photo identification card suitable for

| am nati on. ]

.4.6.4.1 Credential Card Mdification

Provide entry control cards that can be nodified by [am nation or direct
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print process during the enrollnent process for use as a picture and
identification badge as needed for the site without readability
reduction. Credential cards nmust allow adding at | east one slot or hole
for aclip affixing the credential card to the type badge hol der used at
the site.

2.4.6.4.2 Card Size and Di nensional Stability

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Specify the standard card size of 54 x 85 mv
2-1/8 x 3-3/8 inch unless a different size card is
needed. |f a non-standard size card is specified

t he desi gner nmust make certain that the card size
specified will work with the photo badgi ng system
and the card reader specified.

Rk Ik Sk kR IR R R O O Ok e S S R AR Ik R R O o O R O I S bk b R

Provi de credential cards that are [54 x 85] | ] mr [2-1/8 x 3-3/8]

[ ] inches. The credential card material nust be dinensionally stable
so that an undanaged card with deformations resulting fromnormal use is
readabl e by the card reader.

2.4.6.4.3 Card Materials and Physical Characteristics

Provide credential cards that are abrasion resistant, non-flammable, and
present no toxic hazard to humans when used in accordance with

manuf acturer's instructions. The credential card are to be inmpervious to
solar radiation and the effects of ultra-violet |ight.

2.4.6.4.4 Card Construction

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

NOTE: Specify whether additional security
enhancenents are needed. Choose which security
enhancenent is needed. Specify card |lam nation and
assenbly equi pnent if needed at the site.

EE R R R S I R R I R R I R S R R R S R R R S I R I R I R R R R R S R R

Provi de credential cards of core and | ami nate or nonolithic construction
Hot stanp into material or direct print onto lettering, |ogos and ot her
mar ki ngs. [l ncorporate [hol ographic images] [phosphorous ink] as a
security enhancenent.] [Provide a neans to allow onsite assenbly and
credential cards |am nation by Government.]

2.4.6.4.5 Card Durability and Maintainability
The credential cards nmust yield a useful lifetime of at |east 5 years.
The credential card nust be able to be cleaned by wi ping the credential
card with a sponge or cloth wet with a soap and water sol ution

2.4.6.4.6 VWarranty
I ncl ude a m ni mum 3-year warranty.

[2.4.6.5 Personal ldentity Verification Equi pnent
Entry control personnel identity verification equipnment rmust use a uni que

personal characteristic or unique personal physiol ogical neasurenment to
establish the identity of authorized, enrolled personnel. Provide a neans
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to construct individual tenplates or profiles based upon neasurenents
taken fromthe person to be enrolled. This tenplate is to be stored as
part of the System Reference Database Files. The stored tenplate is to be
used as a conparative base by the personnel identity verification

equi prent to generate appropriate signals to the associated |oca
processors.

2.4.6.5.1 Hand Geonetry

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer will specify if audible status
i ndication is required.

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

a. Hand geonetry devices are to use uni que human hand nmeasurenents to
identify authorized, enrolled personnel. The device is to incorporate
positive measures to establish that the hand bei ng neasured by the
device belongs to a living human being. Provide alignnent system
which allows the user's hand to renain in full view of the user at al
times.

b. During the scan process the hand geonetry device is to make 3
di mensi onal neasurements of the size and shape of the user's hand.
The hand geonetry device is to autonatically initiate the scan process
once the user's hand is properly positioned by the alignnment system
Either left or right hands are to be able to be used for enroll nment
and verification. User hand geonetry tenplate nmust not require nore
than 50 eight-bit bytes of storage nedia space.

c. Hand geonetry devices nust include an LED or other type of visua
i ndi cator display and provide [visual] [visual and audi ble] status
i ndi cations and user pronpts. The display is to indicate power ON and
OFF and whet her user passage requests have been accepted or rejected.

2.4.6.5.1.1 Tenpl at e Update and Accept ance Tol erances

Hand geonetry devices are not to automatically update a user's profile.
Significant changes in an individual's hand geonetry are to require
re-enrol l ment. Provide an adjustable acceptance tol erance or tenplate
match criteria under the system manager or operator control. The hand
geonetry device is to determ ne when multiple attenpts are needed for hand
geonetry verification, and automatically pronpt the user for additiona
attenpts up to a nmaxi numof three. Three failed attenpts are to generate
an entry control alarm

2.4.6.5.1.2 Average Verification Tine
The hand geonetry device is to respond to passage requests by generating
signals to the |l ocal processor. The verification time nust be 1.5 seconds
or less fromthe nonent the hand geonetry device initiates the scan
process until the hand geonetry device generates a response signal
2.4.6.5.1.3 Modes
a. Provide an enrollnment node, recognition node, and code or credentia
verification node that is selectable by the system manager or operator
fromthe SCC

b. The enrollnment node is to create a hand tenplate for new personnel and
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enter the tenplate into the entry control database file created for
that person. Tenplate information nust be conpatible with the system
application software.

c. The hand geonetry device all ows passage when the hand scan data from
the verification attenpt matches a hand geonetry tenplate stored in
t he database fil es when operating in recognition node.

d. The hand geonetry device all ows passage when the hand scan data from
the verification attenpt matches the hand geonetry tenpl ate associ at ed
with the identification code entered into a keypad or matches the hand
geonetry tenplate associated with credential card data read by a card
reader when operating in code or credential verification node.

2.4.6.5.1. 4 Reports

The hand geonetry device is to create and store tenplate match scores for
all transactions involving hand geonetry scans. The tenplate natch scores
are to be stored in the matching personnel data file in a file format
conpatible with the system application software and be used for report
gener ati on.

2.4.6.5.1.5 El ectrica

The hand geonetry device nmust not dissipate nore than 45 Watts fromthe
sour ce i ndi cat ed.

2.4.6.5.1.6 Mount i ng Met hod

Provi de hand geonetry devices suitable for [surface], [flush], or
[ pedestal] nounting as required.

2.4.6.5.1.7 Communi cati ons Protoco

The conmuni cati ons protocol between the hand geonetry device and the | oca
processor nust be conpati bl e.

2.4.6.5.2 Fi ngerprint Anal ysis Scanner

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer will specify if audible status
i ndi cation is required.

EE R R R S I R R I R I R I R S R R R R S R R I R R R R R S R R R O

a. Fingerprint analysis scanners are to use a unique human fingerprint
pattern to identify authorized, enrolled personnel. The device is to
i ncorporate positive neasures to establish that the fingers being
neasured by the device belong to a living hunman being. Provide
al i gnment systemwhich allows the user's fingers to remain in ful
view of the user at all tines.

b. The fingerprint analysis scanner is to performan optical or other
type of scan of the user's fingers during the scan process. The
fingerprint analysis scanner is to automatically initiate the scan
process provided the user's fingers are properly positioned. Each
user fingerprint tenplate nust not require nmore than 1250 ei ght-bit
bytes of storage medi a space.

c. Include an LED or other type of visual indicator display and provide

SECTION 28 10 05 Page 53



[visual] [visual and audible] status indications and user pronpts.
The display is to indicate power ON and OFF, and whet her user passage
requests have been accepted or rejected.

2.4.6.5.2.1 Tenpl at e Update and Accept ance Tol erances

Fi ngerprint anal ysis scanners are not to autonatically update an user's
profile. Significant changes in an individual's fingerprints require
re-enrol l ment. Provide an adjustable acceptance tol erance or tenplate
match criteria under system nanager or operator control. The fingerprint
anal ysis scanner is to deternine when nultiple attenpts are needed for
fingerprint verification, and automatically pronmpt the enrollee for
additional attenpts up to a naximumof 3. Three failed attenpts are to
generate an entry control alarm

2.4.6.5.2.2 Average Verification Tine

The fingerprint analysis scanner is to respond to passage requests by
generating signals to the | ocal processor. The verification tinme nust be
2.0 seconds or less fromthe nmonent the fingerprint analysis scanner
initiates the scan process until the fingerprint anal ysis scanner
generates a response signal

2.4.6.5.2.3 Modes

a. Provide an enrollnment node, recognition node, and code or credentia
verification node that is selectable by the system manager or operator
fromthe SCC

b. The enrollnment node is to create a fingerprint tenplate for new
personnel and enter the tenplate into the system database file created
for that person. Tenplate information nmust be conpatible with the
system application software.

c. The fingerprint analysis scanner is to allow passage when the
fingerprint data fromthe verification attenpt matches a fingerprint
tenplate stored in the database files when operating in recognition
node.

d. The fingerprint analysis scanner allows passage when the fingerprint
data fromthe verification attenpt matches the fingerprint tenplate
associated with the identification code entered into a keypad or
mat ches the fingerprint tenplate associated with credential card data
read by a card reader when operating in code or credenti al
verification node

2.4.6.5.2. 4 Reports
The fingerprint analysis scanner is to store tenplate transactions
i nvol ving fingerprint scans. The tenplate match scores are to be stored
in the matchi ng personnel data file in a file format conpatible with the
system application software, and to be used for report generation
2.4.6.5.2.5 El ectrica

The fingerprint anal ysis scanner must not dissipate nore than 45 Watts
fromthe source indicated.

SECTION 28 10 05 Page 54



2.4.6.5.2.6 Mount i ng Met hod

Provide fingerprint analysis scanners suitable for [surface], [flush], or
[ pedestal ] mounti ng.

2.4.6.5.2. 7 Conmuni cati ons Protoco

The conmuni cations protocol between the fingerprint analysis scanner and
its associated | ocal processor nust be conpatible.

2.4.6.5.3 Iris Scan Device

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

NOTE: The designer will specify if audible status

i ndi cation is required.
EE IR R I Sk S S I S S S R R Rk I I S kS R R Rk I S Rk I S I R Sk I O

The iris scan identification device is to use the unique patterns found in
the iris of the human eye to identify authorized, enrolled personnel. The
device is to use anbient light to capture an inage of the iris of a person
presenting thensel ves for identification. The resulting video imge is to
be conpared against a stored tenplate that was captured during the
enrol I ment process. The device authenticates the presenting individual as
identified when the presented inage is sufficiently simlar to the stored

i mage tenplate. Provide the ability to adjust the threshold of simlarity.

Users who wear contact |enses or eye glasses are not to adversely affect
the efficiency and accuracy of the device. Facial contact with the device
is not to be required for identification. Provide a manual push-button to
initiate the scan process when the user has aligned their eye in front of
the device. Provide adjustnents to acconmodate differences in user height.

2.4.6.5.3.1 Di spl ay Type

I ncl ude an LED or other type of visual indicator display and provide
[visual] [visual and audible] status indications and user pronpts. The
display is to indicate power ON and OFF and whet her user passage requests
have been accepted or rejected.

2.4.6.5.3.2 Tenpl at e Update and Accept ance Tol erances

Iris scanners are not to autonatically update an user's tenpl ate.
Significant changes in an individual's eye requires re-enroll nment.
Provi de an adj ustabl e acceptance tolerance or tenplate match criteria
under system nanager or operator control. The iris scanner is to
determ ne when nultiple attenpts are needed to verify the iris being
scanned, and automatically pronpt the enrollee for additional attenpts up
to a maxi num of three. Three failed attenpts generates an entry control
alarm

2.4.6.5.3.3 Average Verification Tine
The iris scanner is to respond to passage requests by generating signals
to the | ocal processor. The verification time nmust be 1.5 seconds or |ess

fromthe nonent the eye scanner initiates the scan process until the eye
scanner generates a response signal
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2.4.6.5.3. 4 Modes

a. Provide an enrollnment node, recognition node, and code or credentia
verification node that is selectable by the system manager or operator
fromthe Security Command Center

b. The enrollnment node is to create an iris tenplate for new personnel
and enter the tenplate into the system database file created for that
person. Tenplate information nmust be conpatible with the system
application software.

c. The iris scanner is to allow passage when the iris scan data fromthe
verification attenpt natches the iris scan tenplate stored in the
dat abase files when operating in recognition node.

d. The iris scanner allows passage when the iris scan data fromthe
verification attenpt nmatches the iris scan tenplate associated with
the identification code entered into a keypad or nmatches the iris scan
tenpl ate associated with credential card data read by a card reader
when operating in code or credential verification node.

2.4.6.5.3.5 Reports

The iris scanner is to store tenplate transactions involving iris scans.
The tenplate match scores are to be stored in the matchi ng personnel data
fileinafile format conpatible with the system application software, and
be used for report generation

2.4.6.5.3.6 El ectrica

The eye scanner nust not dissipate nore than 45 Watts fromthe voltage
sour ce i ndi cat ed.

2.4.6.5.3.7 Mount i ng Met hod

Provi de eye scanners suitable for [surface], [flush], or [pedestal]
nount i ng.

12.4.6.6 Portal Control Devices

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Portal Control Devices must be designed in
accordance with NFPA 101, Means of Egress.

If ESSis to be integrated with the Fire Al arm
System provi de appropriate signage in accordance to
NFPA 101.

The designer must nmeet the requirenents in Section
08 71 00 DOOR HARDWARE

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Portal control devices nust neet the requirenents in Section 08 71 00 DOOR
HARDWARE

2.4.6.6.1 Push-Button Swi t ches

a. Provide nonentary contact, back Iit push buttons and stainless stee
swi tch encl osures for each push button. Provide switch enclosures
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suitable for [flush] [surface] nmounting as required and push buttons
suitable for flush nount in the switch enclosures. The push button
switches are to neet the requirenents of NEVA 250 for the area in
whi ch they are to be install ed.

b. Where nultiple pushbuttons are housed within a single switch enclosure
stack vertically with each push button switch | abeled with 7 nr 1/4
inch high text and synbols. The push button switches are to be
connected to the | ocal processor associated with the portal to which
they are applied and operate the appropriate electric strike, electric
bolt or other facility rel ease device.

c. The continuous current of the IDS circuit is to be no nbre than 50% of
the continuous current rating of the device supplied. Provide push
button switches with doubl e-break silver contacts that will make 720
VA at 60 anperes and break 720 VA at 10 anperes.

2.4.6.6.2 Pani ¢ Bar

I ncl ude panic bar energency exit hardware on emergency exit doors as

i ndi cated. Provide an al arm shunt signal fromthe panic bar energency
exit hardware to the appropriate |ocal processor. Provide panic bar
conpatible with [nortise-] [rim] nount door hardware and operate by
retracting the bolt.

2.4.6.6.2.1 Enmer gency Egress Wth Al arm

I ncl ude a conspicuous warning sign with 25 mr 1 inch high, red lettering
notifying personnel that an alarmw || be annunciated if the panic bar is
oper at ed.

Pani ¢ bar hardware operation is to generate an intrusion alarm The panic
bar must depend upon a nechani cal connection only and not depend upon

el ectric power for operation, except for |ocal alarm annunciation and

al arm comuni cat i ons.

2.4.6.6.2.2 Nor mal Egress

Pani ¢ bar hardware operation is not to generate an intrusion alarm The
pani ¢ bar nust depend upon a nechani cal connection only when exiting.
Provi de the exterior, non-secure side of the door with an electrified
thunb latch or lever to provide access after the credential |.D.

aut hentication by the ESS.

Signal Switches: Strikes/bolts are to include signal swtches indicating

to the systemwhen the bolt is not engaged or the strike mechanismis

unl ocked. The signal switches are to report a forced entry to the system
2.4.6.6.2.3 Del ay Egress Wth Al arm

I ncl ude a conspicuous warning sign with 25 mr 1 inch high, red lettering

notifying personnel that an alarmw || be annunciated if the panic bar is
oper at ed.

Del ay operation [15] [ ] seconds after initiation for portal control
devi ces.
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2.4.6.6.3 El ectric Door Strikes and Bolts

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The designer will specify whether the
electric strike or lock will fail open, fail secure,
or other configuration (such as fail security for
entry into higher security area, while failing open
for egress fromthe area). The designer nust
coordinate this with requirenents of the site safety
and fire personnel. The designer will determine if
signal switches are required for the site.

EE R R R S I R R I R I R I R S R R R R R R S R R I R I R R R R R R O

Configure electric door strikes and bolts to [rel ease automatically]
[remain secure] in case of power failure using DC power to energize the
sol enoids. Incorporate end-of-line resistors to facilitate line
supervision by the system Install netal -oxide varistors (MOVs) to
protect the controller fromreverse current surges if not incorporated
into the electric strike or local controller. Electric strikes nust have
a mnimmforcing strength of 101 kN 2300 pounds.

2.4.6.6.3.1 Sol enoi d

The actuating solenoid for the strikes and bolts furnished nust not

di ssipate nore than 12 Watts and operate on [12] [24] VDC. The inrush

current nmust not exceed 1 anpere and the holding current nust not be

greater than 500 mlli-anmperes. The actuating sol enoid nust nove fromthe

fully secure to fully open positions in not nore than 500 m|liseconds.
2.4.6.6.3.2 Si gnal Switches

Strikes and bolts are to include signal switches indicating to the system
when [the bolt is not engaged] [the strike mechanismis unlocked]. The
signal switches are to report a forced entry to the system

2.4.6.6.3.3 Tanper Resi stance

The electric strike and bolt nmechanismis to be encased in hardened guard
barriers to deter forced entry.

2.4.6.6.3.4 Si ze and Wi ght

Electric strikes and bolts are to be conpatible with standard door frane
preparations.

2.4.6.6.3.5 Mount i ng Met hod
Provide electric strikes and bolts suitable for use with single and double
door installations, with [nortise-] [rim] type hardware as indicated, and
conpatible with right or left hand nounting.

2.4.6.6.3.6 Astragal s
See Section 08 71 00 DOOR HARDWARE for Astragal |ock guards.

2.4.6.6.4 El ectrified Mrtise Lock

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The electrified nortise |ocks provide an
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excell ent solution for stairwell doors that require
positive |atching when unl ocked. The doors shoul d
be built with a raceway within the door for the
power and signal wire. A wre transfer hinge or
other device is required to get the wire fromthe
door to the door frame for connection with the
access control system

EE R R R S I R I R I R I R S R R R R O S R R I R R R S R R R R O

Configure electrified nortise locks to [release automatically] [remain
secure] in case of power failure using DC power to energize the

sol enoids. Provide solenoids rated for continuous duty. |Incorporate
end-of-line resistors to facilitate Iine supervision by the system
Install netal -oxide varistors (MOVs) to protect the controller from
reverse current surges if not incorporated into the electric strike or
| ocal controller.

.4.6.6.4.1 Sol enoi d

The actuating solenoid for the nortise | ocks furni shed must not dissipate
nore than 12 Watts and operate on [12] [24] VDC. The inrush current rmnust
not exceed 1 anpere and the hol ding current nust not be greater than 500
mlli-anperes. The actuating solenoid nust nove fromthe fully secure to
fully open positions in not nore than 500 m | liseconds.

.4.6.6.4.2 Si gnal Switches

The nortise | ocks are to include signal switches indicating to the system
when the | ocks are not engaged. The signal switches are to report a
forced entry to the system

.4.6.6.4.3 H nge

Provide an electric transfer hinge with each nortise lock in order to get
power and nonitoring signals fromthe | ockset to the door frame.

.4.6.6.4.4 Si ze and Wi ght

Electrified nmortise |ocks are to be conpatible with standard door
preparati ons.

.4.6.6.4.5 Mount i ng Met hod

Provide electrified nortise | ocks suitable for use with single and doubl e
door installations. The |ock would be in the active |eaf and the fixed

| eaf woul d be nonitored in double door install ations.

.4.6.6.5 El ect romagneti c Lock

El ectromagnetic | ocks are to contain no noving parts and depend sol ely
upon el ectromagneti smto secure a portal by generating at |east 5.3 kN

1200 pounds of holding force. |Interface the lock with the |oca
processors w thout external, internal or functional |ocal processor
alteration. Incorporate an end-of-line resistor to facilitate line

supervision by the system Install MOVs to protect the controller from
reverse current surges if not incorporated into the el ectromagnetic | ock
or local controller. Provide in accordance of ANSI/BHVA Al56. 23.
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2.4.6.6.5.1 Ar mat ur e

The el ectromagnetic lock is to contain internal circuitry to elimnate
resi dual magneti sm and inductive kickback. The actuating armature nust
operate on [12] [24] VDC and not dissipate nore than 12 Watts. The
hol di ng current must be not greater than 500 nmilli-anperes. The actuating
armature nust take not nore than 300 milli-seconds to change the status of
the lock fromfully secure to fully open or fully open to fully secure.

.4.6.6.5.2 Tanmper Resi stance

The el ectromagnetic | ock mechanismis to be encased in hardened guard
barriers to deter forced entry.

.4.6.6.5.3 Mount i ng Met hod

Provi de el ectromagnetic | ock suitable for use with single and doubl e door
installations with [nortise-] [rim] type hardware as indicated, and
conpatible with right or left hand nounting.

2.4.6.6.6 Entry Booth

[
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NOTE: The designer will choose either keypads or
card readers as needed. The outside dinensions of
the entry booth will not exceed the site limtations
required for the proper installation and
functionality of the booth.

If a project requirement, the entry booth nust have
the capability to be used for egress.
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a. Entry booths are to be constructed as an integral part of the physica
structure of the boundary for the area or facility to which entry is
being controlled. The entry booth is to automatically | ock the high
security side door's [electric strike and bolt] [electrified nortise
| ock] [el ectromagnetic |ock] or other facility interface rel ease
device and automatically open the | ow security side door's electric
strike or other facility interface rel ease device in case of power
failure.

b. Connect entry booths to the SCC and include a | ocal processor. The
entry booth |ocal processor subsystemare to support paired card
readers on a single entry booth for anti-pass back functions.

c. Provide the entry booth with egress capabilities.

12.4.6.6.6.1 Local Al arm Annunci ati on

Provi de | ocal al arm annunciation for all system equi prment | ocated within
the entry booth itself and its associated portals or zones and term na
devices and a neans to enable and disable this feature fromthe SCC under
operator control

2.4.6.6.6.2 Terminal and Facility Interface Device Support

The entry booth | ocal processor subsystemis to support the full range of
systemtermnal and facility interface devices as specified.
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2.4.6.6.6.3 Response Ti nes

The entry booth | ocal processor subsystem must respond to a SCC
interrogation within 100 mlliseconds. The entry booth |ocal processor is
to respond to valid passage requests fromits associated term nal devices
by generating a signal to the appropriate [electric strike and bolt]
[electrified nortise lock] [el ectromagnetic |ock] within 100 nmilliseconds
after verification.

.4.6.6.6.4 Aut ononmpbus Local Control

In the event of a comunication loss, the entry booth | ocal processor
subsystem nust autonatically convert to autononous |ocal control and

nmoni toring of its associated card readers, keypads, [electric strike and
bolt] [electrified nortise |lock] [electromagnetic |ock] and automatically
revert to central control upon comrunication restoration. Transactions
occurring during the comruni cati ons outage are to be recorded and retained
in local menory and reported to the central database files upon

comuni cation restoration within 10 seconds.

2.4.6.6.6.5 Entry Booth Local Processor Subsystem Capacities

[

As a minimum the entry booth | ocal processor subsystemis to have
sufficient capacity to control and nonitor a conbination of 6:

a. Card readers
b. Keypads

c. FElectric strikes and bolts

][d. Electrified nortise |ock

][e. Electromagnetic |ock

]

Al entry control identification decisions and controls are to be
perfornmed by the |l ocal processor subsystem The entry booth |oca
processor subsystem nust provide a local transaction history file with
capacity to store at |least 1000 entry control transactions w thout |osing
any dat a.

2.4.6.6.6.6 Di aghosti cs

Provide built-in diagnostics inplenented in software, firnmnare, or
hardware. The booth is to automatically execute a series of built-in
tests and report equi pnent nal functions, configuration errors, and

i naccuracies to the SCC each tine the entry booth | ocal processor
subsystemis started up or re-booted. The system nust annunciate a
fail-safe alarmif the local processor fails the built-in diagnostics.
Provi de di agnostic aids within the entry booth | ocal processor subsystem
to aid in system set-up, maintenance, and troubl eshooti ng.

.4.6.6.6.7 Menory Type and Size

Data entered is to be stored for a mininumof 1 year in the absence of
power from external source to the entry boot h.
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2.4.6.6.6.8 Tanper Protection

The | ocal processor subsystemis to nonitor all service entry panels for
tanmper. Tanper |ines nust not be accessible except through tanper
protected entry panels. Provide entry panels with key | ocks. Provide the
capability to take the booth off-line for service.

.4.6.6.6.9 Entry Booth Configuration

Provide a closed-in structures suitable for occupancy by 1 person with a
personnel passage area, equi pment storage, a | ow security entry or exit
door and a high security entry or exit door. Configure with paired [card
readers] [keypads], 1 each, on the high security entry or exit door and

| ow security entry or exit door; a key release switch outside the | ow
security door; a glass break type energency rel ease switch. Both doors to
the entry booth are to be normally secured.

.4.6.6.6.10 Entry Booth Operation

a. Configure to allow passage requests to be initiated fromonly 1 door
at a tine. During energency situations both doors nust have the
capability to able to be opened at the sane tine. The person is to be
all owed entry to the booth by presenting valid credential card to the
card reader or keypad identification code data to the keypad device.
An unsuccessful attenpt to enter the booth are to generate an entry
deni al al arm

b. Incorporate a personal identity verification device as specified, and
grant the person egress fromthe booth after successful persona
identity verification. The entry booth is to confine the person and
generate an entry control alarmif the person fails the persona
identity verification test. The local processor is to grant the
person's passage request if all provided data is valid.

c. The person is to be confined if a tanper alarmis generated by any of
t he equi pnent associated with the subject entry booth while a person
is inside. Operating the glass break type energency rel ease switch is
to command the entry door [electric strike and bolt] [electrified
nortise | ock] [el ectromagnetic |ock] release to the fully open
position or with a delay after the egress door has been confirned
secured. The person may exit through the door used for entry once
i nside the entry booth and prior to personal identity verification
test initiation.

.4.6.6.6.11 Di spl ay Type

I nclude an LED or other type of visual indicator display and provide

vi sual status indications and person pronpts. The display is to indicate
power on/off, and whether enrollee passage requests have been accepted or
rejected. Provide 3 status |lights outside each door indicating entry
boot h status by marking:

a. Geen light indicates READY

b. Anber |ight indicates BUSY

c. Red light indicates | NOPERATIVE
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2.4.6.6.6.12 Li ghti ng

Provide lights recessed above an acrylic light diffuser in the ceiling of
the entry booth. Provide a separate |light source within the overhead
lighting fixture assenbly to provide energency lighting in case of a power
failure.

2.4.6.6.6.13 Heating and Ventilation Equi prent

Include built-in heating and cooling equi pnent to sustain the specific
operating tenperature range for the el ectronic equi pment installed.

2.4.6.6.6.14 Entry Booth Wall and Frane Construction

Provide a rigid structure with the strength of the walls greater than or
equal to 12-gauge steel with 25 mr 1 inch standing seans. All glass is to
be at least 8 mm 5/16 inch | am nated, anneal ed gl ass and neeting UL 972
certification requirenents. The entry booth nmust neet flanme spread rating
25 or less, fuel contribution of 50 or |ess, snoke devel opment of 50 or

I ess, in accordance with test method ASTM E84.

Provi de entry booths constructed to minimze the heating effects of solar
radi ati on, by using the manufacturer's standard clear, tinted or bronzed
gl ass with over-hanging roofs or other structural means to shade the

wi ndows.

2.4.6.6.6.15 Entry Booth Doors

Doors must be at least 839 mmw de, by 2.0 mhigh 35 inches wi de, by 79
inches high with glass panels at |east 788 mmwi de, by 1.9 mhigh 31

i nches wide, by 74 inches high. Provide door hinges and closers with
adjustnents for vertical, horizontal, and torque. Provide an inside push
bar, and an outside nechanical pull handle. Al umnumparts are to be
anodi zed fi ni sh.

2.4.6.6.6.16 Entry Booth Floor Construction

Provide entry booth with a rigid floor covered by a rubber mat or indoor
or outdoor carpeting. The rubber mat or carpet nust be at least 1.6 mr
1/16 inch thick and provide a continuous floor covering w thout seans.

2.4.6.6.6.17 El ectrical Requirenents
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NOTE: The designer will specify whether the
electric strike or lock will fail open, fail secure,
or other configuration (such as fail secure for
entry into higher security area, while failing open
for egress fromthe area). The designer mnust
coordinate this with requirenments of the site safety
and fire personnel. Life safety will be designed in
accordance with NFPA 101, Life Safety Code.
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The entry booth, including associated termnal and facility interface and
ot her type of devices housed within the entry booth nmust not dissipate
nore than 1500 Watts. Provide booth with an integral battery back-up
system The battery back-up system nmust power the entry control devices
and [electric strike and bolt] [electrified nortise |ock] [el ectromagnetic
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lock] for at least 30 minutes. The doors to the booth are to be [secured]
[ opened], and the booth nmust go into an inoperative status if AC power is
not restored to the booth within 30 m nutes. Upon AC power restoration
the booth is to upload all entry transactions fromthe | ocal processor
subsystemto the SCC
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NOTE: The designer will specify the equi pnent and
features for the booth configuration and elimnate

t he subpar agraphs not needed.
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.4.6.6.6.18 CCTV Caner a

Desi gn and configure the CCTV canmera for continuous operation and
transmt video information to the [SCC] [and] [local video recorder] as
speci fied and desi gned.

.4.6.6.6.19 Wei ght Check Mbnitor

Provi de a wei ght check nonitor which continuously nmonitors the wei ght of

t he booth plus any occupant. The weight check nmonitor is to consist of
synchroni zed, matched, electronic load cells |ocated at the base of the
entry booth and be connected to the | ocal processor subsystem The wei ght
check monitor nust be accurate to within plus or nmnus 2.3 kg 5 pounds.
Configure the entry booth to conpensate for side | oading to prevent danmage
to the load cells by the passage of equi pment through the booth. Include
i ndi vi dual weights for each user in the reference database files as part
of the enroll ment process. Provide a nethod to enter a custom predefined
tol erance on valid weights of authorized persons.

Automatical ly update each person's weight profile based upon the | ast
three uses of entry control booths. GCenerate an entry control alarmfor
any passage attenpt for which the person's weight does not agree wth
system reference database file data and confine the person. The wei ght
check monitor is not to increase the portal door threshold height by nore
than 6 mr 1/4 inch.

.4.6.6.6.20 Doubl e Cccupancy Sensor

I ncorporate a sensor connected to the | ocal processor subsystem which
nonitors the entire occupant area to detect attenpts at doubl e occupancy.
A doubl e occupancy sensor activation is to generate a system al arm and
confine the enroll ees.

.4.6.6.6.21 I ntercom

Provi de three conbi nati on speaker and m crophones to provide 2-way
conmuni cati ons at each speaker and m crophone | ocation. The speakers mnust
be at least 100 mr 4 inches in dianmeter. Locate two of the speakers and
m crophones at the high and | ow security entry or exit doors, behind

| ouvered panels, to provide comunications for people outside the booth.
The third speaker and nicrophone is to be |located inside the booth behind
a perforated netal screen above the personal identity verification device
to provi de comuni cations for people inside the booth. Connect each of

t he speakers and nicrophones to the operator console at the SCC and to the
voi ce pronmpt system as indicated.
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2.4.6.6.6.22 Voi ce Prompts

I ncl ude a voice pronpt system using human voi ce conmands to speed up the
entry control process and inmprove throughput rate. This audible pronpt
systemis to respond to the next sequential activity requirement as each
enpl oyee accesses the booth. Al comrands are to be stored in
electrically programuabl e read only nenory chips located in the |oca
processor subsystem The voice pronpts are to only be directed to the
speaker and m crophone nearest the enployee. Use the voice pronpts only
if the enpl oyee does not performthe next step in the entry booth entry
control process within a 5 second tinme wi ndow. The SCC nust be able to
enabl e and di sabl e of voice pronpts and adjustnent of the time w ndow
under operator control

[2.4.6.6.7 Vehi cl e Gate Operator

Provi de vehicle gate operators suitable for connection to, nmonitoring, and
control by the systenis |ocal processors and include all additiona

equi pnment and wiring to be an operable system Provide a hand crank for

t he manual vehicle gate operator and a sol enoid actuated brake operation
to prevent gate coasting

Provide an auto reverse tine delay of at |least 1 second and not nore than
3 seconds to minimze shock | oads on vehicle gate operator drive
conponents. Include a contactor type notor starter that is appropriate
for the gate operator notor.

2.4.6.6.7.1 | nput Power

Provi de vehicle gate operator that operates fromthe voltage source as
shown on the drawi ngs. Include manual reset type thermal and el ectrica
overl oad devi ces.

2.4.6.6.7.2 Audi bl e War ni ng

Provi de an audi bl e warning systemto signal personnel in the vicinity of
the vehicle gate operator that an opening or closing is about to
commence. The audi bl e warni ng must sound at |east 2 seconds and no nore
than 5 seconds before novenment begins.

2.4.6.6.7.3 Maxi mum Run Ti nmer

The vehicle gate operator must incorporate an internal maxi mumrun tiner
which Iimts the notor run tine. The maxinumrun tine is to be operator
adjustable for at |east the maxi mum amount of tine gate opening or closing
t akes during normal operation.

2.4.6.6.7.4 Adjustable Load Mnitor for Cbstruction Sensing

Provi de operator adjustable |oad nmonitor that senses obstructions in the
path of the gate and automatically reverses the vehicle gate operator
drive motor. Do not allow the gate to open once the gate has reached the
[imt swtch.

2.4.6.6.7.5 Qperator Override Controls
Provi de the vehicle gate operator with an interface to a three pushbutton

control station located within an entry controlled area. The three
pushbutton switches are to be | abeled and function as Open, C ose, and
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Stop controls, and neet the requirenents of paragraph Pushbutton Switches.
2.4.6.6.7.6 Limt Sw tches

Provide adjustable limt switches to define the range of gate travel and
provide a neans to securely lock the switches in place after adjustnent.

2.4.6.6.7.7 Type of Gate

Provi de the vehicle gate operators to be conpatible with cantil ever,
roller, v-track, overhead, slide, and swi ng gates.

2.4.6.6.7.8 Saf ety

Provi de safety conpatible wth paragraph "Type of Gate" for entrapnent
protection.

12.4.7 El evator Contro
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NOTE: The designer will determine if floor tracking
is appropriate for the site, see itemb bel ow

If the ESS design includes Medical Facilities the
el evator control nust interface with | nfant
Protection Al arm System (| PAS).
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2.4.7.1 Control Elevator Operation with Entry Control Terninal Devices

The el evator's standard control equi pnent, conponents, and actuators have
to serve as the facility interface. System conponents and subsystens mnust
interface with standard el evator control equipnent without el evator
control equi prent nodification. The systemis to provide a nmeans to
define access controlled floors of a facility, deny access to these floors
by unaut hori zed individuals, and i nplenment all other system functions as
speci fi ed.

2.4.7.2 Fl oor Tracki ng

Depl oy the el evator control systemin such a manner as to provide "floor
tracking" reports where the systemrecords the individual's floor
sel ection when el evator control is in effect.

2.5 CLOSED- Cl RCUI T TELEVI SI ON (CCTV) SYSTEM
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NOTE: Scene illum nation nmust be even across the
field of view of the canera, with a maxinumlight to
dark ratio of 8 to 1

For visual assessment of alarms use a m ni mum of two
nmoni tors. Specify the optimum nunber of nonitors
for the nunber of cameras required. It is difficult
to view and respond to too nany nonitors.

Typically, for 16 caneras or |ess, use one nonitor
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Sel ect system conponents that conformto the Open Network Video Interface
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Forum (ONVI F) specification. Provide conpatible UL |isted CCTV conponents
to provide visual assessnent of ESS alarns automatically upon alarm or
upon SCC operator selection. Oherw se, the subsystemis to continuously
di splay the coverage area. Display al phanuneric canera |ocation ID on al
monitors. Provide the number of alarmnonitors as required. The scene
fromeach camera nust appear clear, crisp, and stable on the respective
noni tor during both daytinme and nighttine operation. Provide conponent
equi pnrent that minimzes both preventive and corrective nai ntenance.
Provi de conponents from a single manufacturer or justify m xing
manuf act urer conponents and denonstrate conpatibility in subnitta

i nformati on.

.5.1 Caner as
.5.1.1 CCTV Caner a

Provi de caneras of digital fixed, pan-tilt-zoom (PTZ), or panoramic type
as identified on the draw ngs.

a. Day-Nght [Color] [B&WN fixed, PTZ or panoram c caneras are to be used
in all outdoor environments. Standard fixed, PTZ, or panoranic
caneras are to be used for all indoor applications except when
backl i ghting i ssues are observed. Use Day-N ght cameras or standard
caneras w th backlighting conpensation for backlighting or high
contrast applications.

b. Provide PTZ caneras with a direct drive notor assenbly. Belt driven
PTZ camera units are not acceptable. Equip PTZ canmeras with a slip
ring assenbly having an optical interface and be rated for continuous
duty. PTZ caneras have to be fully integrated units. The pan-tilt
nmechani sm nust be an integral part of the canera

c. Provide caneras that operate over a voltage range of [12 VDC] [24 VDC
[12] [24] VAC at [50] [60] Hz Power over Ethernet (PoE) |EEE 802. 3.

d. Al cameras nmust be constructed to provide rigid support for
el ectrical and optical systens so that unintentional changes in
al i gnment or nicrophonic effects do not occur during operation
noverent, or |ens adjustnents.

e. Video Frame Rate: 30 franmes per second (fps)

f. Mnimmessential requirenents for caneras include the follow ng:

.5.1.1.1 Sensitivity

MnimumIllumnation: 0.8 lux 0.08 foot-candles at F1.4 color npde; 0.1
lux 0.01 foot-candles at F1.4 in the B&W node.

.5.1.1.2 Si gnal - To- Noi se Ratio

Show a signal -to-noise ratio of not |ess than 50 decibels (dB) at
Automatic Gain Control (AGC) "Of", weight "On".

.5.1.1.3 Resol ution
Provide a m ni mumof [2.1] [ ] megapi xel resolution. The imager mnust

have a m ni mum of 1920 horizontal x 1080 picture in progressive scan
format. Resolution is to be maintained over the specified input voltage
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and frequency range, and not vary from nmi ni num specification over the
speci fied operating tenperature range.

2.5.1.1.4 Synchroni zat i on
Provi de caneras that have internal and |ine | ock.
2.5.1.1.5 Low Li ght Level

Provi de Day-Ni ght caneras that have a B-Wnode that nay be automatically
engaged on low light level and pernmit the use of an external infrared
illumnator. Electronic renoval of the color signal is not acceptable.
The canera nust have an infrared cut filter capable of being renoved
automatically upon low light threshold or nmanually.

2.5.1.2 Canera Lenses
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NOTE: The designer will provide drawi ngs of the
lens field of view |labeled with the correct |ens
focal length for each canera, or a table that
references the camera location and the required |ens
focal length in order to support this paragraph.

EE R R R S I R I R I R I R S R R R R S R R I R R R R R S R R O

Canera lenses are to be all glass with coated optics. Provide |ens nount
that is [C or CS nount], [compatible with the caneras sel ect ed]
[integrated with the caneras]. Provide lens with the camera that have a
maxi mum f - st op opening of f/1.2 or the maxi mum avail able for the foca

I ength specified. The lens is to have an auto-iris nechani smunl ess

ot herwi se specified. Lenses having auto iris, manual iris, or zoom and
focus functions are to be supplied with connectors, wiring, receiver and
driver units, and controls as needed to operate the |l ens functions.
Provide Il enses with sufficient circle of illumnation to cover the inage
sensor evenly. Lenses are not to be used on a canera with an i nmage fornat
|arger than the lens is configured to cover. Provide lens with foca

| engths as indicated or specified in the manufacturer's |lens sel ection

t abl es.

2.5.1.3 Canera Housi ng and Munts

The canera and lens are to be enclosed in a tanper resistant housing
installed on a camera support. Any ancillary housing nmounting hardware
needed to install the housing at the canera |ocation is to be provided as
part of the housing. The canera support nust be capabl e of supporting the
nmount ed equi pnent and withstanding wind and ice | oads nornally encountered
at the site.

2.5.1.3.1 Environnental |y Seal ed Canera Housi ng

The housing is to provide an environment needed for camera operation and
be condensation free; dust and water tight; keep the view ng wi ndow free
of fog, snow, and ice, and be fully operational in 100 percent condensing
hum dity. Provide housing equi pped with a sunshield. Both the housing and
sunshield are to be white. Purge the housing of atnmpspheric air and
pressurized with dry nitrogen, equipped with a fill valve, overpressure
val ve, and include a humidity indicator visible fromthe exterior.

Housi ng must not have a |l eak rate greater than 13.8 kPa 2 psi at sea |evel
within a 90 day peri od.
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Provi de housi ng equi pped with suppl enentary canera nmounting bl ocks or
supports needed to position the camera and |l ens to maintain the proper
optical centerline. Al electrical and signal connections required for
canera and |l ens operation are to be supplied. Provide a mounting bracket
as part of the housing which all ows weight adjustnent to center the weight
of the assenbly.

.5.1.3.2 | ndoor Camera Housi ng

Provi de housing with a tanmper resistant enclosure for indoor canera
operation and with the proper nounting brackets for the specified canera
and | ens. The housi ng and appurtenances color are not to conflict with
the building interior color schene.

.5.1.3.3 I nterior Munt

Provi de canera nount suitable for either wall or ceiling nounting and have
an adjustable head for nmounting the canera. The wall nount and head nust
be constructed of alum numor steel with a corrosion-resistant finish.
Provi de adj ustable head with 360 degrees of pan and plus or mnus 90
degrees of tilt.

.5.1.3.4 Low Profile Ceiling Munt

Provi de tanperproof ceiling housing which is low profile and suitable for
use in 610 by 610 nr 2 by 2 foot ceiling tiles. The housing nust be

equi pped with a camera nounting bracket and all ows a 360 degree view ng
set up.

.5.1.3.5 Interior Done Housing

The done housing is to be capable of being nounted by pendant, pole,
ceiling, surface, or corner as shown on the drawi ngs. The |ower done is
to be bl ack opaque acrylic and have a light attenuation factor of not nore
than 1 f-stop. Provide housing with:

a. Integral pan-tilt conplete with wiring

b. Wring harnesses

c. Connectors

d. Receiver-driver

][e. Pan-tilt control system

][f. Pre-position cards

][g. Heavy duty bearings

][ h. Hardened steel gears

i. Permanent |ubrication

j. Mtors that are thermally or inpedance protected agai nst overl oad
damage.

k. Any other hardware and equi pnment as needed to provide a fully
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functional pan-tilt done. Provide pan novenent of 360 degrees and
tilt movenent of at |east plus or mnus 90 degrees. Pan speed nust be
at |l east 20 degrees per second and tilt speed be at |east 10 degrees
per second.

2.5.1.3.6 Ext eri or Donme Housi ng

[

Provi de done housi ng capabl e of being nounted by pendant, pole, ceiling,
surface, or corner as shown on the draw ngs and constructed to be dust and
water tight, and fully operational in 100 percent condensing hum dity.
Purge the housing of atnospheric air and pressurize with dry nitrogen
Provide a fill valve and overpressure valve with a pressure indicator
visible fromthe exterior. The housing is to be equipped with

suppl enentary canera mounting bl ocks or supports as needed to position the
specified canera and lens to maintain the proper optical centerline.

Provide all electrical and signal connections required for camera and | ens
operation. The housing is to provide the environment needed for canera
operation. The lower donme is to be black opaque acrylic with a |ight
attenuation factor of not nore than 1 f-stop. Provide housing with:

a. |Integral pan-tilt conplete with wiring

b. Wring harnesses

c. Connectors

d. Receiver-driver

][e. Pan-tilt control system

][f. Pre-position cards

][g. Heavy duty bearings

][ h. Hardened steel gears

i. Permanent |ubrication

j. Mtors that are thermally or inpedance protected agai nst overl oad
damage.

k. Any other hardware and equi pnment as needed to provide a fully
functional pan-tilt done. Provide pan novenent of 360 degrees and
tilt nmovenent of at |east plus or mnus 90 degrees. Pan speed nust be
at |l east 20 degrees per second and tilt speed be at |east 10 degrees
per second.

.5.1.3.7 Exterior Wall Mbunt

Provi de exterior camera wall mount that is [406.4] [609.6] [914.4] | ]
mr [16] [24] [36] [ ] inches |long, and has an adjustable head for
mounting the canera. The wall nount and head nust be constructed of

al um num stainless steel, or steel with a corrosion-resistant finish.
Provi de adjustable head for at |east plus and m nus 90 degrees of pan, and
at least plus and mnus 45 degrees of tilt. |If to be used in conjunction
with a pan-tilt, provide bracket w thout the adjustable mounting head, and
a bolt hole pattern to match the pan-tilt base.
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2.5.1.3.8 Pan-Tilt Mount
a. Provide pan-tilt mount capable of supporting the camera, |ens, and

housi ng specified that is weatherproof and sized to accomopdate the
canera, |lens and housi ng wei ght plus maxi nrum wi nd | oadi ng encount ered
at the installation site if the pan-tilt is to be nmounted outdoors.
Provide pan-tilt with:
(1) Heavy duty bearings
(2) Hardened steel gears
(3) Externally adjustable Iimt stops for pan and tilt
(4) Mechanical, dynamc, or friction brakes

(5) Permanent |ubrication

(6) Motors that are thermally or inpedance protected agai nst overl oad
damage.

b. Provide pan novenent of 360 degrees pan rotation, a mninumtilt
nmoverrent of plus and minus 90 degrees. Manual pan speed nust be a

m nimumof [0 to 80 degrees per second] | ], and a mininumtilt
speed of [10 degrees per second] | ]. A mninmmautomtic pan
speed of [280 degree per second] | ] and tilt speed of [160 degree
per second] | ].

c. The pan-tilt is to be supplied conplete with wiring, wring harnesses,
connectors, receiver-driver, pan-tilt control system pre-position
cards, or any other hardware and equi pnent as needed to provide a
fully functional pan-tilt mount to fulfill the site design
requi renents.

2.5.1.3.9 Expl osi on Proof Housi ng
The expl osi on proof housing nmust nmeet the requirenents in paragraph
"Component Encl osure" for hazardous | ocations. Configure housing to
provi de a tanper resistant enclosure and supply with the proper mounting
brackets for the specified canera and |ens.

2.5.2 Thermal |maging System

I P Ther mal Caner as

a. Provide an integrated thernmal imaging device in an environnental
encl osure.

b. Provide a native digital imge fromthe i mage sensor to the | P video
stream

c. Provide of an uncool ed, sun-safe anorphous silicon micro bol oneter
| ong-wavel ength infrared (LWR) canera capabl e of 640 x 480 and 384 x
288 resolution formats.

d. Provide a tenporal Noise Equival ent Tenperature Difference (NETD)

bel ow 50K at f/1.0 capable of nultiple display formats including
white hot, black hot, and rainbow.
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e. Allowfor input voltage of [24 VAC], [24 VDC], [or] [a sel ectable
power source of [120] [230] VAQ.

f. Provide a built-in heater and defroster and sun shroud in accordance
of paragraph "Conmponent Encl osure".

g. Support two simultaneous, configurable video streans. MPEG and H. 264
conpression fornats that are available for prinmary and secondary
streams with sel ectable Unicast and Miulticast protocols. The streans
are to be configurable in a variety of frame rates, bit rates, and
group of pictures (GOP) structures.

h. Use a standard Wb browser interface for renote adn nistration and
canera paraneter configurations.

i. Provide a [100Base-TX | ] network port for live streanming to a
standard Wb browser

j. Provide built-in video anal ytics.

.5.3 Vi deo Anal ytics (VA

.5.3.1 Sof t war e

Provi de capability range frombasic activity detection to the search

t hrough dat abases to pre-enpt serious incidents. The VAis to provide
graphic identified movenent identification, user-selectable nonitored
areas, conpensation for environmental novenent, and other features
speci fied when provided as a capability of the [DVR] [HVR] [NVR]. Provide
the foll ow ng features:

.5.3.1.1 Basic Motion Detection

a. Adaptive Motion

b. Abandoned bject

c. Object Renoval

d. Canmera Sabotage

e. Directional Mdtion

f. Object Counting

g. Loitering Detection

h. Stopped Vehicle

.5.3.1.2 Advanced VA

.5.3.1.2.1 Intruder ldentification

This refers to identifying unauthorized humans in specified areas within
the field of view

.5.3.1.2.2 Envi ronnent al Compensati on

Recogni zi ng and i gnori ng w nd-bl own debris, animals, background traffic,
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and so on.
.5.3.1.2.3 Counti ng

This refers to recognizing a quantity of a particul ar object noving or
activity perforned.

.5.3.1.2. 4 Directional ldentification

This refers to the ability to ignore objects noving in one direction
whi |l e al armi ng for objects nmoving in unauthorized directions.

.5.3.1.2.5 Item Recognition

This refers to activation when specific user-selected itens are renoved
from placed in, or passed through the field of view

.5.3.1.2.6 Subj ect Tracki ng

Hi ghlighting and following a specific person or itemas it noves about the
field of view, or fromthe field of view of one canera to anot her

.5.3.1.2.7 Mul tiple Subject Tracking

Hi ghlighting and followi ng multiple persons or itens sinultaneously as

t hey nove about the field of view, or fromthe field of view of one canera
to anot her.

.5.3.2 Enbedded VA

.5.3.2.1 Intelligent Video Analysis

a. Provide canera capable of processing and anal yzing video within the
canera itself, with no extra hardware required.

b. The canera is to be capabl e of detecting and sending alarms for
abnormal events.

c. The camera is to be configurable to analyze up to 10 different scenes
for one or nore of the follow ng events:

(1) Line Crossing
(2) Loitering
(3) Idle nject

(4) Renoved bject
(5) Conditional Change
(6) Trajectory Tracking
(7) Filters

d. The canmera is to allow users to set up to 10 separate profiles and
switch profiles based on a day, night, or holiday schedul es.

e. The camera is to support scene tours that automatically reposition the
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canera to each scene for a specified duration

f. The camera is to incorporate an Al arm Rul e Engi ne, enabling abnorna
events that VA detects to pronpt the camera to take one or nore
actions:
(1) Trigger a relay connected to an alarm siren, strobe, or both.
(2) Trigger a visual alert to be displayed on the operator's screen.
(3) Go to a specified scene (preset position).

.5.3.2.2 Motion Tracking with PTZ Caneras

a. The canera is to offer Intelligent Tracking to continuously track an
obj ect using pan, tilt, and zoom acti ons.

b. The canera is to provide automatic notion tracking using intelligent
vi deo anal yti cs.

c. Provide canera with the ability to follow an object continually when
passi ng behind a privacy mask.

d. Provide canera with the ability to restart tracking if a target starts
noving in the same area where the initial target stopped noving or if
the canera detects an object nmoving along the [ ast known trajectory.

e. The camera is to allow an operator to select an object to track in the
live image view.

.5.4 Color Video Mnitors
Except as specified, provide video nonitors that:

a. Are rated for continuous operation and incorporate printed circuit
board modul ar construction

b. Have printed circuit nodul es that are easily replaceabl e.

c. Use solid-state devices for electronic circuits.

d. Are constructed to provide rigid support for electrical systens so
that uni ntentional changes in alignnent or mcrophonic effects will
not occur during operation or novenent.

e. Incorporate circuit safety margins of not |ess than 25 percent where
possi ble, with respect to power dissipation ratings, voltage ratings,
and current carrying capacity.

f. Have a diagonal view ng angle that nominally neasures [482] [5610]
[1067] [1270] | ] mr [19] [24] [42] [50] [ ] inches for
nmoni tors, [LCD] [LED] displays.

g. Provide adequate safeguards to protect personnel from exposure to |line
vol tage during operation or adjustnent.

h. Have at least the follow ng essential requirenents:

(1) Resolution for [LCD] [LED] nobnitors to be: 43.18 centineter 17
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inch nonitors - 1280x1024, 500 TV lines (maximun); 510.5 mr 20.1
inch nonitors - 1600x1200 ( nmaxi nmum

(2) Ceonetry: No point in the active raster is to deviate fromits
correct position by nore than 2 percent of raster height.

.5.4.1 Mounting and ldentification
a. Munt monitors and other devices to facilitate easy replacenent.

b. The printed circuit board functions and conponent nunbers or markings
are to be easily read.

c. Munt nonitors in a [480 mm 19 inch rack] [desk top console].

d. Protect nonitors fromcircuit overloads by fuse or fuses in the power
source line. Munt power source |line fuses in finger-operated
extractor fuse posts. Fuse holders are to be located in a readily
accessi bl e position.

.5.4.2 Vi deo and Signal | nput

Monitors are to operate with video input requiring a one [HDM] [DVI]

nom nal conposite video signal switchable to either |oop-through or

i nternal 75-ohmterm nating i npedance.

Si gnal input connectors nmust be [HDM] [DVI] type.

.5.5 Anci | | ary Equi prrent
Equi pnent is to consist of the itens specified bel ow

.5.5.1 Vi deo Date and Ti ne Generator

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Provide a tinme server for |arger systens.
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The video tinme and date is to originate fromeither the canera, video,
vi deo recorder, [or time server].

.5.5.2 Canera ldentifiers

Label video signal fromeach canera using al phanuneric identifiers.
Canera al phanuneric identifiers may originate fromeither the canera or

t he video recorder.

.5.5.3 Video Recording

.5.5.3.1 Digital Video Recorder (DVR)

Provide DVR with [4] [8] or [16] | ] video channels. The DVR wil|l
record all caneras onto a hard drive and allow renpte network view ng via
[internet] [intranet] browser. Hard drive capability nust be sized to

store all cameras recording 24 hour a day, 7 days a week at [3] [6] [9]
[15] [ ] franmes per second per canera for [1] [2] [4] [____ ] weeks.
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2.5.5.3.2 Hybrid Vi deo Recorder (HVR)

Provide HYR with a maxi numof [8] [16] [24] or [32] [ ] anal og vi deo
channel s and a maxi mum [24] or [32] analog and I P caneras. The HVR wil |
record all caneras onto a hard drive and allow renpte network view ng via
[internet] [intranet] browser. Hard drive capability nust be sized to
store all cameras recording 24 hours a day, 7 days a week at [3] [6] [9]
[15] [ ] franes per second per canera for [1] [2] [4] [ ] weeks.

2.5.5.3.3 Net wor k Vi deo Recorder (NVR)

a. Provide NVR with an integral software ESS-CCTV server function
Dedi cated CCTV nonitors and authorized conputers networked to the NVR
are to be capable of view ng recorded and live video fromthe
network. The NVR is to be able to record and transmt video with up
to 30 fps at maxi num canmera resolution. The NVRis to network with
and utilize smaller, non-server computers at off-site camera |ocations
as local recorders.

b. Provide NVR with the capability to de-warp |ive and recorded images.

c. The storage nmenmory capacity of the NVR (including |ocal recorders) is
to be sufficient to store a mininumof [7] [14] [30] [ ] days of
video at [3] [6] [9] [15] | ] fps, [2.1] | ] megapi xe
resol uti on and be expandable for an increased capacity of | ] [ GB]
[ TB] and be capabl e of including Redundant Array of |ndependent Disc
(RAID) arrays [0] [1] [5] [10] [ ].

d. The NVR nust have the capacity to address and process up to [8] [16]
[24] [32] or [128] | ] dual -streanming caneras. The NVR nust
record all caneras onto a hard drive and allow renpte network view ng
via [internet] [intranet] browser. Hard drive capability nust be
sized to store all canmeras recording 24 hours a day 7 days a week at
[3] [6] [9] [15] | ] franes per second per canera for [1] [2] [4]
[ ] weeks.

2.5.5.3.4 Video Recording Performance
The video recording performance is to be as foll ows:

a. The [DVR] [HVR] [NVR] is to use nodul ar hard disk nedia, with a
digital format capacity of [160GB] [250GB] | ] per nodul e.

b. Provide a [4] [9] [16] [ ] channel triplex video nultiplexer
capabl e of perform ng encodi ng, recording and nultiscreen view ng
nodes simultaneously. Provide [4] [9] [16] channels of live,
si mul t aneous video images in which all [__] channels are refreshed at
[ ] frames per second

c. Provide a [10-100Base-T] | ] connection for record review and
canera view and control that is conpatible for a PC workstation
equi pped with latest [Mcrosoft Wndows | ] Professional operating
system software], [Mcrosoft Internet Explorer version | 11

[I nternet Browser Software].

d. PC workstation Viewing: |Include direct access fromthe ESS PC
wor kstations to each [DVR] [HVR] [NVR] via a Mcrosoft Internet
Expl orer Wb Browser. All necessary descriptive bookmarks and
shortcuts are to be prepared on each PC workstation to allow this
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direct access. All functions are to be accessible through HTM
commands froma user's web browser interface. Pictures are to be
avai l abl e for attachnent via a user-provided SMIP-based e-mai
transport system and included capability for 16 users and 3 user
access levels (admin, control and user).

I ncl ude sanpling at 720(H) by 480(V) and 320(H) by 240(V) (Pixe
Menory) with [ ] frames per second and 3-D scan conversion to enabl e
jitter-free stabilized pictures in a single frame. Moddes include:

(1) Energency

(2) Event

(3) Schedul e

(4) Manual Recording

Each canera is to support individual Recording Rate and Inage Quality
settings for each node (Emergency, Event, Schedul e and Manua
Recording). This array of Camera Recording Rate and |Inage Quality
settings by the Recording Mddes is to formone of four Program
Actions. The Program Action is to be assignable to a Tinme Table to
formone of 16 | ndependent Recording Profiles. Allow each Recording
Profile to be manual |y activated, activated via RS-232C interface,
automatically activated by Tinme Table, or activated by separate alarm
or energency inputs.

Digital display on the nonitor and al so recording of the follow ng
information to included:

(1) Year
(2) Month
(3) Day
(4) Hour
(5) Mnute
(6) Second

(7) Al phanuneric canera |location ID up to 8 characters. The [DVR]
[HVR] [NVR] is to feature video | oss detection on all channels.

Pre-event recording: Buffer at |east 20 seconds of pre-event pictures
si mul taneously for all individual canera channels.

Mot i on- based Recordi ng: Advanced integrated VMDis to be used to
detect a specific area, direction and notion duration for each canera
channel , independently and simultaneously. NModtion Search may be
executed for a single camera channel for a selected area on the image.

Disk Partitioning: Provide within the [DVR] [HVR] [NVR] an automated
di sk managerment and a RTOS (real -tine operating system) platformto

i nclude a m ni mum of [4.8] | ] TB of digital video storage on a
single partition.
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The video recording systemis to provide a choice of Physica
Partitioning as RAID [0] [1] [5] [10] [ ] or Disk Mrroring
redundant array recording. Al lowthe operator to be able to partition
the available recording areas in a Virtual Partition by Regul ar

Event, and Copy Partitions. Manually and Schedul ed recorded video
information is to be assigned to a Regular Recording Partition, which
may be overwitten. Event and Energency Recording Data is to be
assignable to an Event Partition, where i nage overwiting is be

prohi bited. Any copied data is to be able to be assigned to the Copy
Partition, which may be overwitten or saved as required.

Pl ayback: Permit direct canera selection for recording playback of
any of [4] [9] [16] [ ] video sources at the sanme tine as

nmul tiscreen viewi ng and nul ti pl exed canmera encoding (triplex

mul ti pl exer capability).

Mul ti pl exer Functions: Include an integral, programable switcher
wi th progranmable dwell tine and canmera order that autonatically
switches nultiple canmera i mages to enabl e sequential spot nonitoring
and simultaneous field recording. Provide switcher with separate
spot, nultiscreen, nultiscreen-RG, and cascaded vi deo nonitor

out puts. The unit must have full screen, [4] [7] [9] [10] [13] [16]
mul ti screen nmonitoring nodes.

Qut put s

(1) Provide via BNC fermal e connections [4] [9] [16] [ ] 1 ooping
outputs for all video source connections to external mnonitoring
systens including rmultiscreen and spot nonitor video outputs.

(2) Provide via RCA phone jacks [four] [ ] channel s of audio
connection, including audio | oop through

(3) Provide via H gh Speed (480 Mops) serial interface [one] | ]
Ext ernal Storage connecti on.

(4) Provide via H gh Speed (480 Mops) serial interface [one] | ]
Ext ernal Copy connecti on.

(5) Provide [two] [ ] independent Video Qutputs assignable to
[Miul tiscreen] [Spot functions].

(6) Provide [one] [ ] Cascade output for connecting [3] | ]
additional digital video recorders for centralized control using a
singl e video nonitor

(7) Provide virtual camera nunmber progranmm ng capability to support 64
canera channel s on a single system

(8) Provide [one] [ ] independent RGB Vi deo output, capable of
nmoni toring all DVR functions.

All canera selection buttons are to have Tri-State |ndication
correspondi ng to Recording, Viewi ng and Control functions on actual
[DVR] [HVR] [NVR] hardware. PC enulation is not an acceptable
alternative. Furnish the follow ng indicators:

(1) Alarm
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(2) Al arm Suspend

(3) Operate

(4) HDD1, Hard drive identifier

(5) Tinmer and Error indicators

(6) Camera Sel ection

(7) Iris

(8) Preset

(9) Camera Automatic Mde

(10) Pan-Tilt

(11) Set

(12) Jog D al

(13) Shuttle D al

(14) Setup-Esc

(15) Record

(16) Search

(17) Pl ay-Pause

(18) Pan-Tilt Sl ow

(19) Stop

(20) Pan-Tilt Go to Last

(21) Zoom Focus

(22) A-B

(23) Repeat

(24) shift

(25) Al arm Reset Buttons

Networking: Al [DVR [HVR] [NVR] recording, review, playback, canera
control and setup are to be available via the internally nounted
Network Interface. A [10-100Base-T] [____ ] connection for record
review and canera view and control will be required on a personal
conput er equi pped with Internet Browser Software and an Et hernet
100Base- T connection. Pernit direct canera selection for recording
pl ayback of any of [4] [9] [16] [ ] video sources at the sane tine
as multiscreen viewing and multipl exed canera encoding (triplex

mul ti pl exer mode). Support a mninmumof [8] [ ] simltaneous
clients viewing and [2] [ ] sinultaneous FTP sessions.
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2.

2.

2.

p. Power: The video recording equi prent nust have a power source of
[120] [230] VAC at [50] [60] Hz.

5.5.4 Canera Contro

Provi de access to canera functions and control for all cameras via the
nmul ti plexer for all camera control, set-up and alarm functions, including
preset sequence, digital notion detector nask set, and back |ight
conpensation set-up. Controllable canmera functions are to be accessible
via front panel controls or the optional systemcontroller. These
functions are to include:

(1) Direct access of preset position
(2) Zoom (near/far)

(3) Focus (near/far)

(4) Iris (open/close)

(5) Pan (left/right)

5.6 Canera Mounting Structures

EE R I R R S I R R I R I R I R S R R R R S I R R I R R R S S R S R R

NOTE: Show footing details on drawings. For a
canera pole, installation nmust nmeet the requirements
as specified in Section 33 71 01 OVERHEAD
TRANSM SSI ON AND DI STRI BUTI ON.  For sel f-supporting
towers, footings nust be designed in accordance with
UFC 3-301-01.

EE R R R I R R R R I R S R R R R O S R R S I R R R R R S R R R R

Provi de canera nounting structures designed specifically for CCTV
caneras. The structure is to accommpdate appropriate wiring pathways for
power and comuni cation as well as proper groundi ng and surge protection
Desi gn | oads for the canera nounting structure nust conformto TIA-222 and
al |l applicable addenduns of the TIA standard. Allowable pole deflection
is determ ned fromthe point of the camera nount and must not exceed 0.5
percent of the pole height under adjusted maxi mum w nd | oad conditi ons.
Adj ust ed maxi mum wi nd | oad conditions for deflection cal culations nust be
48 km per hour 30 miles per hour (nmph) or 35 percent of the basic w nd
speed as determ ned by TIA-222, whichever is greater. Confirm conpliance
to TIA standards by structure nanufacturer data or by analysis. Provide
addi ti onal measures as required to stabilize the canera if placed in an
environnent that is subject to induced vibrations such as heavy w nds or
excessive traffic.

6 SECURI TY COWAND CENTER ( SCC)

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The specific size and speed of the conputers
is directly related to the size and conplexity of
the installation along with the ESS software. The
foll owing mninumrequirenents are devel oped for

I DS, ACS, and CCTV workstations, enrollment center
equi prent (badgi ng station), admnistrative

wor kst ati on, and an Enterprise server.
EE IR I Sk S S I S S S I O R R R Rk S S Sk S O R R S Ik S I S R R Sk I O
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The SCC nust integrate all subsystens and comuni cations, and provide
operator control interface to the ESS system The conmponents are as
fol |l ows:

a. ESS Software
b. Monitoring Display Software
c. Gaphical Map Software
d. Printers
e. Controls and Display Integration
f. Enrollment Center Equi pnent
2.6.1 ESS Sof t war e
a. Provide comercial off-the-shelf ESS software that utilizes a single
dat abase for the subsystemintegrations provided under a single
operating environnent. The systemis to archive all events in a
dat abase stored either on a local hard drive or a networked dat abase
server. The software has to support configuration and simultaneous
noni toring of all subsystens.
b. Allow the networked PC workstation configurations connected via a
TCP/ 1P network. Adm nistrative tasks including configuration,
nmoni tori ng, schedul es, report generation and graphic display are
provi ded fromany PC workstation on the network. All system
progranm ng data rmust be instantly accessible to every PC Wrkstation
connected to the network. The systemis to utilize a non-proprietary
SQL- based, ODBC-conpliant dat abase, managed by Sybase Adaptive Server
Anywhere, M crosoft SQ. Server, or O acle.
c. Uilize a preenptive nulti-tasking operating system such as the
| atest M crosoft Wndows | ] Professional environnent, that is
mul titasking, with many processes running at the same time without
interference with each other and with higher priority tasks taking
precedence over |lower priority tasks.
d. Provide capabilities to define visual exclusion areas.
[ e. Provide de-warping software for panoram c cameras.
12.6.1.1 Alarm Call up

Support responses to alarns entering the systemw th each al arm capabl e of
initiating one or nore of the follow ng actions:

a. Sending alarmconmands to a CCTV systeminterface
b. Triggering [DVR] [HVR] [NVR] event recording

c. Activating output devices

d. Playing PC audio files

e. Controlling doors
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f. Display graphical naps associated with the al arm device

Provi de node of system operation that requires an operator to acknow edge
any alarm \Wile alarmis still active, the alarm cannot be cl eared.

.6.1.2 Pr ogr amm ng

Provide the capability of, but not limted to, the follow ng progranm ng
and functionality:

.6.1.2.1 Dayl i ght Savings Tine Adj ustnent

The ACU(s) and PCU(s) nust not need to be connected to the ESS in order
for the adjustnent to occur.

.6.1.2.2 Qperator Privil eges

Support an unlinited nunber of system operators, each with a unique |ogin
and password conbination. Operators are to be assigned privil eges based
on the | oops, commands, or progranming features that are available to each
i ndi vi dual operator

.6.1.2.3 AlarmPriorities

Provide the ability for each alarmdevice to be user configured to bel ong
to one of [10,000] [ ] priority levels which are assigned to an alarm
based on alarminportance. These priorities are to define which alarm
events to display on individually specified ESS workstations.

.6.1.2.4 Reports

Include integrated reporting capabilities as well as the ability to run
[Crystal Report] | ] tenpl ates.

.6.1.2.5 User Interface

The ESS progranming is to be nenu-driven, with "w zards" to assist with
software configuration, and include 'Help' information

.6.1.2.6 Messages
Permt the use of user-selected colors for event nessages.
.6.1.2.7 Graphi cs

Provide the capability to display a floor-plan graphic for card activity
and al armevents as part of the ESS integration

.6.1.2.8 Devi ce Status

Provide the capability to display the dynam c status of a user-selected
list of devices, including doors, inputs, and outputs.

.6.1.2.9 Di aghosti cs

I ncl ude di agnostic software tools that interface and query the hardware
for information and to i ssue commands.
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.6.1.2.10 Mandat ory Data Fi el ds

Requi re any cardhol der data field to be selected by the user as mandatory.
.6.1.2.11 User Defined Data Fields

Provide [20] [ ] unassigned data fields for storing user-defined data
t hat support user-defined |abels, and are user-configurable as plain text
fields or drop-down selection lists.

.6.1.2.12 Ar chi ve Dat abase

Incl ude a connection to an archi ve dat abase whi ch stores purged events and
del et ed programm ng and whi ch can be accessed for reporting.

.6.1.2.13 Pr ogr ammabl e Dat abase Backup

Include the capability of perform ng user-schedul ed database backups
wi t hout the use of third-party backup software.

.6.1.2.14 Pr ogr ammabl e Dat abase Pur gi ng

Include the capability of perform ng user-schedul ed database purging,
novi ng sel ected events to an archi ve dat abase when the events have aged a
user-speci fi ed number of days.

.6.1.2.15 Dat abase | nporting

Include the capacity to inmport user data froman ODBC data source (Access,
Excel , text).

.6.1.2.16 Dat a Exporting

Include the capacity to export data fromany table in the database to
either a [text] [HTM] [Excel] [Access] file in any user-selected order

.6.1.2.17 Event Log Qut put

Include the capacity to send a continuous stream of user-selected types of
event messages to a text file, serial port, or TCP/IP address.

.6.1.2.18 Data Audit Trai

Record changes to programm ng, recording the date and tine stanp of the
change, the name of the operator naking the change, and the nature of the
change. This data audit is to be available in history for reporting.

.6.2 ESS Monitor Display Software

ESS Monitor display software is to provide for text and graphic map

di spl ays that include zone and device status integrated into the display.
Different colors are to be used for the various conponents and real tine
data. Colors nust be uniformon all displays. Follow the color coding as
fol | ows.

a. FLASH NG RED to alert an operator that a zone has gone into an alarm
or that primary power has fail ed.

b. RED to alert an operator that a zone is in alarmand that the alarm
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has been acknow edged.

YELLOWto advise an operator that a zone is in access.

GREEN to indicate that a zone is secure or that power is on
Graphi cal Map Sof tware

ESS graphical map software is to show the [graphic and] visual data of
all subsystem devices. Use a [480] [533][762] [1066] [ ] mr [19]
[21] [30] [42] | ] inches, [LCD] [LED] flat screen display with
nessages displayed in the English | anguage. Provide graphical nmaps
showi ng a layout of all the protected facilities. Hi ghlight zones
corresponding to those nonitored by the ESS on the graphical maps.

Di spl ay status of each zone using graphical icons as required within
each designated zone

Provi de capability for graphical maps to be |inked together using a

| ayered tree structure. For exanple, a top-level map m ght be a top
view of the site and its buildings, the next |evel the individua

buil dings fl oor, followed by a nap of the area on a fl oor contai ning
the device in alarm Allow for [3] [6] [ ] layers of maps to be
defined for any given ESS device. To speed an incident |ocation, each
map | evel contains a clearly visible indicator as to which sub map the
operator should select next to find the device that is in alarm

The ESS may al so be configured to display a map automatically on a new
al arm presentation, providing the operator with pronpt visua
i ndi cation that an al arm has occurred.

The status of intrusion devices, access control readers, doors,
auxiliary monitor points, and auxiliary outputs is to be able to be
requested fromany map by sinply selecting the icon representing the
device and its current state will be displayed. CCTV canera control
digital video review, alarmpanel transactions and intercomrequests
are to be available for inclusion on the nap with the associ at ed
managenent nodul e install ed.

Al ow for SCC operators to change a current setting by pressing the
ri ght nmouse button anywhere on the screen or on a specific system
device icon. Pressing the right nouse button is to cause the
appropriate command options list to appear for selection
Confirmation is provided by reflecting the change in status on the
di splay after a command is sel ected.

The display of intrusion or auxiliary door alarms may be automatically
enabl ed or disabled by the use of tinmed comuands, either by device or
by a group of devices. This may be used, for exanple, to disable al
door alarns on internal doors, during nornal office hours.

Create maps using standard office tools allow ng drawi ngs to be
i mported in Jpeg, Bitmap, Wndows netafile, PDF or DXF file formats to
provi de maxi mum flexibility.

Printers

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: A shared printer can be used for reports and
alarns. If a project requirenment include the badge
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2.6.4.1 Report Printer

Provide a |aser text printer to generate reports that is a [USB] [wired
network (RJ45)] interface dry-type |laser process printer. Provide a
printer with the capability of holding a m ninumof 500 pages. The unit
must print a mnimum of 30 pages per minute at 600 dpi resol ution

2.6.4.2 Alarm Printer

Provide an alarmprinter interconnected to the SCC equi pnent with a
mnimmprint rate of 30 characters per second to produce hard copy of
system events. Printer neet requirements per paragraph REPORT PRI NTER

[2.6.4.3 Badge Printer

Provide a dye-sublinmation or resin thernal transfer type inmage printer for
Badge ldentification credentials that is capable of printing two sides,
edge to edge, directly onto a white-unfinished 0.030 PVC, PVH or PVCH card
at a rate of approxinmately 80 seconds per card. [Provide an encoder to be
an integral part of the printer with encoding conform ng to ABA Track 11
and ANSI specifications].

12.6.5 Control and Display Integration

I ntegrate human engi neer SCC controls so the entire SCC can be operated by
a single or nultiple operator(s). Integrate sw tching and nonitoring
conponents of the assessment subsystemw th the SCC so that SCC
operator(s) can effectively nonitor, assess alarnms and control the ESS.

[ Met hod of systemintegration nmust be as a single console. Provide
chassi s, and nodul es required for consol e SCC configuration.]

2.6.6 Enrol I ment Center Equi pnent

EE R R R S I R R I R R I R S R R R S R R R S I R I R I R R R R R S R R

NOTE: The designer will calculate if 25 percent is
adequate for future use. |If it is not, the designer
wi Il specify the correct percentage.

SCI F and SAPF enrol | nent equi pnent nust be inside
the SCIF or SAPF areas.

EE R R R S I R I R R I R S R R R R S R R I R R R S R R S R R

Provide enroll nment stations to enroll personnel into, and di senrol
personnel from the system database. The enrollnment equipment is to only

be accessible to authorized entry control enrollnment personnel. Provide
credential cards for all personnel to be enrolled at the site plus an
extra [25] | ] percent for future use. The enrollnent equipnent is to

i ncl ude subsystem configuration controls and el ectroni c diagnostic aids
for subsystem setup and troubl eshooting with the SCC. Provide a printer
for the enrollnent station which neets the requirements of paragraph
"Report Printer.

2.6.6.1 Enrol | nrent Center Accessories

a. Provide a steel desk-type consol e and equi prent racks. The console is
to be as specified in ECI A El A/ ECA 310-E and as i ndi cat ed.
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b. Rack-mount all equipnent in the consol e and equi pnment racks, except
for printer. Color coordinate the consol e and equi prent racks and
cabi nets, obtaining approved by the Contracting Oficer

c. Provide a | ocking cabinet approximately 1.8 m 6 feet high, 900 nm 3
feet wide, and 600 nr 2 feet deep with three adjustable shelves, and
two storage racks for storage of CDs, DVDs, printouts, printer paper,
i nk/toner, nmanuals, and other docunentation

.6.6.2 Enrol I ment Center |.D. Production

a. FEquip the enrollnent center with a high-resolution digital canera
structurally mounted, or provided with a reliable tripod. The canera
nodel is to be as recommended by the manufacturer of the ESS. Provide
conmer ci al off-the-shelf conponents.

b. Design and provide a lighting systemsufficient for quality,

still-video capture.

c. FEquip the enrollnent center with a die-sublimtion [ ] printer
capable of printing directly to the access control or 1.D.
credential. Provide printer toner kits and other printing supplies to

conplete the initial enrollnent by 200 percent.
.6.6.3 Enrol | ment Center Software

Provi de dat abase managenent functions for the system and all ow an
operator to change and nodify the data entered in the system as needed.
The enrol Il nment station is not to have any al armresponse or acknow edgment
functions as a programabl e system function. Miltiple, password-protected
access levels are to be provided at the enroll nent station. Database
management and nodification functions are to require a higher operator
access |l evel than personnel enrollment functions. Provide a neans for

di sabling the enroll nent station when it is unattended to prevent

unaut hori zed use.

Provide a nethod to enter personnel identifying information into the entry
control database files through enrollment stations to include a credential
unit in use at the installation. 1In the case of personnel identity
verification subsystens, this data is to include bionetric data. Allow
entry of this data into the system database files through the use of
sinmpl e nmenu selections and data fields. The data field nanes is to be
custom zed to suit user and site needs. All personnel identity
verification subsystens selected for use with the systemare to fully
support the enrollment function and be conpatible with the entry contro
dat abase files.

T COMVUNI CATI ONS

a. Comunications are to |link together subsystens of the ESS and be in
accordance with Section 27 10 00 BU LDI NG TELECOVMUNI CATI ONS CABLI NG
SYSTEM Interfaces between subsystens cannot be acconplished by use
of an el ectro-nechanical relay assenbly. Comrunications |inks nmust be
supervi sed. Provide commopn conmuni cations interface devices
t hroughout the ESS. Provide dry contact sensor to control unit
interface that is normally OPEN or normally CLOSED, except as
speci fied otherw se.
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b. Use digital, asynchronous, or multiplexed data control unit for
central alarmreporting and di splay processor interface. Goup
i ndi vidual data bits into word format and transnit as coded nessages.
I mpl enent interface with network swi tches which function as a
conmuni cati ons controller, performdata acquisition and distribution
buf feri ng nessage handling, error checking, and signal regeneration as
required to mai ntain conmmuni cations.

c. Provide totally automatic status changes comunicati on, conmands,
field initiated interrupts, and any other communications required for
proper system operation. Do not require system comruni cati on operator
initiation or response. Systemconmunication is to return to nornal
after any partial or total network interruption including power |oss
or transient upset. Autonatically annunciate comuni cation failures
to the operator with comunication |ink identification that has
experienced a partial or total failure.

7.1 Li nk Supervi si on
7.1.1 Hardwi re Direct Current Line Supervision

Provide only for the sensor to control unit |inks which are within the ESS
protected area. Supervise circuits by nonitoring changes in the current
that flows through the detection circuit and a term nating resistor of at

| east 2.2 K ohns. Supervision circuitry is to initiate an alarmin
response to opening, closing, shorting, or grounding of conductors by

enpl oying Class C standard line security. Cass Ccircuit supervisor
units are to provide an alarmresponse in the annunciator in not nore than
one second as a result of the followi ng changes in normal transm ssion
line current:

a. Five percent or nore in normal |ine signal when it consists of direct
current fromO0.5 through 30 mllianperes.
b. Ten percent or nore in normal line signal when it consists of direct

current from 10 microanperes to 0.5 m|lianperes.

c. Five percent or nore of an elenent or elenments of a conpl ex signal
upon which security integrity of the systemis dependent. This
tolerance will be applied for frequencies up to 100 Hz.

d. Fifteen percent or nore of an element or elenents of a conplex signal
upon which the security integrity of the systemis dependent. This
tolerance will be applicable for all frequencies above 100 Hz.

.7.1.2 Hardwi re Alternating Current Supervision

Supervision is not to be capable of conprom se by use of resistance,

vol tage, or current substitution techniques. Use this nethod on circuits
whi ch enpl oy a tone nodul ated frequency-shift keying (FSK)

i nterrogate-and-reply comruni cati ons nmet hod. Supervisory circuit are to
be i mune to transmi ssion |ine noise, crosstalk, and transients.

Term nate detection circuit by conplex inpedance. Miintain line
supervision by nonitoring current anplitude and phase. Size conpl ex

i npedance so that current |eads or lags the driving voltage by 0.785 plus
or minus 0.087 rad 45 plus or mnus 5 degrees.

Al arm when rns current changes by nore than 5 percent, or phase changes by
nore than 0.087 rad 5 degrees for supervision current of 0.5 to 30
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mllianmperes rnms. Alarmwhen rns current changes by nore than 10 percent,
or phase changes by nore than 0.139 rad 8 degrees for lines with
supervision currents of 0.01 to 0.5 millianperes. ldentified |ine

supervi sion al arm nmust be communi cated within one second of the alarm

.7.1.3 Hardwi re Digital Supervision

Local processors are to exchange digital data to indicate secure or alarm
at least every 2 seconds. Alarmif data is mssed for nore than one
second for passive supervisory circuits. Coding used for data cannot be
deci pherable by nmerely view ng data on an oscilloscope. Supervisory
circuits are to asynchronously transnmt bursts of digital data for
transponder schenes. Data pattern is to be randomin nature. Renpte
detectors are to receive data and encode a response based on a proprietary
codi ng scherne.

Provi de a uni que encodi ng scheme; [an industry-w de or vendor standard is
not acceptable.] Transnit encoded response back to supervisory circuit.
Supervisory circuit is to conpare the response to an antici pated
response. Alarmon failure of the detector to return a data burst or
return an incorrect response.

.7.2 Har dwi r e
.7.2.1 El ectrical Conductor Lines

a. Use electrical conductor lines for hardwire that rely on current path
except for electrical wires; neutral conductors of electrica
di stribution systenms cannot be used as signal transmtters.

b. Conductors outside the protected area are to be [shi el ded cabl e]
[buried] [[installed in rigid galvanized steel conduit] [installed in
electrical metallic tubing (EMI)] as specified in Section 26 20 00
| NTERI OR DI STRI BUTI ON SYSTEM . Supervision circuitry is not to
initiate nuisance alarnms in response to normal |ine noise, transients,
crosstal k, or in response to normal parametric changes in the |ine
over a tenperature range of nminus 35 to 52 degrees C 30 to 125 degrees
F

c. Anmbient current |evels chosen for |ine supervision nmust be sufficient
to detect tampering and be within the normal operating range of
el ectrical conponents. Report |ine supervision and tanper al arnms
regardl ess of node of operation

d. Provide hardwire links as specified in UL 1076 and Section 26 20 00
| NTERI OR DI STRI BUTI ON SYSTEM for interior applications w th additions
and nodifications specified. Conductors are to be copper. Conductors
for Iinks which also carry AC voltage, are to be No. 12 AWG mi ni num
singl e conductors for lowvoltage DC links are to be No. [14] [16] AWG
m ni mum Conductors are to be color coded. Conceal wiring in
fini shed areas of new construction and wherever practical in existing
construction if not otherw se precluded by the Government.

e. ldentify conductors within each enclosure where a tap, splice, or
termnation is nmade. ldentify conductors by plastic-coated,
sel f-sticking, printed markers or by heat-shrink type sl eeves.
Connect sensors, control units, and conmunication devices so that
renoval will cause a tanper alarmto sound. Pigtail or "T" tap
connections are not acceptable. Each conductor used for identica
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functions is to be distinctively col or-coded.
color-coded wire is to remain uni formthroughout circuit.
requi renents of paragraph TAMPER SW TCHES.

sw tches neet

2 Communi cati on Link

Provide a dedicated circuit conmmunication |link from sensor
Opening or closing a relay contact will
val ues or a relay closure or opening
within 76 m 250 feet of the sensing point.
alarmreporting and di splay processor are to
operate in a continuous interrogation and response node,
conmuni cati ons techniques at a data rate of

unit.
Convert analog signals to digital
control unit to centra

time-multiplexed digital
[5.12] [10.24] [ ] kil obaud.

Interrogati on and response conmuni cati ons between the contro
is to be half-duplex and bidirectiona
i nterrogation and one for
nore parall el
| east 22 AWG wire.

Conmuni cati on systemis to provide as
unit connections.

central processor
twi sted pair cable (one pair for
whi ch may have one or
lines are to be at
parallel to the hardwire link
many as [255] [ ] control

The conmuni cati on system nust

or other signal
conmuni cati ons syst em nust

Each circuit
Tanper

to control
i ndicate an al arm

Communi cati ons from

usi ng

unit and
on one dual
response),
branches. Individual control unit
Connect control wires in

mai ntai n specified performance over a
link ength of 2287 m 7500 feet when operating w thout
regenerating or anmplifying devices.
mai ntai n specified performance over a link

line repeaters
The

l ength of 22,865 m 75,000 feet when operating with signal-regenerating

i ne repeaters.

Control unit to central

alarmreporting and di spl ay processor

conmuni cations link is to al so be capabl e of operating over a naxi mum

of [two] [four] [
proprietary lines.

] standard voi ce grade tel ephone | eased or
Link is to be capable of operating half duplex

over a Type 3002 data transm ssion pair and be capabl e of nodul ar

expansi on. Tel ephone lines wll

be provided by the Government.
Coordi nate and check out system operation

Ceneral characteristics

and tel ephone line service are to be as foll ows:

Connecti ons

Two- or four-wre

| npedance at 1000 Hz

600 ohns

Transm tting |evel

0 to 12 dBm

Transm tting | evel adjustnent 3 dB increnents

Type Dat a

Direction Two-way al ternate (half duplex)

Maxi mum speed [1.2] [5.12] [10.24] [____ ] kil obaud
Maxi mum | oss at 1000 Hz 33 dB

SECTION 28 10

05 Page 89




2.7.

Radi o Frequency Link

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Radio frequency |inks may not be all owed on
some of Governnent facilities. Recommended usage
for RF links is as backup to hardwire Iinks or to a
renote | ocation | acking tel ephone Iines. As soon as
possi bl e, but no later than schematic design, the
desi gner nust contact the area radi o frequency
coordi nator (usually the base radio officer) to
determ ne the availability of radio frequencies and
to ensure that the using activity submts a DD Form
1494, "Application for Frequency Allocation," for a
Stage 1 ("Conceptual Devel opnent") allocation (see
DD Form 1494 Preparation CGuide). Stage 1 allocation
authority (i.e., approval) must be obtained prior to
adverti senent of the contract.

The 138 to 150.8 MHz band is the preferred range
since specific frequencies in this range are
reserved for DODI use. Frequencies in the 162 to
174 MHZ and 450 to 470 MHz bands are shared with
other users on a first-cone, first-served basis. In
order to avoid potential contract delays, the
frequency assignnent should be included in the
speci fication when possible. For additiona

i nformation, contact the base radio officer or

| ocal /regi onal contact responsible for frequency
al I ocati on.

EE R R R S I R R I R I R I R S R R R R S R R I R R R S R R R R R

a.

Provide a full duplex, supervised RF, polling systemspecifically used
for alarm data conmuni cati ons with conponents manufactured by one
manuf acturer operating in the VHF, [134 to 154 MHz] [ ] band.
Systemis to interface directly with ESS hardwire data |link from
control unit to central alarmreporting and display |ocation and is to
translate (reduce) the data rate for RF transm ssion, nodul ate and
denodul ate the data signal, and transmit and receive ESS data.

Provide a factory-tested conplete RF Iink which both automatically and
upon operator comrand transmits a signal with a unique identification
fromthe central alarmnonitoring location to the control unit

| ocations. Message receipt at control unit location is to be ignored
by all units except the addressee. Unit with the correct address is
to decode the interrogation signal and respond to the interrogation
with the status of the reporting sensors. Re-interrogate when the
addressee fails to respond. Al armupon failure to respond a second
tinme.

Renpte units in the RF systemare to be individually polled in turn
Polling response time and transm ssion data rate, data error rate, and
equi prent reliability is to ensure that overall ESS al arm annunci ation
time reliability and Pd i s not degraded.

Provide RF transnitters, receivers, or transceivers in sufficient
guantities to neet specified requirements. RF link transm ssions are
to be on one or nore of the frequencies within the specified band as
required to neet specified requirenments and neither interfere with

ot her ESS conponents nor any facility el ectronic conponents. Provide
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transmtters which are in accordance with applicable requirenents of
47 CFR 15.

e. Message types and content are to be identical to those transmtted by
ot her portions of the ESS data conmunications subsystem ESS al arms
sent by RF link are not to fail, and are to be transmitted by the RF
link due to event occurrence during "off air" periods. RF link is to
provi de nmessage transm ssion priority in the follow ng order

(1) Intrusion alarns
(2) Tanper al arns
(3) Access denial alarms

(4) O her alarnms on a first-in, first-out basis including |oss of
conmuni cation signal, fail-safe, |ow battery, and power | oss.

f. Provide [omidirectional, coaxial, half-wave dipole] [ ] ant ennas
for alarmtransnmitters and transceivers with a driving point inpedance
to match transmi ssion output. Provide antennas and antenna nounts
that are corrosion resistant and able to withstand wi nd velocities of
[160] [ ] km per hour [100] [ ] mph and physi cal danage caused
by vandalism Antennas cannot be nounted directly to any facility
fence or roofing system

g. Provide antennas fromthe same manufacturer as the rest of the RF
link. Provide coaxial cable in lengths as required. Cables are to
use PL-type fittings or connectors, properly protected agai nst
noi sture. Cables nust match transnitter output inpedance.

7.4 Data Encryption

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Data encryption should be used when required
by governing regul ations or when it has been

det erm ned that unaut horized persons may have access
to systeminterconmuni cati ons. The designer nust

i ndi cate which DTS circuits require data encryption
to include card reader to control panel circuits
when appropriate. The designer shoul d choose which
encryption is required. AES is the strongest but
may not be available fromall manufacturers, TDES
next, and DES is the | owest level of data
encryption. Data encryption nmust be in accordance
with NI ST FIPS 140-2

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

I ncorporate data encryption equi pment on data transmission circuits as
shown on the drawi ngs. The algorithmused for encryption nust be the

[ Advanced Encryption Standard (AES) al gorithm described in N ST FI PS 197]
of [TDES], ASC/ X9 X9.52, as a minimum Data encryption nmust be in
accordance with N ST FIPS 140- 2.

7.5 Net wor k Swi tch

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Designer to determine the hierarchy of the
networ k such as star, self-healing ring, etc. Layer
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3 switches should be considered for use throughout

t he design to accommpdate future network

requi renents. Verify the existing environnental
conditions to make sure the switch tenperature range
is conpliant. Determine if nmultinode fiber or
single node fiber is required for Qutside Plant

(OCSP) and Inside Plant (1SP) to accommpdate future
networ k requirenents.

Verify network switch with local activity
t el econmuni cati ons nmanager .

EE R R R S I R R I R I R I R S R R R R R R S R R I R I R R R R R R O

The smal|l formfactor pluggable (SFP) is to provide full-duplex
1000/ 100/ 10- Mops connectivity between swi tches over [multinode fiber
(MWF)] [single node (SM] infrastructures. Provide nobunting accessories
for a typical [field distribution box] [cabinet] [rack]. Rack

requi renents as specified in paragraph EQU PVMENT RACK

.7.5.1 I nsi de Pl ant

Provide a network switch for ESS systemwith [8] [12] [24] [48] | ]
SFP Et hernet ports. Allow dynam c port base security and rapi d spanning
tree protocol with VLAN assignnents for specific users regardl ess of where
the switch is connected. The switch will use AC i nput voltage nomi nal of
[120] [230] VAC at [50] [60] Hz. The switch is to be less than 2 Rack
Units (RU) and Layer 3 capable. The switch is to have the capability of
conmmandi ng a self-healing ring configuration. 1000Base-LX SFP Fast

Et hernet Interface Converter is to be a hot swappabl e device that plugs
into a Ggabit fiber SFP uplink port on the switch. The switch is to be a
fully nanaged power over Ethernet (PoE) to all ports. Provide switch
capabl e of using a Layer 3 (routed) port to connect to a LAN gateway port
for Internet and web base access. The Mean Tine Between Fail ure (MIBF)
nmust be greater than 210, 000 hours.

.7.5.2 Cut si de Pl ant

Provi de hardened managed Et hernet switch with a mininumof [6] [8] [12]
10/ 100/ 1000 switched RJ-45 ports and two 1000 Mo fiber ports designed for
uncondi ti oned out door applications. The switch is to be seal ed,
conduction cool ed, use a rugged case with no fans and no air vent

openi ngs. The anbi ent operating tenperature range is -40 to 75 degree C
40 to 170 degree F. The software includes SNVMP, S, Telnet, Security,
STP, VLAN, BootP / DHCP

.7.6 Vi deo and ESS Transm ssi on

EE R I R R S R I R I R I R S R R R R R S R I R I R I R R S R S R R R S

NOTE: Include industry standard for each cable type
on cabl e data sheets at the end of section

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Transmi ssion is to be by optical fiber dedicated to the associ ated
circuit. Video and ESS transm ssion cables nust conformto the industry
standards in [Section 27 10 00 BU LDl NG TELECOMMUNI CATI ONS CABLI NG SYSTEM
[33 82 00 TELECOVMUNI CATI ONS OUTSI DE PLANT (GCsSP)].

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Only conpression fittings for EMI conduit
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permtted. No set screw fittings all owed.

EE R I R R S I R R I R I R I R S R R R R S R I R R R R S R R R R S O

Install interior cable in [Rigid Metal Conduit (RMC)] [Electrical Metallic
Tubing (EMI)] conduit unless indicated otherwise. Cable is to be rated

for the installation nmethod i ntended. |Install exterior cable underground
installed in [Schedul e 40] [Schedul e 80] Polyvinyl chloride (PVC) conduits.

L7177 Wre and Cabl e

Rk Ik kR IR Rk O kO e S S R ARk Rk R R R e I O O R SRR I b S R R

NOTE: Designer to provide wire and cable data
sheets for each wire and cabl e type.

EE R R R S I R I R I R I R S R R R R O S R R S R R R R R R R R

Provide all wire and cabl e not indicated as Governnent-furni shed
equi prent. Wring rmust nmeet NFPA 70 standards and as indicated in the
Wre and Cabl e Data Sheets Attachnent at the end of this section.

.7.8 Digital Data Interconnection Wring

I nterconnecting cables carrying digital data between equi pnent |ocated at
the SCC or at a secondary control and nmonitoring site is to be optical
fiber cable. Interconnecting cables conformto the industry standards in
[Section 27 10 00 BU LDI NG TELECOVMUNI CATI ONS CABLI NG SYSTEM [33 82 00
TELECOVMUNI CATI ONS QUTSI DE PLANT (CSP)].

.7.9 Aboveground Sensor Wring

Sensor wiring is to be 20 AWG mi ni nrum tw sted and shielded, 2, 3, 4, or 6
pairs to match hardware. Provide nulticonductor wire with a PVC outer

j acket .

.7.10 Direct Burial Sensor Wring

Sensor wiring is to be 20 AWG mi ni nrum tw sted and shielded, 2, 3, 4, or 6
pairs to match hardware.

.7.11 Local Area Network (LAN) Cabling
Cabling rmust be in accordance with Tl A-568.2, Category 6.
.7.12 Cable Construction

Provide all cable conponents that will w thstand the environnment in which
the cable is installed for a m ni mumof 20 years.

. 8 SECURI TY LI GHTI NG | NTERFACE

Provide an interface for control of the security lighting system as
specified in [Section 26 55 53 SECURITY LI GHTING [ Section 26 56 00
EXTERI OR LI GHTI NG and as shown on the draw ngs.

[2.9 VEDI CAL FACI LI TY SYSTEM

EE R R R S R R I R R I R S R R R R S R R I R I R R S R R R R O

NOTE: |If the ESS design includes Mudical
Facilities, the designer to include additional
security features to meet the requirenents in UFC
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2.

4-510-01 Medical Mlitary Facilities.

If the ESS design includes Medical Facilities the
el evator control mnmust interface with | PAS

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

9.1

Infant Protection Al arm System (I PAS) Performance Requirenents

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The Hospital will have a method of notifying
responders to Medi cal Energenci es such as Radi o Page
or other Wreless Personal Comunications Devi ce.
Use the sane systemto notify the staff in the
protected area and any on site security team
designated by the facility users.

Rk Ik Sk kR IR R R O O Ok e S S R AR Ik R R O o O R O I S bk b R

a.

9.2

Fully integrate the IPAS with the ESS system Infant abduction al arns
(exit alarns and tag tanper alarns) fromthe | PAS are to be received
and processed the sane as all other alarnms and concurrently routed in
real tine to all Operator Wrkstations. Send notifications via radio
page or other wreless Personal Conmunications device to the security
unit staff, and paged to the nursing staff in the alarnmed unit.

The IPAS is to detect and report alarns if an attenpt is nmade to
renove an infant tag fromthe secured nursing area (exit alarm or of
an unaut horized removal of a tag strap froman infant (tag tanper

alarny.

Wrel ess readers are to adequately cover all areas of the secured
nursing units.

| PAS Maj or Conponent s

Maj or conponents of the |PAS include:

a.

b

Net wor k Adapt ers

I nfant Protection Workstations
RF Readers

I nfant Tags

Tag Straps

Ext ernal Rel ay Boxes

Door Position Switches

Done Lights with Buzzer Device
El ectromagnetic Locks & Power Supplies (part of Door Hardware)
Card Readers

(1) Renote Display Units (RDU)

(2) Infant Protection Software
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2.

9.3 I nfant Protection Operator Wrkstations

a. Operation, managenment and nonitoring of the Infant Protection Al arm
Systens are to be performed fromInfant Protecti on Wirkstations
located in the [Nurse Stations] [Labor and Delivery] [Mther Baby
Units] for the patient care units served. Locate an additiona

noni toring workstation at the [Nurse Team Center] | ] of the [Med
Surge Unit] [ ]. Functions performed at these workstations
i ncl ude:

(1) Managenent of the subsystemfor the protected unit
(2) Infant Tag inventory, activation and assignnent, and deactivation
(3) Strap inventory and use
(4) Infant data, tag and strap assignnment, and di scharge
(5) Alarmevent reporting and nmonitoring
(6) Activity and event reports
(7) Display of alarmreceivers and status
(8) Video display of alarned caneras
b. The infant protection operator workstations include:
(1) crU
(2) Conputer keyboard
(3) Mouse
(4) Two video monitors
(5) Printer

(6) Removabl e nmedia storage unit that provides for offline storage and
retrieval of event activity

9.4 Renote Display Unit

Locate a RDU and an associ ated card reader near the secure side of each
designated [exit door] [and elevator] to allow authorized staff to quickly
suspend an infant tag, so that an infant can be taken out of the secured
nursing unit wthout generating an exit alarm Allow authorized staff to
reactivate the infant tag when the infant is returned to the secured
nursing unit. The RDUis to be inoperative until activated by the

associ ated card reader when the card reader senses an access control card
froma staff menmber that is authorized to take the infant out of the
secured nursing unit. The RDUis to remain active for a progranmed short
period of time to allow the transaction to occur and then the RDUis to
autonmatically beconme inactive.

.9.5 Qperator Interface

The | PAS operator workstations is to enable the real-time display of any
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al arns on graphical floor plans. Provide graphical display with the
ability to select the follow ng views:

a. Al tags in the system or
b. A specific tag

The system operator interface is to enable tags to be easily
added or deleted fromthe system by either using a button press to
identify the tag ID code, or by typing in the tag |ID code.

.9.6 Al ar m Managenent

The IPAS is to support several different types of alarns for the tags,
i ncl udi ng:

.9.6.1 Tanmper Al arm

This indicates a strap attaching a baby tag has been tanpered or
di sconnected. Display the tag's nane, description, and location in the
alarmline.

.9.6.2 Near Exit Al arm

This indicates a tag has noved into the proximty of a nonitored exit door
or elevator. The tag nanme, description, and location is to be displayed
within 0.5 seconds on the | PAS Operator Workstation, transnmit the alarmto
radi o pagers carried by on-duty security and nursing staff, and transmt
the alarmto the system database and system COperator Wrkstations.

The IPAS is to activate the electrical |ocks on the doors to the protected
area. The doors will automatically unlock either upon the staff clearing
the alarm a power outage to the electrical |ock control, an independent
activation of the snmoke alarm system or water flow in the sprinkler
system The staff is to have the ability to unlock the doors at any tine
frominside the unit. The alarmevent is to also activate a done |ight

and buzzer at the door until the alarmis acknow edged. Activation of

| PAS will prevent the elevator from opening or stopping on the event floor.

.9.6.3 Battery Al arm

This indicates the battery of a tag is | ow and shoul d be replaced. D splay
the tag nane, description, and its location in the alarmline.

.9.6.4 Fai | ed Comuni cations Al arm

This indicates the network is not working or the database server has been
shut down. No tag l|ocation or alarmcan be perforned while this alarmis
active.

.9.6.5 Lost Alarm

This indicates the tag cannot be detected by any reader in the system

Di splay the tag nane, description, and its |ast-known |ocation in the
alarmline.

. 9.7 | PAS Area Wrel ess Tag Readers

The I PAS area wireless tag readers are to be able to be nounted either in
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the ceiling or on the walls. Provide readers with 360 degree coverage and
an effective read range as required by the IPAS. The systemis to assign
the tag to the reader with the highest signal strength if nore than one
area wirel ess reader detects the tag signal. Miltiple area wireless
readers are to be able to be installed in a single roomto narrow the

| ocation down to areas as small as a 10 foot radi us using signal strength
| evels. The area wireless readers are to operate at an unlicensed radio
frequency and have all necessary regul atory approvals.

.9.8 | PAS Door Wrel ess Reader

The | PAS door wireless readers are to be able to be nounted either in the
ceiling or walls. The readers are to transmt wthin an adjustable range
(distance fromand width of exit door) of each exit door to linmt ifant
tags detection within a very short distance of the exit door. The readers
are to support wireless fields synchronization if multiple door wreless
readers are used to cover a large entry area. The transmission field
generated by the door wireless reader is to include an encrypted |ID code
that can be decoded by tags that enter the field.

. 9.9 I nfant Tags and Straps

.9.9.1 Tag Characteristics

Technol ogy Very | ow power wireless transm ssion

Power Battery Rechargeabl e lithiumbattery with 5 year life
Transmi ssi on Rates As required

LED I ndi cation Low battery, transm ssion

Tag I D Uni que factory programed

Wat er Resi stance Wat er proof and conpletely seal ed housi ng

.9.9.2 Tag Features
a. Automatically activate when attached to a baby

b. Manufactured with latex free adjustable strap made from skin safe
material that includes a soft pad to prevent skin irritation

c. Have a re-adjustable strap to suit ankle shrinkage
d. Be easy to clean

e. Be nmanufactured with di sposable parts, ensuring re-use of tag up to
1000 tines w thout conprom sing hygiene |evel

f. Be rechargeable by placing themin a desktop charger that is supplied
with the system Miltiple tags can be recharging simultaneously

.9.10 | PAS Done Lights

Mount a done light configured with indicator |anps and a tone device over
exit doors from areas equipped with an IPAS. Ared light is to illumnate

SECTION 28 10 05 Page 97



and the tone sound when an exit alarmis activated. The Iight and tone
are to remain on until the exit alarmis acknow edged.

[2.9.11 Radi o Page I nterface

a. Unit istointerface with the radi o page system capability of Section
27 52 24 NURSE CALL SYSTEM This interface must be a hardwired
connection to an input port on the radi o page encoder

b. Route all alarns to the radio page systemfor transnission to
al phanuneric pagers carried by the security staff.

c. Transmitted al phanunmeric alarminformation is to include the type,
| ocation, date, and tinme of the alarmevent.

d. Infant protection alarmevent is to be radio paged to the nursing
staff in the patient care area where the al arm ori gi nat ed.

112.10 SURVEI LLANCE AND DETECTI ON EQUI PMENT

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: For Arny projects, contact the Electronic
Security System Mandatory Center of Expertise (ESS
MCX) for assistance in determning requirenents for
t hese devices. The ESS MCX e-nmail|l address is
AskESSMCX@isace. arny. m |
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2.10.1 Article Surveillance and X-Ray

Provi de X-ray package search system suitable for [automated] [nanual]
detection and material density identification. The article surveillance
is to function as a sensor or detector subsystem and connect to the | oca
processors and al arm noni toring.

The article surveillance and X-ray device are to provide adjustable
contrast and a surface area threshold setting. |Incorporate a |ong-term
i mage storage systemto docunent subsystem operations. The article
surveillance and X-ray device nmust have a m ni mum t hroughput rate of 600
packages per hour and be rated for continuous operation. The article
surveillance and X-ray device nust neet the requirenents of 21 CFR 1020,
Secti on 1020. 40

2.10.1.1 Si ze and Wi ght
The article surveillance and X-ray device is not to exceed 3.1 mlong, by
1.02 mwide, by 1.5 mhigh 120 inches |long, by 40 inches wi de, by 60
i nches high and not weigh nore than 910 kg 2000 pounds.

2.10.1.2 Local Audible Al arns
Provi de | ocal audi bl e al arm annunci ati on and automatic threat alert based
upon an adjustable contrast and a surface area threshold setting.
| mredi atel y communi cate to and annunciate al arns generated by the article
surveillance and X-ray device at the SCC.

2.10.1.3 Maxi mum Package Size

Al'l ow i nspection of packages and other articles up to 380 mmtall, by 610
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nmwi de and 1.5 mlong 15 inches tall, by 24 inches w de, and 60 inches
| ong.

.10.1.4 X- Ray Tube

Qutput fromthe X-ray tube is to be able to penetrate steel up to 3.2 nm
1/8 inch thick.

.10.1.5 El ectrica

The article surveillance and X-ray device is to operate fromthe power
source as indicated.

.10.1.6 Saf ety

I nclude dual l|ead-lined curtains at the entrance and exit to the conveyer
system package scanni ng region. The radiation exposure to operator for
each package i nspection rmust be no nore than 0.2 mlli-roentgens. The
article surveillance and X-ray device is not to adversely affect nmgnetic
storage nedia as it is passed through the device.

.10.1.7 Di spl ay

Use a standard 525 line [LCD] [LED] nonitor to present X-ray data to the
article surveillance and X-ray device operator. Configure the article
surveillance and X-ray device to provide at |east 64 gray scal e shades or
at least 64 distinct colors. The article surveillance and X-ray device is
to provide:

a. | mage enhancenent
b. Zoom
c. Pan

d. Split screen
e. Freeze-franme capabilities
.10.1.8 Conveyor

Provide article surveillance and X-ray device with a conveyor systemwith

foot switch controls. The conveyor is to be reversible and suitable for
intermttent operation with a mni num speed range of 0 to 0.18 m per second
0O to 35 feet per mnute.

.10.1.9 Material ldentification and Resol ution

The article surveillance and X-ray device is to be able to detect and
identify the full range of ferrous and non-ferrous netals, plastics, and
ot her contraband as required. The device resolution, including its
display, is to be sufficient to identify a 30 AWG solid copper wre.

2.10.2 Met al Det ector

a. The netal detector is to function as a sensor or detector subsystem
and connect to the local processors and alarmnonitoring. The mnetal
detector is to be rated for continuous operation. The netal detector
is to use an active pulsed or continuous wave induction detection
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field.

b. The netal detector is to create a field detection pattern with no
hol es or gaps fromtop to bottom and across the passage area, and
provi de 100 percent Faraday shiel ding of the sensor coil. The netal
detector is to incorporate nmeasures to nmnimze false alarnms from
external sources. Provide a synchronization nmodule to all ow
si mul taneous multiple netal detection subsystem operation, with no
sensitivity or function degradation, when separated by 1.5 m 5 feet or
nor e.

c. The netal detector is not to adversely affect nmmgnetic storage nedia.

d. Wen incorporated into an entry booth, the netal detector is to be
physically conpatible with the entry booth configurati on and connected
to the entry booth | ocal processor subsysten

2.10.2.1 Si ze and Wi ght

Freestandi ng netal detectors are not to exceed 1.0 mdeep, by 1.3 mwi de,
by 2.3 m high 40 inches deep, by 50 inches w de, by 90 inches high and
wei gh 160 kg 350 pounds or less. Metal detectors to be used in entry
control booths may have di mensions as needed to fit inside the entry
control boot h.

2.10.2.2 Local Al arns

Provi de netal detector with | ocal audible and visual alarm annunci ati on
that are also i Mmediately comunicated to and annunci ated at the SCC.

2.10.2.3 Material ldentification and Sensitivity

Provide netal detector with a continuously adjustable sensitivity contro
which allows it to be set to detect 100 grams of ferrous or non-ferrous
nmetal placed anywhere on or in an individual's body.

2.10.2. 4 Traffic Counter

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: If traffic counters are not required,
elimnate this paragraph
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Include a built-in traffic counter with nmanual reset capability. The
traffic counter is to be sensor actuated and automatically increnent each
time a person passes through the nmetal detector. The netal detector is

al so to provide visual pronpts directing the individual to proceed through
the nmetal detector at the proper tine or to wait until the metal detector
is reset and ready for another scan

2.10.2.5 El ectrica
The netal detector nust not dissipate nore than 250 Watts. Neither the
netal detector's sensitivity nor its functional capability is to be

adversely affected by power line voltage variations of plus or mnus 10
percent or |ess from nom nal val ues.
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2.11 BACKUP POVER

a. Intrusion alarnms are not to be generated as a result of power
swi tching; however, Provide a power switching indication and on-Iline
source at the alarmnonitor.

b. The systemis to automatically switch back to the prinary source upon
primary power restoration. Detect and report failure of an on-line
battery as a fault condition. Power products nust be in accordance
with Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM

c. Provide backup power to the prinmary power by [backup batteries in each
el ement or subsystem [uninterruptible power supply (UPS)].

[2.11.1 Uni nterrupti bl e Power Supply (UPS)

Backup power required for uninterrupted ESS operation [until a diese
engi ne generator set can assunme the full load] is to be provided by a UPS.

The UPS is to consist of a rectifier, battery and support racks, a static
inverter, static switch transfer, and a manual bypass switch. Provide UPS
with a continuous output to supply the maxi mum | oad requirements of the
ESS. Size the battery to sustain the UPS at full rated load [for [8] [24]
[ ] hours] [for 15 minutes] [until diesel engine generator set can
assune the load] [ ]. [The UPS is to be in accordance with Section

26 33 53 STATI C UNI NTERRUPTI BLE PONER SUPPLY (UPS). ]

1[2.11.2 Batteries

Provi de backup by dedicated batteries in renotely | ocated system el enents

i ncl udi ng individual sensors or control units. Batteries are to be an

i ntegral part of dispersed systemelenments when radi o frequency (RF)
operation is required. Batteries are to be capable of operation in any
position and be protected agai nst venting caustic chemnicals or funes

wi thin an equi prrent cabinet. Provide batteries capabl e of continuous
operation for up to [8] [24] | ] hours without recharge or repl acenent.

12.12 SURGE SUPPRESSI ON DEVI CES

Conply with requirements in Section 33 82 00 TELECOVMUNI CATI ON OUTSI DE
PLANT ( OSP)

2.13 COVPONENT ENCLOSURE
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NOTE: Designer will show on the draw ngs which
specific enclosure is needed. Show netallic

encl osures for very high security areas or when a
hi gher degree of tanper protection is desirable.
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Al arm encl osures with a tanper switch(es). Refer to paragraph "Tanper
Switch". Enclosures is to be forned and assenbled to be sturdy and
rigid. These include:

a. Consoles

b. Annunci at or housi ngs
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c. Power supply encl osures

d. Sensor control and term nal cabinets

e. Control units

f. Wring gutters

g. O her conponent housings

.13.1 Interior Sensor

Provi de sensors to be used in an interior environnent with a housing that
provi des protection against dust, falling dirt, and dripping noncorrosive
liquids. Refer to paragraph "Interior Enclosures"” for enclosure ratings.
.13.2 Exterior Sensor

Provi de sensors to be used in an exterior environnent with a housing that
provi des protection agai nst wi ndbl owmn dust, rain and spl ashing water, and
hose directed water. Sensors are not to be damaged by the ice formation
on the enclosure. Refer to paragraph "Exposed-to-Wather Encl osures" and
"Corrosion-Resi stant Encl osures"” for enclosure ratings.

.13.3 I nterior Enclosures

Encl osures to house equiprment in an interior environnent nust neet the
requi renents of NEVA 250 Type [12] [1] [ ].

.13.4 Exposed-t o- Weat her Encl osur es

Encl osures to house equi prent in an outdoor environment nmust neet the
requi renents of NEVA 250 Type [3R] [4] [4X] [ ].

.13.5 Corrosi on- Resi st ant Encl osures

Encl osures to house equiprment in a corrosive environnent nust neet the
requi renents of NEVA 250 Type 4X

.13.6 Hazar dous Envi ronment Equi prent

Al systemelectronics to be used in a hazardous environnment nust be
housed in a netallic enclosure which neets the requirenments of paragraph
"Hazar dous Locations."

.13.7 Met al Thi ckness

Thi cknesses of netal in cast and sheet nmetal enclosures of all types nust
be not less than those listed in Tables 8.1, 8.2, and 8.3 of UL 1610 for
al arm conponents, and NEVA |ICS 2 and NEMA | CS 6 for other encl osures.
Sheet steel used in enclosure fabrication is to be at |east 16 gage;
consoles are to be at |east 18 gage.

.13.8 Doors and Covers
a. Doors and covers are to be flanged. Provide tight pin hinges or the

ends of hinge pins are to be tack welded to prevent ready renoval
where doors are nounted on hinges with exposed pins.
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2.

b. Provide doors having a latch edge length of |ess than600 nmm 24 inches
with a single | ock. Provide the door with a three-point |atching
device with | ock where I atch edge of a hinged door is 600 mr 24 inches
or nore in length; or alternatively with two | ocks, one |ocated near
each end.

c. The covers of provided junction boxes to facilitate initial system
installation are to be held in place by tack wel ding, brazing, or
one-way SCrews.

.13.9 Ventil ation

Ventil ation openings in enclosures and cabinets nust conformto
requi renments of UL 1610.

.13.10 Mount i ng

Sheet nmetal enclosures are to be rated for wall nounting with top hole
slotted, unless otherwi se indicated. Mounting holes are to be in

posi tions which renmain accessi bl e when naj or operating conponents are in
pl ace and door is open, and be inaccessible when door is closed.

.13. 11 Label s

Label boxes containing connections that they contain ESS connections and
i ndicate that the box is part of the ESS system

.13.12 Test Points

Provide readily visible and accessible with nini mum di sassenbly of

equi prent to test points, controls, and other adjustnents inside

encl osures. Test points and other mai ntenance controls nust be readily
accessi ble to operator personnel

.14 EQUI PMENT RACK
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NOTE: The designer will provide a draw ng show ng

t he amount of rack space needed for the rack nounted
I DS, ACS, and CCTV equi prent, and pl acenment of the
equi prent in the rack. Coordinate the IDS, ACS, and
CCTV equi pment rack with actual equi prent being
instal | ed.
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Provi de standard 483 nm 19 inch electronic rack cabinets conformng to

UL 50 for the ESS systemat the SCC and renpte control and nmonitoring
sites as shown on the drawi ngs. Equi pnent rack nust be in accordance with
Section 27 10 00 BUI LDI NG TELECOVMUNI CATI ONS CABLI NG SYSTEM

.14.1 Label s

Provide a | abeling system for cabling as required by TIA-606 and UL 969.
Provide stenciled lettering for voice and data circuits using [thermal ink
transfer process][laser printer] | ].

15 LOCKS AND KEY LOCK

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

SECTION 28 10 05 Page 103



NOTE: Either round key or conventional key type

| ocks are acceptable for use. Selection should be
based on hardware availability at the time of design
and the requirenents for matching | ocks currently in
use at the site. If the locks do not have to be

mat ched to | ocks in use, and the designer has no
preference, all brackets may be renopved.
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2.15.1 Lock

Provi de | ocks on system encl osures for nai ntenance purposes that neet

UL 437 and are [round-key type, with three dual, one nmushroom and three
plain pin tunblers] [or] [conventional key type lock having a five
cylinder pin and five-point three position side bar conbination]. Keys
nmust be stamped "U.S. GOVT. DO NOT DUP.". Keys are only to be w thdrawn
when in the | ocked position. Key all maintenance |ocks alike and furnish
only two keys for all of these | ocks.

2.15.2 Key- Lock Operated Switches

Al'l key-lock-operated switches required to be installed on system
conponents are to be UL 437, [with three dual, one nushroom and three
plain pin tunblers,] [or] [conventional key type |ock having a five
cylinder pin and five-point three position side bar conbination]. Keys
nust be stanped "U. S. GOVT. DO NOT DUP.". Key-I|ock-operated switches are
to have two positions, with the key renovable in either position. Key al
key-1 ock-operated switches differently and furnish only two keys for each
key- 1 ock- oper at ed- swi t ch.

2.15.3 Construction Locks

Use a set of tenporary |locks during installation and construction. Do not
i nclude any of the tenporary locks in the final set of |ocks installed and
delivered to the Covernnent.

2.16 FI ELD FABRI CATED NAMEPLATES

Nanepl ates must conply with ASTM D709. Provide |am nated plastic

nanepl ates for each equi pment encl osure, relay, swi tch, and device; as
specified or as indicated on the drawi ngs. Each nameplate inscription is
to identify the function and, when applicable, the position

Nanepl ates are to be nelamine plastic, 3 mr 0.125 inch thick, white with
[ bl ack] [ ] center core. Surface is to be matte finish. Corners are
to be square. Accurately align lettering and engrave into the core.

M ni mum si ze of naneplates nmust be 25 by 65 mr 1 by 2.5 inches. Provide
lettering a mnimmof 6.35 mr 0.25 inch high normal bl ock style.

Nanepl ates are not be required for devices snmaller than 25 x 75 mm 1 x 3
i nches.

2.16.1 Manuf acturer's Nanepl ate
Each item of equipnent is to have a naneplate bearing the manufacturer's
nane, address, nodel nunber, and serial nunber securely affixed in a

conspi cuous place; the naneplate of the distributing agent will not be
accept abl e.
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2.17 FACTORY APPLI ED FI NI SH

El ectrical equipnment is to have factory-applied painting systens which
neets the requirements of the NEMA 250 corrosion-resistance test as a
m ni mum

PART 3 EXECUTI ON
3.1 | NSTALLATI ON

Install the systemin accordance with safety and techni cal standards

NFPA 70, UL 681, UL 1037, and UL 1076. Configure conponents within the
systemw th appropriate service points to pinpoint systemtrouble in |ess
t han 20 m nutes.
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NOTE: Electric nmetallic tubing (EMI) may be
considered for use if it is used solely within the
secure protected area.
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Install all system conponents, including any equi pnent that is furnished
by the Governnent, and appurtenances in accordance with the manufacturer's
i nstructions, |EEE C2 and as shown on the draw ngs, and furnish al
necessary connectors, term nators, interconnections, services, and
adjustnents required for a conplete and operabl e system

3.1.1 Exi sting Equi prent
Connect to and utilize existing equiprment, control signal transm ssion
lines, and devices as shown on the drawi ngs. Any equi pnment and signa
lines that are usable in their original configuration wi thout nodification
may be reused with CGovernnent approval.

Make written requests and obtain approval prior to disconnecting any

signal lines and equi pnent that creates equi pnent outage. Such work can
proceed only after receiving Governnent approval of these requests. |If
any device fails after work has commenced on that device, signal, or
control line, diagnose the failure and perform any necessary corrections
to the equi pment. The CGovernnent is responsible for nmaintenance and
repair of Government equi pnent. The Contractor will be held responsible

for repair costs due to negligence or abuse of Governnent equi pnent on
their part.

3.1.2 Software Install ation

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Coordinate Software Installation with
Covernnent's cybersecurity requirenents and

I nterpretations.
R R R R R R R R R

Load software as specified and required for an operational system

i ncl udi ng databases and specified prograns. Provide original and backup
copies on [optic discs] | ] of all accepted software, including

di agnosti cs, upon successful endurance test conpletion
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1.3 Encl osure Penetrations

Encl osures are to be penetrated fromthe bottom unl ess shown ot herw se.
Penetrations of interior enclosures having transitions of conduit from
interior to exterior, and penetrations of exterior enclosures are to be
seal ed with rubber silicone sealant to preclude the entry of water

Term nate conduit risers in a hot-dipped gal vani zed netal cable term nator
that is filled with a seal ant as recomended by the cabl e nanufacturer

and in a manner that does not damage the cable.

.1.4 Cabl e and Wre Runs

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

NOTE: Design requirenents nust conformto NFPA 70,
Section 26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM and
I CS 705-1.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Performrequired cable and wire routings per NFPA 70 [and] [ Section

26 20 00 | NTERI OR DI STRI BUTI ON SYSTEM ] [ICS 705-1], and as specified.
Term nate conduits including flexible netal and arnmored cable in the
sensor or device enclosure. Fit ends of conduit with insulated bushings.
Exposed conductors at ends of conduits external to sensors and devices are
not acceptabl e.

.1.5 Sol deri ng

Sol dered el ectrical connections rmust use conposition Sn60, Type AR or S,
for general purposes; use composition Sn62 or Sn63, Type AR or S, for
speci al purposes. Flux nust conformto ASTM B32 when Type S solder is
used for soldering electrical connections.

.1.6 Gal vani zi ng

Ferrous nmetal is to be hot-dip gal vani zed in accordance with
ASTM A123/ A123N. Provide screws, bolts, nuts, and other fastenings and
supports that are corrosion resistant.

Field welds or brazing on factory gal vani zed boxes, enclosures, conduits,
and so on, are to be coated with a cold gal vani zed pai nt contai ni ng at
| east 95 percent zinc by weight.

1.7 Condui ts

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Design requirenents for interior conduits
must conformto NFPA 70, Section 26 20 00 | NTERI OR
DI STRI BUTI ON SYSTEM and | CS 705-1. Design

requi renents for exterior conduits nmust conformto
NFPA 70, Section 33 71 02 UNDERGROUND ELECTRI CAL
DI STRI BUTI ON, and | CS 705-1.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Install interior conduits in accordance with NFPA 70, Section 26 20 00

| NTERI OR DI STRI BUTI ON SYSTEM and | CS 705-1. Install exterior conduits in
accordance with NFPA 70, Section 33 71 02 UNDERGROUND ELECTRI CAL

DI STRI BUTI ON and | CS 705-1
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3.1.8 Underground Cable Installation

Install underground conductors connecting protected structures and objects
to the central alarmupdating and display unit as direct burial or in
conduit as specified in Section 33 71 02 UNDERGROUND ELECTRI CAL

DI STRI BUTI ON. Coaxi al cabl e cannot be spliced.

3.1.9 Exteri or Fences

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Coordinate this requirement with requirenents
of Section 32 31 13 CHAIN LI NK FENCES AND GATES;

32 31 13.53 H G+ SECURI TY FENCES (CHAIN LI NK AND
ORNAMENTAL) AND GATES.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Prepare [existing fence] [new fence installation] to ensure a rigid fence
system for fence-nounted detection systeminstallation or a detection
system where | oose fence fabric m ght prove troublesone. A rigid fence
and fence fabric nust be provided to mnimze nuisance alarns. Fences are
to be additionally braced, provided with fabric ground anchors or curbs,
tensi oni ng devices, top or bottomrails or both, soft-seated gate | atches,
and re-anchored outriggers for barbed wire to ensure a vibration-free
installation. Relocate |arge, fence-supported signs to separate support
posts to preclude interference with fence detection systens.

3.1.10 Canera Housi ngs, Munts, and Pol es

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Designer will specify correct Section nunbers
for concrete canera pole foundations, electrica

wor k, and control signal cable.
ER R IR I I R R R R R I I I R R R R I I R R R R S I I I R R R R I I I I R R R S I I I R O I I I R R R S I I I

a. Provide a foundation for each canera pole as specified and desi gned.
b. Provide a ground rod for each canera pole and connect the canera pole
to the ground rod [as shown on the drawi ngs] [as specified in Section
33 71 01 OVERHEAD TRANSM SSI ON AND DI STRI BUTI ON. ]
3.1.11 Fiel d Applied Painting
Pai nt el ectrical equiprment as required to match finish of adjacent
surfaces or to neet the indicated or specified safety criteria. Painting
nmust be as specified in Section 09 90 00 PAINTS AND CQOATI NGS.
3.2  ADJUSTMENT, ALl GNVENT, SYNCHRONI ZATI ON, AND CLEANI NG
a. Cean each system conmponent of dust, dirt, grease, or oil incurred
during and after installation or accrued subsequent to installation
fromother project activities subsequent to installation

b. Prepare for system activation by manufacturer's recommended procedures
for adjustnent, alignment, or synchronization.

c. Prepare each component in accordance with appropriate provisions of
conponent installation, operations, and mai ntenance manual s.

d. Renove |large vegetation that nay sway in the wind and touch fencing.
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e. Adjust sensors so that coverage is [overlapping and] maxi m zed wi t hout
mut ual interference.

3  SYSTEM STARTUP
Do not apply power to the systemuntil after

a. Set up system equi pnent itenms and comuni cations in accordance with
manuf acturer's instructions.

b. Conduct a systemvisual inspection to ensure that defective equi prent
itenms have not been installed and that there are no | oose connecti ons.

c. Test and verify systemwiring as correctly connected.

d. Verify system grounding and transient protection systens as properly
instal | ed.

e. Verify the correct voltage, phasing, and frequency of the system power
suppl i es.

Satisfaction of the requirenents above does not relieve the contractor of
responsibility for incorrect installations, defective equipnent itens, or
collateral danmmge as result of Contractor work or equiprent.

.4 SUPPLEMENTAL CONTRACTOR QUALI TY CONTRCL

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: The Contractor quality control requirenents
for all electronic security projects, as stated in
Section 01 45 00 Quality Control, nust be included
in contracts, regardl ess of increase in project
cost. Normally this Contractor quality contro
requirenent is applicable to projects in excess of
$1, 000, 000.

EE R R R S I R R I R R I R S R R R S R R R S I R I R I R R R R R S R R

Provi de the services of technical representatives who are fanmliar with
all components and installation procedures of the installed system and
are approved by the Contracting Officer. These representatives are to be
present on the job site during the preparatory and initial phases of
quality control to provide technical assistance. These representatives
are also to be available on an as needed basis to provide assistance with
foll owup phases of quality control. These technical representatives are
to participate in the systemtesting and validation and provide
certification that their respective system portions nmeet the contractua
requi renents.

The above requirenments supplenent the quality control requirenents
specified el sewhere in the contract.

.5 ESS SYSTEM TESTI NG

Al ESS Testing requirenents are specified in Section 28 08 10 ELECTRI CAL
SECURI TY SYSTEM ACCEPTANCE TESTI NG
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6 ESS TRAI NI NG

Conduct training courses for [10] [ ] designated personnel in system
mai nt enance and operation. Coordinate training with the Government. The
training is to be oriented to the specific system being install ed.
Training content is to include training nmanual s and audi o-vi sua
materials. Deliver training manuals for each trainee with 2 additiona
copi es delivered for archiving at the project site. The manuals are to

i ncl ude an agenda, defined objectives for each | esson, and a detail ed
subj ect matter description for each | esson

Furni sh audi o-vi sual equi pnent and other training nmaterials and supplies.
Del i ver copies of the audio-visual materials to the Governnment either as a
part of the printed training manuals or on the sane nedia as that used
during the training sessions when course portions are presented using

audi o-vi sual materi al

6.1 ESS Training Qutline

EE R R R S I R R R I R S R R R R R O S R R I R R R R R R R R

NOTE: The designer will coordinate the training
requirenents with the installation and designate the
nunber of persons to be trained.

EE R R R S I R I R I R I R S R R R R S R R I R R R R R S R R O

Submit a training plan for the training phases, including type of training
to be provided, outline of training manual s, training course agendas, and
alist of reference material, for CGovernnent approval.

.6.2 Typi cal Training Day

A training day is defined as:

a. Eight hours of classroominstruction, with
(1) Two 15-nmi nute breaks
(2) One hour lunch break

b. Conduct ed:
(1) Monday through Friday

(2) During the daytinme shift in effect at a Governnent - provi ded
training facility

For guidance in planning the required instruction, assune that attendees
wi I I have a high school education or equivalent, and are fanmliar with
ESS. Approval of the planned training schedule is to be obtained fromthe
CGovernment at | east 30 days prior to the training.

6.3 ESS Admi ni strator Training

a. ACS and IDS Admi nistrator Training includes:

(1) [Two] [ ] eight-hour on-site training sessions

(2) Operating system procedures and configuration
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(3) Operator functions

(4) Database functions and setup

(5) Card hol der input and del eti on procedures

(6) Report generation

(7) Applications programnms (as applicable)

(8) Graphics generation and nanipul ati on

(9) Itens unique to the ACS and IDS interfaces with other systens

(10) System backup and restore

b. CCTV System Adni nistrator Training includes:

(1) [One] [____ ] eight-hour session on site

(2) Training is to include all administrator and operator functions,
and itens unique to the installed CCTV System and interfaces with
ot her systens.

3.6.4 ESS Operator Training

Coordi nate the operator training syllabus with the Governnment prior to
conducti ng operator training.

a. ACS and I DS Qperator Training includes:

(1) [Foyr] [ ] (one-day) [8] [ ] hour on-site training
sessi ons

(2) System operating procedures

(3) Systemconfiguration orientation

(4) Al arm acknow edgnent

(5) Alarmresponse | ogging

(6) Graphics functionality

(7) Items unique to the ACS and IDS interfaces with other systemns
b. CCTV Qperator Training includes:

(1) [Two] [____ ] (one-day) [8] [_____]1 hour on-site training sessions

(2) System operating procedures

(3) Systemconfiguration

(4) Video call-up

(5) Canera and nonitor contro
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(6) Graphics functionality

(7) Basic device terninology and troubl eshooting
6.5 Mai nt enance Personnel Training
The system nai ntenance course is to be taught at the project site after
endurance test conpletion for a period of five training days. A naximm
of [five] [ ] personnel, designated by the Governnent, will attend the
course. The training includes:
a. Physical |ayout of each piece of hardware.
b. Troubl eshooti ng and di agnosti cs procedures.

c. Component repair and repl acement procedures.

d. Maintenance procedures and schedules to include systemtesting after
repair.

e. Calibration procedures. Upon course conpletion, the students are to
be proficient in system maintenance.

f. Review of site-specific drawi ng package, device |ocation,
communi cation, topology, and flow

.6.6 Fol | ow up Trai ni ng

a. Provide [One] [two] | ] hour training session each nonth for [two]
[ ] months after initial training.

b. Followup training is to begin one nonth after initial training.

c. Training is to include testing for system conpetence.

T NAMEPLATE MOUNTI NG

Provi de nanepl ate nunber, location, and letter designation as indicated.
Fasten nanmepl ates to the device with a minimum of two sheet-netal screws
or rivets.

-- End of Section --
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