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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  accept ance t est i ng of  el ect r oni c 
secur i t y syst ems.   An el ect r oni c secur i t y syst em 
i ncl udes al l  equi pment ,  component s,  cont r ol  syst ems,  
devi ces,  and associ at ed sof t war e used t o secur e 
f aci l i t i es and asset s t hr ough i nt r usi on det ect i on,  
access cont r ol ,  and vi deo sur vei l l ance syst ems.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
pr esent .

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
as a Cr i t er i a Change Request  ( CCR) . .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

PART 1   GENERAL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   When t hi s speci f i cat i on i s used,  i t  wi l l  be 
i n conj unct i on wi t h UFGS 28 10 05 ELECTRONI C 
SECURI TY SYSTEMS ( ESS) .

For  Ai r  For ce pr oj ect s,  use t hi s speci f i cat i on i n 
conj unct i on wi t h appl i cabl e Ai r  For ce t est i ng pol i cy 
and st andar ds.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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1. 1   SUMMARY

Thi s speci f i cat i on def i nes t he pr ocess and pr ocedur es f or  i ni t i al  
accept ance t est i ng of  el ect r oni c secur i t y syst ems ( ESS)  t o i ncl ude 
i nt r usi on det ect i on,  access cont r ol  and vi deo as wel l  as associ at ed power  
and communi cat i ons.   Requi r ement s t o pl an,  conduct ,  and document  al l  
t est i ng act i v i t i es ar e cover ed al ong wi t h t he Gover nment  r esponsi bi l i t y  t o 
wi t ness t est i ng and r evi ew and appr ove submi t t al s.   Dur i ng t he cour se of  
t he accept ance t est ,  demonst r at e t hat ,  wi t hout  except i on,  t he compl et ed 
and i nt egr at ed ESS compl i es wi t h t he cont r act  r equi r ement s.

1. 2   DEFI NI TI ONS

The Gover nment  Repr esent at i ve i s a qual i f i ed i ndi v i dual  gi ven speci f i c  
aut hor i t y t o wi t ness syst em accept ance t est i ng and eval uat e t he r esul t s.

1. 3   SUBMI TTALS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a “ G”  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy 
and Ai r  For ce pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
For ce pr oj ect s,  or  choose t he second br acket ed i t em 
f or  Ar my pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
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wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES:

SD- 05 Desi gn Dat a

Test  Pl an;  G[ ,  [ _____] ]

SD- 06 Test  Repor t s

Fi nal  Test  Repor t ;  G[ ,  [ _____] ]

Pr e- Accept ance Test  Cer t i f i cat i on;  G[ ,  [ _____] ]

SD- 07 Cer t i f i cat es

Qual i f i cat i ons

1. 4   QUALI TY ASSURANCE

1. 4. 1   Qual i f i cat i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Adj ust  year s of  exper i ence r equi r ed f or  t he 
Test  Di r ect or ,  Oper at or ,  and Techni c i an t o r ef l ect  
t he s i ze and compl exi t y of  t he ESS.

Gover nment  per sonnel  may be al l owed t o par t i c i pat e 
i n t he r ol e of  Oper at or .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 4. 1. 1   Gener al

The Test  Di r ect or ,  Oper at or ,  and Techni c i an must  have pr i or  exper i ence 
wi t h t he speci f i c  equi pment ,  har dwar e and sof t war e i nst al l ed under  t he 
cont r act .

1. 4. 1. 2   Test  Di r ect or

The Test  Di r ect or  must  have at  l east  [ f i ve]  [ _____]  year s of  hands- on ESS 
exper i ence t o i ncl ude any combi nat i on of  desi gn,  i nst al l at i on,  t est i ng and 
mai nt enance.

1. 4. 1. 3   Oper at or

The Oper at or  must  have at  l east  [ t wo]  [ _____]  year s of  hands- on exper i ence 
i nst al l i ng and mai nt ai ni ng ESS wor kst at i ons t o i ncl ude bot h har dwar e and 
sof t war e.   The Oper at or  must  be capabl e of  demonst r at i ng al l  wor kst at i on 
f eat ur es and capabi l i t i es.

1. 4. 1. 4   Techni c i an

The t echni c i an must  have at  l east  [ t wo]  [ _____]  year s of  hands- on 
exper i ence i nst al l i ng and mai nt ai ni ng ESS f i el d equi pment  t o i ncl ude 
sensor s,  car d r eader s,  camer as,  l ocal  pr ocessor s,  and communi cat i ons 
equi pment .   The Techni c i an must  be capabl e of  demonst r at i ng al l  f eat ur es 
and capabi l i t i es of  ESS f i el d equi pment .   Qual i f i cat i ons may be met  by t he 
i ndi v i dual  exper i ence of  one t echni c i an or  by t he combi ned exper i ence of  a 
t eam of  t echni c i ans.
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[ 1. 4. 1. 5   Test  I nt r uder

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude t he qual i f i cat i ons f or  a t est  
i nt r uder  onl y i f  t he pr oj ect  i ncl udes i nt r usi on 
sensor s t hat  ar e act i vat ed by:  1)  an i nt r uder  movi ng 
t hr ough a vol umet r i c or  l i near  det ect i on pat t er n or  
2)  an i nt r uder  c l i mbi ng a f ence.   These sensor s 
i ncl ude passi ve i nf r ar ed,  act i ve i nf r ar ed,  
mi cr owave,  bur i ed por t ed coaxi al  cabl e,  and 
f ence- mount ed sensor s.   I nser t  t he al l owabl e hei ght  
and wei ght  r ange t o mat ch t he  desi gn basi s t hr eat   
f or  t he pr oj ect .   Be awar e of  t he secur i t y 
c l assi f i cat i on of  t he desi gn basi s t hr eat .   I f  
i nt r uder  hei ght  and wei ght  ar e c l assi f i ed,  do not  
i ncl ude t hese val ues i n t hi s speci f i cat i on.   Pr ovi de 
cl assi f i ed i nf or mat i on t o t he Cont r act or  t hr ough 
aut hor i zed channel s.

I f  t her e i s no desi gn basi s t hr eat  f or  t he pr oj ect ,  
use t he def aul t  hei ght  and wei ght  r ange whi ch 
cor r esponds t o t he aver age hei ght  and wei ght  of  a 20 
-  29 year  ol d mal e i n t he host  nat i on wher e t he si t e 
i s l ocat ed.

For  Ar my pr oj ect s,  cont act  t he El ect r oni c Secur i t y 
Syst em Mandat or y Cent er  of  Exper t i se ( ESS MCX)  f or  
assi st ance i n det er mi ni ng r equi r ement s f or  t he Test  
I nt r uder .   ESS MCX emai l  addr ess i s 
AskESSMCX@usace. ar my. mi l

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The pur pose of  t he t est  i nt r uder  i s t o act i vat e i nt r usi on sensor s i n a 
r eal i st i c and r epeat abl e manner .   The t est  i nt r uder  must  be bet ween 1780 
t o 1830 mm [ 70]  [ _____]  and [ 72] [ ____]  i nches t al l  and wei gh bet ween 80 t o 
85 kg [ 175]  [ ____]  and [ 190]  [ _____]  pounds.   The t est  i nt r uder  must  
possess suf f i c i ent  physi cal  st r engt h,  agi l i t y ,  and endur ance t o per f or m 
movement s r equi r ed f or  i nt r usi on t est i ng.   These movement s may i ncl ude,  
but  ar e not  l i mi t ed t o,  wal k i ng,  r unni ng,  cr awl i ng,  j umpi ng,  and cl i mbi ng.

] PART 2   PRODUCTS

Not  Used

PART 3   EXECUTI ON

3. 1   TEST PLAN

The Gover nment  wi l l  wi t ness al l  syst em accept ance t est i ng and endur ance 
t est i ng.   Obt ai n wr i t t en per mi ssi on f r om t he Gover nment  bef or e pr oceedi ng 
wi t h t est i ng.   Cl ear l y est abl i sh t he scope f or  ESS t est i ng pr i or  t o 
begi nni ng t est i ng.   Submi t  a Test  Pl an t hat  addr esses al l  t est i ng 
r equi r ement s t o i ncl ude t he f ol l owi ng t opi cs:

3. 1. 1   Per sonnel

I dent i f y t he Test  Di r ect or ,  Oper at or ,  Techni c i an,  [ Test  I nt r uder ] ,  and any 
ot her  per sonnel  t hat  wi l l  be per f or mi ng t est  act i v i t i es.
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3. 1. 2   Equi pment

Li st  al l  equi pment  t hat  i s  r equi r ed t o suppor t  t est i ng.   St at e t he pur pose 
of  each pi ece of  equi pment .   Descr i be equi pment  t hat  wi l l  be used t o 
enabl e voi ce communi cat i ons bet ween t he moni t or i ng l ocat i on and t he f i el d.

3. 1. 3   Pr ocedur es

Pr ovi de a st ep- by- st ep pr ocedur e f or  conduct i ng each f unct i onal  t est .   
Descr i be act i ons and expect ed r esul t s.   Ensur e t hat  f unct i onal  t est  
pr ocedur es addr ess per f or mance st andar ds descr i bed i n cont r act  
speci f i cat i ons especi al l y any pr obabi l i t y  of  det ect i on ( Pd)  and nui sance 
and f al se al ar m r at e ( NAR/ FAR)  r equi r ement s.   Pd and NAR/ FAR ar e not  
t ypi cal l y a concer n f or  i nt er i or  sensor s i nst al l ed per  manuf act ur er s 
speci f i cat i ons.   For  ext er i or  sensor s NAR/ FAR needs t o be ver i f i ed but  Pd 
may not  need t o be ver i f i ed i f  i nst al l ed I AW manuf act ur er s or  ser vi ce 
speci f i c  gui dance.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Exampl e ESS f unct i onal  t est  pr ocedur es may be 
downl oaded f r om 
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ f or ms- gr aphi cs- t abl es
These ar e i nt ended t o ai d t he Cont r act or  i n 
pr epar i ng t est  pl ans.

For  Ai r  For ce Pr oj ect s,  f ol l ow t he El ect r oni c 
Secur i t y Equi pment  ( ESE)  Mast er  I nst al l at i on 
Accept ance Test  and Tur nover  Pl an,  ESE- TP- 0023.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Downl oad exampl e pr ocedur es f r om 
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ f or ms- gr aphi cs- t abl es
 and r evi ew f or  appl i cabi l i t y  and compl et eness.   Adapt  exampl e pr ocedur es 
t o meet  speci f i c  pr oj ect  r equi r ement s and devel op addi t i onal  ones as 
needed.   Fol l ow TEST- MASTERTP0023- 005 f or  Ai r  For ce pr oj ect s.

3. 1. 4   Speci al  Pr ovi s i ons

Di scuss any speci al  t est  pr ovi s i ons such as f aci l i t y  access,  saf et y,  
i nt egr at i on wi t h exi st i ng syst ems,  and coor di nat i on wi t h ot her  wor k.

3. 1. 5   Test  Logs

Pr ovi de l ogs f or  r ecor di ng al l  dat a f r om f unct i onal  t est i ng and bur n- i n 
t est i ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Exampl e ESS t est  l ogs may be downl oaded f r om 
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ f or ms- gr aphi cs- t abl es
These ar e i nt ended t o ai d t he Cont r act or  i n 
pr epar i ng t est  pl ans.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Downl oad exampl e l ogs f r om 
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ f or ms- gr aphi cs- t abl es
 and r evi ew f or  appl i cabi l i t y  and compl et eness.   Adapt  exampl e l ogs t o 
i dent i f y each component  by l ocat i on t o meet  speci f i c  pr oj ect  component s 
and syst em t est  r equi r ement s.   Devel op addi t i onal  l ogs as needed.
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3. 1. 6   Schedul e

Pr ovi de an over al l  schedul e t hat  i ncl udes al l  t est i ng mi l est ones.

3. 2   PRE- ACCEPTANCE TESTI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Per f or m pr e- accept ance based on t he 
sponsor i ng act i v i t y r equi r ement s.   The cont r act or  
must  conf i r m syst em r eadi ness pr i or  t o schedul i ng 
t he syst em accept ance t est .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conduct  a compl et e t est  of  al l  f i el d equi pment ,  wor kst at i ons,  and cent r al  
syst em har dwar e and sof t war e i n accor dance wi t h t he appr oved Test  Pl an.   
The Test  Di r ect or  must  be on si t e t o conduct  a pr e- t est  i nspect i on and 
over see al l  t est i ng act i v i t i es.   Pr i or  t o t est i ng,  v i sual l y i nspect  al l  
ESS component s and cor r ect  wor kmanshi p and neat ness def i c i enci es as 
needed.   Dur i ng t he pr e- t est  i nspect i on,  ver i f y t he accur acy of  r edl i ne 
dr awi ngs and updat e dr awi ngs as needed.   Ver i f y and document  per f or mance 
of  each devi ce and syst em f eat ur e t o i ncl ude sensor  nui sance and f al se 
al ar m r at es.   Revi ew al l  posi t i oni ng and f i el d of  v i ew adj ust ment s f or  
each camer a vi ew i n day and ni ght  oper at i on.

Pr epar e and submi t  Pr e- Accept ance Test  Cer t i f i cat i on det ai l i ng t he r esul t s 
of  t he t est i ng.   Ref er  t o par agr aph FI NAL TEST REPORT f or  r equi r ed 
cont ent .   I ncl ude a cover  l et t er  s i gned by t he Test  Di r ect or  st at i ng t hat  
pr e- accept ance t est i ng has been compl et ed and t hat  t he syst em i s r eady f or  
accept ance t est i ng.

3. 3   SYSTEM ACCEPTANCE

Test  t he ESS i n accor dance wi t h t he appr oved Test  Pl an i n t he pr esence of  
t he Gover nment  Repr esent at i ve t o cer t i f y accept abl e per f or mance.   Ver i f y 
t hat  t he t ot al  syst em meet s al l  r equi r ement s of  t he speci f i cat i on and 
compl i es wi t h t he speci f i ed st andar ds.

a.   Demonst r at e t hat  t he compl et ed syst em compl i es wi t h t he cont r act  
r equi r ement s.   Usi ng appr oved t est  pr ocedur es,  al l  physi cal  and 
f unct i onal  r equi r ement s of  t he pr oj ect  must  be demonst r at ed and 
shown.   The SAT,  as speci f i ed,  i s  not  t o be st ar t ed unt i l  af t er  
r ecei pt  by t he Cont r act or  of  wr i t t en per mi ssi on f r om t he Gover nment .

b.   Begi n accept ance t est i ng upon ar r i val  of  t he Gover nment  Repr esent at i ve 
at  t he pr oj ect  s i t e.   Pl ace t he ESS i n nor mal  oper at i ng mode and 
eval uat e syst em per f or mance dur i ng t he t est i ng per i od.   I mmedi at el y 
r epor t  any def i c i enci es obser ved dur i ng t est i ng t o t he Gover nment  
Repr esent at i ve and di scuss possi bl e causes and cor r ect i ve measur es.   
Obt ai n Gover nment  appr oval  pr i or  t o maki ng any adj ust ment s,  r epai r s or  
modi f i cat i ons.   The Gover nment  r et ai ns t he r i ght  t o t er mi nat e t est i ng 
at  any t i me t he ESS i s f ound t o be i ncompl et e or  f ai l s  t o per f or m as 
speci f i ed.   Such t er mi nat i on of  accept ance t est i ng const i t ut es a 
FAI LED syst em accept ance t est .

c.   Upon t er mi nat i on of  t est i ng by t he Gover nment  or  by t he Cont r act or ,  
commence an assessment  per i od as descr i bed i n par agr aph Test  
Ter mi nat i on Assessment  Per i od.
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d.   Upon successf ul  compl et i on of  t he syst em accept ance t est ,  del i ver  t est  
r epor t s and ot her  document at i on as speci f i ed t o t he Gover nment  pr i or  
t o commenci ng t he endur ance t est .

3. 3. 1   Test  Ter mi nat i on Assessment  Per i od

I dent i f y al l  f ai l ur es,  det er mi ne causes of  al l  f ai l ur es,  r epai r  al l  
f ai l ur es,  and del i ver  a wr i t t en r epor t  t o t he Gover nment .   Ensur e t hat  t he 
r epor t  expl ai ns i n det ai l  t he nat ur e of  each f ai l ur e,  cor r ect i ve act i on 
t aken,  r esul t s of  t est s per f or med,  and r ecommend t he poi nt  at  whi ch 
t est i ng shoul d be r esumed.   Af t er  del i ver i ng t he wr i t t en r epor t ,  convene a 
t est  r evi ew meet i ng t o pr esent  t he r esul t s and r ecommendat i ons t o t he 
Gover nment .   Schedul e t he t est  r evi ew meet i ng at  l east  5 busi ness days 
af t er  r ecei pt  of  t he r epor t  by t he Gover nment .   As a par t  of  t hi s t est  
r evi ew meet i ng,  demonst r at e t hat  al l  f ai l ur es have been cor r ect ed by 
per f or mi ng appr opr i at e por t i ons of  t he syst em accept ance t est .   Based on 
t he Cont r act or ' s r epor t  and t he t est  r evi ew meet i ng,  t he Gover nment  wi l l  
det er mi ne t he r est ar t  dat e,  or  may r equi r e t hat  t he ent i r e t est  be 
r epeat ed.

3. 3. 2   Pr epar at i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Adj ust  t he not i f i cat i on r equi r ement  as needed 
t o accommodat e t he schedul i ng needs of  t he 
Gover nment  Repr esent at i ve.   Consi der  t r avel  pl anni ng 
i f  t he Gover nment  Repr esent at i ve' s nor mal  dut y 
l ocat i on i s not  t he pr oj ect  s i t e.   For ei gn t r avel  
may r equi r e sever al  weeks advance not i ce.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Not i f y t he Cont r act i ng Of f i cer  of  syst em r eadi ness [ 15]  [ _____]  days pr i or  
t o t he expect ed st ar t  dat e of  accept ance t est i ng.   Pr i or  t o accept ance 
t est i ng,  compl et e al l  c l ean- up and pat ch wor k r equi r ement s.   Ensur e t hat  
secur i t y equi pment  c l oset s and si mi l ar  ar eas ar e f r ee of  accumul at i on of  
wast e mat er i al s or  r ubbi sh caused by pr i or  i nst al l at i on wor k.

3. 3. 3   Per sonnel

Ensur e t hat  t he f ol l owi ng per sonnel  ar e on si t e t o per f or m t est  
act i v i t i es:   Test  Di r ect or ,  Oper at or ,  Techni c i an[ ,  and Test  I nt r uder ] .   
Ensur e t hat  t he Qual i t y Cont r ol  Manager  i s on si t e dur i ng accept ance 
t est i ng.

3. 3. 4   Vi sual  I nspect i on

Assi st  t he Gover nment  Repr esent at i ve i n conduct i ng a v i sual  i nspect i on of  
ESS equi pment  and wi r i ng.   Thi s i nspect i on wi l l  f ocus on t he gener al  
neat ness and qual i t y of  wor kmanshi p and compl i ance wi t h appl i cabl e codes 
and manuf act ur er s '  r ecommended i nst al l at i on met hods.   Pr ovi de a 
compr ehensi ve l i s t i ng of  i nst al l ed equi pment  and sof t war e,  sor t ed by 
l ocat i on,  al ong wi t h a compl et e set  of  ESS r ed l i ne dr awi ngs t o be used 
dur i ng t he i nspect i on.   Document  def i c i enci es i dent i f i ed dur i ng t he 
i nspect i on.
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3. 3. 5   Phased Test i ng

3. 3. 5. 1   Funct i onal  Test i ng

Dur i ng t he f unct i onal  t est i ng,  ver i f y syst em per f or mance i n accor dance 
wi t h t he appr oved Test  Pl an.   Recor d r esul t s i n appr oved Test  Logs and 
pr ovi de a wr i t t en expl anat i on of  each f ai l ur e t o i ncl ude cause,  cor r ect i ve 
act i on,  and r et est  r esul t .   Cont i nue f unct i onal  t est i ng unt i l  al l  t est s 
have been successf ul l y compl et ed wi t h no unr esol ved f ai l ur es.   Compl y wi t h 
r equest s f r om t he Gover nment  Repr esent at i ve t o r epeat  f unct i onal  t est s 
per f or med pr evi ousl y.   The Gover nment  r eser ves t he r i ght  t o r equest  t he 
Cont r act or  t o r epeat  al l  f unct i onal  t est s or  a r epr esent at i ve sampl i ng 
t her eof  as a means of  per f or mance ver i f i cat i on.   Document  al l  t est  r esul t s 
on appr oved Test  Logs.

3. 3. 5. 2   Syst em Act i v i t y Repor t s

Ret r i eve ar chi ved dat a f r om t he syst em and pr ovi de unal t er ed act i v i t y 
r epor t s as r equest ed by t he Gover nment  Repr esent at i ve.   Repor t s may 
addr ess any t ype of  act i v i t y t o i ncl ude al ar ms,  por t al  t r ansact i ons,  and 
vi deo ar chi ves.   Assi st  wi t h anal yzi ng r epor t s t o i dent i f y t r ends and 
anomal i es.

3. 3. 5. 3   Cor r ect i ve Act i ons

Cor r ect  any def i c i enci es i n coor di nat i on wi t h t he Gover nment  
Repr esent at i ve.   Mai nt ai n a punch l i s t  and r evi ew st at us at  t he end of  
each day.   Wor k di l i gent l y t o compl et e cor r ect i ve act i ons t he same day 
t hat  def i c i enci es ar e obser ved.   Add def i c i enci es not  cor r ect ed on t he 
same day t o t he r ewor k i t ems l i s t  mai nt ai ned by t he Qual i t y Cont r ol  
Manager .   Fai l ur e t o r esol ve punch l i s t  i t ems t o t he sat i sf act i on of  t he 
Gover nment  const i t ut es a FAI LED syst em accept ance t est .

3. 3. 5. 4   Endur ance Test i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Consi der  t he s i ze,  t echnol ogy t ypes,  and 
compl exi t y of  t he ESS i nst al l at i on pr oj ect  when 
speci f y i ng t he dur at i on of  endur ance t est i ng.   
Consi der  a 24- hour  bur n- i n t est i ng dur at i on onl y f or  
a ver y s i mpl e ESS i nst al l at i on i nvol v i ng no mor e 
t han 25 di scr et e component s.   Consi der  a bur n- i n 
t est i ng dur at i on gr eat er  t han 120 hour s f or  a 
pr oj ect  wi t h a l ar ge number  of  I DS zones,  especi al l y 
out door  per i met er  zones f or  whi ch nui sance and f al se 
al ar ms ar e a concer n.   Suggest ed t i me f r ames f or  
endur ance t est i ng based on t echnol ogy t ype ar e 
l i s t ed bel ow.

1.   Vi deo Syst em ( no Anal yt i cs/  Ar t i f i c i al  
I nt el l i gence ( AI ) ) :  3 t o 5 days

2.   Vi deo Syst em wi t h Anal yt i cs/ AI  = 5 t o 10 days

3.   ACS ( smal l )  < 20 r eader s:  3 t o 5 days

4.   ACS ( l ar ge) 20 < r eader s < 100:  5 t o 10 days

5.   I nt er i or  I DS ( Smal l )  < 7 i nt r usi on zones:  5 days 
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6.   Ext er i or  I DS sensor s ( Any si ze) :  > 9 days

1) Endur ance t est i ng f or  i nt er i or  I DS shoul d not  be 
l ess t han 5 days,  unl ess t he syst em i s ver y smal l  
based on t he number  of  i nt r usi on zones.

2)  Endur ance t est i ng f or  ext er i or  I DS shoul d not  be 
l ess t han 7 days

8.   Ent er pr i se I DS/ ACS/ CCTV = > 9 days

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Fol l owi ng t he successf ul  compl et i on of  t he f unct i onal  t est  and compl et i on 
of  al l  cor r ect i ve act i ons,  moni t or  al l  component s f or  a cont i nuous per i od 
of  [ 24]  [ 72]  [ 120]  [ _____]  hour s [ 5]  [ 7]  [ 10]  [ _____]  days upon wr i t t en 
appr oval  f r om t he gover nment  r epr esent at i ve.   Act i ve moni t or i ng wi l l  t ake 
pl ace f or  a t ot al  of  [ 24 hour s per  day]  [ 8 hour s per  day and st agger ed 
t hr oughout  dut y hour s t o sampl e nor mal  oper at i onal  and envi r onment al  s i t e 
condi t i ons dur i ng dayt i me and ni ght t i me hour s] .   Al l  event s,  anomal i es,  
and al ar ms wi l l  be r evi ewed,  assessed i n r eal  t i me,  and document ed.   Dat e 
and t i me of  each act i vat i on wi l l  be r ecor ded,  assessed f or  cause,  and 
not ed.   [ Event s t hat  occur  out si de t he 8- hour  wi ndow wi l l  be assessed 
dur i ng t he f ol l owi ng wor k per i od. ]   Al l  camer as ar e t o be r evi ewed f or  
oper abi l i t y  and cl ar i t y of  v i ew,  day,  and ni ght .

a.   The endur ance t est  must  demonst r at e syst em r el i abi l i t y  and 
oper abi l i t y .   The endur ance t est  wi l l  not  be st ar t ed unt i l  t he 
Gover nment  not i f i es t he Cont r act or ,  i n wr i t i ng,  t hat  t he syst em 
accept ance t est  i s  sat i sf act or i l y  compl et ed,  and cor r ect i on of  al l  
out st andi ng def i c i enci es has been sat i sf act or i l y  compl et ed.

b.   Pr ovi de 1 oper at or  t o oper at e t he syst em 24 hour s per  day i n addi t i on 
t o any Gover nment  per sonnel  t hat  may be made avai l abl e.   The 
Gover nment  may t er mi nat e t est i ng at  any t i me i f  t he syst em f ai l s t o 
per f or m as speci f i ed.

c.   Upon t er mi nat i on of  t est i ng by t he Gover nment  or  by t he Cont r act or ,  
commence an assessment  per i od as def i ned i n par agr aph Test  Ter mi nat i on 
Assessment  Per i od.   Ver i f y t he oper at i on of  each t er mi nal  devi ce 
dur i ng t he l ast  day of  t he t est .   Upon successf ul  compl et i on of  t he 
endur ance t est ,  del i ver  t est  r epor t s and ot her  document at i on as 
speci f i ed t o t he Gover nment  pr i or  t o accept ance of  t he syst em.

d.   The endur ance t est  f or  sensor s i s r equi r ed t o demonst r at e t he 
conf i gur at i on meet s t he r equi r ement s of  Sect i on 28 10 05 ELECTRONI C 
SECURI TY SYSTEMS ( ESS)  par agr aphs Fal se Al ar m Rat e and Nui sance Al ar m 
Rat e.   The Gover nment  Repr esent at i ve must  be di r ect l y not i f i ed i f  any 
sect i on of  t he f ence exceeds t he r equi r ement .   Upon coor di nat i on,  
r e- cal i br at e t he f ai l ed sect i on,  r epeat  f unct i onal  t est ,  and r est ar t  
t he endur ance t est  per i od f or  t hat  sect i on.

3. 4   FI NAL TEST REPORT

Submi t  a Fi nal  Test  Repor t  f ol l owi ng t he successf ul  compl et i on of  
accept ance t est i ng t o i ncl ude al l  f ai l ur es,  r emedi at i on,  and r esol ut i on of  
al l  punch l i s t  i t ems.   Addr ess t he f ol l owi ng t opi cs i n t he Fi nal  Test  
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Repor t :

3. 4. 1   Summar y

Pr ovi de a chr onol ogi cal  summar y of  al l  t est i ng.   Descr i be t est  act i v i t i es 
and r esul t s i n nar r at i ve f or m.

3. 4. 2   Per sonnel

Pr ovi de a l i s t  of  al l  Cont r act or  and Gover nment  per sonnel  who par t i c i pat ed 
i n t he t est i ng.

3. 4. 3   Test  Logs

Pr ovi de al l  compl et ed t est  l ogs al ong wi t h a t est  l og ver i f i cat i on s i gned 
by t he Test  Di r ect or .

3. 4. 4   Fal se and Nui sance Al ar m Rat es

Pr ovi de a t abul at ed and summar i zed l i s t i ng of  al l  event s based on t he 
syst em act i v i t y r epor t s.   Cat egor i ze ever y al ar m as one of  f our  t ypes:  1)  
Val i d/ Act ual ,  2)  Fal se,  3)  Nui sance,  or  4)  Test / Aut hor i zed Al ar m.

3. 4. 4. 1   Val i d or  Act ual  Al ar m

An al ar m r ecei ved due t o an act ual  i nt r uder  at t empt i ng t o ent er  or  
ent er i ng a pr ot ect ed ar ea or  at t empt i ng t o cr oss or  cr ossi ng a l i ne of  
det ect i on.

3. 4. 4. 2   Fal se Al ar m

An al ar m r ecei ved f or  whi ch no cause can be det er mi ned.   Typi cal l y,  f al se 
al ar ms ar e due t o agi ng or  mal f unct i oni ng equi pment  and communi cat i ons 
pat hways t hat  t he al ar m moni t or  cannot  assess.   Fal se al ar ms i n excess of  
est abl i shed r at es wi l l  cause compl acency and l ead t o unsecur e pr ot ect ed 
ar eas.

3. 4. 4. 3   Nui sance Al ar m

An al ar m r ecei ved due t o an i nf l uence f or  whi ch t he sensor  was desi gned t o 
det ect  but  whi ch i s not  r el at ed t o an i nt r usi on at t empt .   The i nf l uence 
t hat  caused t he al ar m must  be cl ear l y i dent i f i abl e.   These al ar ms f al l  
i nt o t hr ee cat egor i es:  pr event abl e,  mi t i gat abl e,  and unpr event abl e.  
Pr event abl e nui sance al ar ms t ypi cal l y i ncl ude per sonnel  usi ng i mpr oper  
ent r y/ exi t  pr ocedur es,  or  an unaut hor i zed i ncur si on i nt o t he sensor  zone.   
Pr event abl e nui sance al ar ms must  be i ncl uded i n t he nui sance al ar m r at e.   
Mi t i gat abl e nui sance al ar ms can i ncl ude:  an ani mal  ent er i ng i nt o t he 
sensor  zone;  a weat her  event  t ypi cal / nor mal  t o t he ar ea,  a noi se event  
( i . e. ,  a j et  t aki ng of f  i n af t er bur ner ,  a t r ai ni ng expl osi on f r om t he base 
r ange,  et c. ) ,  or  a sei smi c event  ( l ar ge vehi c l e v i br at i ons f r om r egul ar  
t r af f i c  i n t he ar ea) .   St eps must  be t aken t o r educe mi t i gat abl e event s 
such as cr i t t er / ani mal  cont r ol  f ences or  ani mal  abat ement ,  bi r d abat ement  
pr ogr ams such as Bi r d/ wi l dl i f e Ai r cr af t  St r i ke Hazar d ( BASH)  or  
r epr ogr ami ng t he syst em t o f i l t er  out  cer t ai n v i br at i ons/ noi ses.  
Mi t i gat abl e nui sance al ar ms must  be i ncl uded i n t he nui sance al ar m r at e.   
Unpr event abl e nui sance al ar ms can i ncl ude a weat her  event  not  
t ypi cal / nor mal  t o t he ar ea ( i . e. ,  t hunder st or m,  hur r i cane,  t yphoon,  et c. )  
or  ot her  at ypi cal  event s t o t he ar ea and wi l l  not  be i ncl uded i n t he 
nui sance al ar m r at e.   Nui sance al ar ms i n excess of  est abl i shed r at es wi l l  
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cause compl acency and l ead t o unsecur e pr ot ect ed ar eas.

3. 4. 4. 4   Test  or  Aut hor i zed Al ar m

An al ar m r ecei ved due t o aut hor i zed per sonnel  per f or mi ng r equi r ed t est i ng 
on t he ESS.   Test s can i ncl ude dai l y,  weekl y,  or  mont hl y oper at i onal  
checks as wel l  as accept ance,  quar t er l y,  semi - annual ,  or  annual  syst em 
f unct i onal  checks.

3. 5   Pr obabi l i t y  of  Det ect i on and Conf i dence Level

I f  Pr obabi l i t y  of  Det ect i on ( Pd)  r equi r ement s need t o be val i dat ed,  t hen 
Pd t est i ng must  be compl et ed.   The bi nomi al  t abl e bel ow uses a st at i st i cal  
met hod t o det er mi ne Pd and Conf i dence l evel  based on t he number  of  
sequent i al  annunci at ed al ar ms due t o t est  i nt r usi ons.   Regul at or y or  
cont r act ual  r equi r ement s wi l l  def i ne t he Pd and Conf i dence Level  needed 
f or  speci f i c  zones or  l i nes of  det ect i on.   I f  t he number  of  successi ve 
det ect i ons cannot  be met  wi t hout  a mi ssed det ect i on,  t hen adj ust ment s t o 
det ect i on sensor  cover age and sensi t i v i t y must  be made.

Pr obabi l i t y of  
Det ect i on

0. 9 0. 9 0. 95 0. 95 Number  of  Mi sses
Al l owed

Conf i dence Level 90% 95% 90% 95%

Number  of  I nt r usi on
At t empt s

22 29 45 59 0

38 46 77 93 1

52 61 105 124 2

65 76 132 153 3

78 89 158 181 4

91 103 184 208 5

       - -  End of  Sect i on - -
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