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SECTION 28 08 10

ELECTRONI C SECURI TY SYSTEM ACCEPTANCE TESTI NG
08/ 23
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NOTE: This guide specification covers the

requi renents for acceptance testing of electronic
security systens. An electronic security system

i ncl udes all equi pnent, conponents, control systens,
devi ces, and associ ated software used to secure
facilities and assets through intrusion detection
access control, and video surveillance systens.

Adhere to UFC 1-300-02 Unified Facilities Guide
Speci fications (UFGS) Fornmat Standard when editing
this gui de specification or preparing new project
specification sections. Edit this guide
specification for project specific requirenents by
addi ng, deleting, or revising text. For bracketed
itens, choose applicable iten(s) or insert
appropriate information.

Renove information and requirenments not required in
respective project, whether or not brackets are
present.

Conment s, suggestions and reconmended changes for
this gui de specification are wel come and shoul d be
as a Criteria Change Request (CCR).

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

PART 1 GENERAL

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: \When this specification is used, it will be
in conjunction with UFGS 28 10 05 ELECTRONI C
SECURI TY SYSTEMS ( ESS)

For Air Force projects, use this specification in
conjunction with applicable Air Force testing policy

and st andards.
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1

1

1 SUMVARY

Thi s specification defines the process and procedures for initial
acceptance testing of electronic security systems (ESS) to include

i ntrusion detection, access control and video as well as associated power
and comuni cations. Requirenents to plan, conduct, and docunent all
testing activities are covered along with the Governnent responsibility to
Wi tness testing and review and approve subnittals. During the course of

t he acceptance test, denonstrate that, w thout exception, the conpleted
and integrated ESS complies with the contract requirenents.

.2 DEFI NI TI ONS

The Governnent Representative is a qualified individual given specific
authority to witness system acceptance testing and evaluate the results.

3 SUBM TTALS

EE R I R R S I R R R I R I R S R R R R I R S I R R I R R R S R O S R R O

NOTE: Review submittal description (SD) definitions
in Section 01 33 00 SUBM TTAL PROCEDURES and edit
the following list, and correspondi ng submttal
items in the text, to reflect only the submttals
required for the project. The Guide Specification
technical editors have classified those itens that
requi re Governnent approval, due to their conplexity
or criticality, with a "G" Cenerally, other
submttal items can be reviewed by the Contractor's
Quality Control System Only add a “G to an item
if the submittal is sufficiently inportant or
conplex in context of the project.

For Arny projects, fill in the enpty brackets
following the "G' classification, with a code of up
to three characters to indicate the approving
authority. Codes for Arnmy projects using the

Resi dent Managenent System (RVS) are: "AE" for
Architect-Engineer; "DO'" for District Ofice

(Engi neering Division or other organization in the
District Ofice); "AO" for Area Ofice; "RO for
Resident Ofice; and "PO' for Project Ofice. Codes
following the "G' typically are not used for Navy
and Air Force projects.

The "S" classification indicates submttals required
as proof of conpliance for sustainability Guiding
Principles Validation or Third Party Certification
and as described in Section 01 33 00 SUBM TTAL
PROCEDURES.

Choose the first bracketed itemfor Navy and Air
Force projects, or choose the second bracketed item
for Arny projects.

EE R R R S I R R I R I R I R S R R R R S R I R I R I R R S R R S R R R

Covernment approval is required for submittals with a "G' or "S"
classification. Subnittals not having a "G' or "S" classification are
[for Contractor Quality Control approval.][for information only. Wen
used, a code following the "G' classification identifies the office that
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will reviewthe submttal for the Governnment.] Subnmit the following in
accordance with Section 01 33 00 SUBM TTAL PROCEDURES:

SD- 05 Design Data
Test Plan; ¢, [__ 1]
SD- 06 Test Reports
Final Test Report; C[, |
Pre- Acceptance Test Certification; C[, [
SD- 07 Certificates
Qualifications
1.4 QUALI TY ASSURANCE

1.4.1 Qualifications

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Adjust years of experience required for the
Test Director, Qperator, and Technician to refl ect
the size and conplexity of the ESS.

CGover nent personnel may be allowed to participate
in the role of Operator

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

1.4.1.1 Cener a

The Test Director, Operator, and Technician rmust have prior experience
with the specific equiprment, hardware and software installed under the
contract.

1.4.1.2 Test Director

The Test Director nust have at least [five] | ] years of hands-on ESS
experience to include any conbinati on of design, installation, testing and
mai nt enance.

1.4.1.3 Qper at or

The Operator must have at least [two] [ ] years of hands-on experience
installing and nmaintaining ESS workstations to include both hardware and
software. The Qperator nust be capable of denobnstrating all workstation
features and capabilities.

1.4.1. 4 Techni ci an

The technician nmust have at |least [two] [ ] years of hands-on
experience installing and maintaining ESS field equipnent to include
sensors, card readers, canmeras, |ocal processors, and conmuni cations

equi pnment. The Technici an nust be capabl e of denobnstrating all features
and capabilities of ESS field equipnent. Qualifications may be net by the
i ndi vi dual experience of one technician or by the conbined experience of a
team of technicians.
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[1.4.1.5 Test | ntruder

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Include the qualifications for a test
intruder only if the project includes intrusion
sensors that are activated by: 1) an intruder noving
t hrough a volunetric or linear detection pattern or
2) an intruder clinbing a fence. These sensors

i ncl ude passive infrared, active infrared,

m crowave, buried ported coaxial cable, and
fence-nounted sensors. Insert the allowabl e hei ght
and wei ght range to natch the design basis threat
for the project. Be aware of the security
classification of the design basis threat. |If

i ntruder hei ght and weight are classified, do not

i ncl ude these values in this specification. Provide
classified information to the Contractor through

aut hori zed channel s.

If there is no design basis threat for the project,
use the default height and wei ght range which
corresponds to the average height and wei ght of a 20
- 29 year old male in the host nation where the site
is |ocated.

For Arnmy projects, contact the El ectronic Security
System Mandatory Center of Expertise (ESS MCX) for
assistance in determning requirenents for the Test
Intruder. ESS MCX email address is
AskESSMCX@isace. arny. m |

EE R R R S I R R I R I R I R S R R R R R R S R R I R I R R R R R R O

The purpose of the test intruder is to activate intrusion sensors in a
realistic and repeatable manner. The test intruder nust be between 1780
to 1830 my [70] | ] and [72]] ] inches tall and wei gh between 80 to
85 kg [175] [ ] and [190] | ] pounds. The test intruder nust
possess sufficient physical strength, agility, and endurance to perform
noverments required for intrusion testing. These novenents may i ncl ude,

but are not limted to, wal king, running, crawing, junping, and clinbing.

] PART 2 PRODUCTS
Not Used

PART 3 EXECUTI ON

3.1 TEST PLAN
The Governnment will witness all system acceptance testing and endurance
testing. btain witten permission fromthe Governnent before proceedi ng
with testing. Cearly establish the scope for ESS testing prior to
beginning testing. Subnmt a Test Plan that addresses all testing
requi renents to include the follow ng topics:

3.1.1 Per sonne

Identify the Test Director, Operator, Technician, [Test Intruder], and any
ot her personnel that will be performng test activities.
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3.1.2 Equi pnent

List all equipnment that is required to support testing. State the purpose
of each piece of equipnent. Describe equipnent that will be used to
enabl e voi ce conmuni cati ons between the nonitoring |ocation and the field.

3.1.3 Pr ocedur es

Provi de a step-by-step procedure for conducting each functional test.
Descri be actions and expected results. Ensure that functional test
procedures address performance standards described in contract
specifications especially any probability of detection (Pd) and nui sance
and false alarmrate (NAR/ FAR) requirenents. Pd and NAR/ FAR are not
typically a concern for interior sensors installed per manufacturers
specifications. For exterior sensors NAR/ FAR needs to be verified but Pd
may not need to be verified if installed | AWmanufacturers or service
speci fic gui dance.

EE R I R R S I R R R I R I R S R R R R I R S I R R I R R R S R O S R R O

NOTE: Exanple ESS functional test procedures nay be

downl oaded from

http://ww. wbdg. org/ffc/dod/unified-facilities-guide-specifications-ufgs/for
These are intended to aid the Contractor in

preparing test plans.

For Air Force Projects, followthe Electronic
Security Equi pment (ESE) Master Installation
Accept ance Test and Turnover Plan, ESE-TP-0023.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

Downl oad exanpl e procedures from

http://ww. wbdg. org/ffc/dod/unified-facilities-guide-specifications-ufgs/forns-graphic
and review for applicability and conpl eteness. Adapt exanpl e procedures

to neet specific project requirenents and devel op additi onal ones as

needed. Fol | ow TEST- MASTERTP0023- 005 for Air Force projects.

3.1. 4 Speci al Provi sions

Di scuss any special test provisions such as facility access, safety,
integration with existing systens, and coordination w th other work.

3.1.5 Test Logs

Provide logs for recording all data fromfunctional testing and burn-in
testi ng.

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Exanple ESS test | ogs nay be downl oaded from
http://ww. wodg. org/ffc/dod/unified-facilities-guide-specifications-ufgs/for
These are intended to aid the Contractor in

preparing test plans.
EE IR I Sk S S I S S S I O R R R Rk S S Sk S O R R S Ik S I S R R Sk I O

Downl oad exanple | ogs from

http://ww. wbdg. org/ffc/dod/unified-facilities-guide-specifications-ufgs/forns-graphic
and review for applicability and conpl eteness. Adapt exanple logs to

identify each component by location to neet specific project components

and systemtest requirenents. Develop additional |ogs as needed.
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3.1.6 Schedul e
Provi de an overall schedule that includes all testing mlestones.

3.2 PRE- ACCEPTANCE TESTI NG

EE R R R S I R R I R I R I R S R R R R S R R I R R R R R S R R R O

NOTE: Perform pre-acceptance based on the
sponsoring activity requirenents. The contractor
must confirm system readi ness prior to scheduling
t he system acceptance test.

EE R R R S I R R I R I R I R S R R R R R R S R R I R I R R R R R R O

Conduct a conplete test of all field equipnment, workstations, and central
system hardware and software in accordance with the approved Test Pl an
The Test Director nmust be on site to conduct a pre-test inspection and
oversee all testing activities. Prior to testing, visually inspect al
ESS conponents and correct worknmanshi p and neat ness defici encies as
needed. During the pre-test inspection, verify the accuracy of redline
drawi ngs and update draw ngs as needed. Verify and docunent perfornance
of each device and systemfeature to include sensor nuisance and fal se
alarmrates. Review all positioning and field of view adjustnents for
each canera view in day and ni ght operation.

Prepare and submt Pre-Acceptance Test Certification detailing the results
of the testing. Refer to paragraph FINAL TEST REPORT for required
content. Include a cover letter signed by the Test Director stating that
pre-acceptance testing has been conpleted and that the systemis ready for
accept ance testing.

3.3 SYSTEM ACCEPTANCE

Test the ESS in accordance with the approved Test Plan in the presence of
t he Government Representative to certify acceptable performance. Verify
that the total systemneets all requirements of the specification and
conplies with the specified standards.

a. Denonstrate that the conpleted systemconplies with the contract
requi renents. Using approved test procedures, all physical and
functional requirements of the project nmust be denonstrated and
shown. The SAT, as specified, is not to be started until after
recei pt by the Contractor of witten permi ssion fromthe Governnent.

b. Begin acceptance testing upon arrival of the Government Representative
at the project site. Place the ESS in normal operating node and
eval uate system performance during the testing period. |mediately
report any deficiencies observed during testing to the Governnent
Representative and di scuss possi bl e causes and corrective neasures.
ot ai n Governnent approval prior to maki ng any adjustnents, repairs or
nodi fications. The Governnent retains the right to ternminate testing
at any tine the ESS is found to be inconmplete or fails to performas
specified. Such term nation of acceptance testing constitutes a
FAI LED system accept ance test.

c. Upon ternmination of testing by the Government or by the Contractor

conmence an assessment period as described in paragraph Test
Term nati on Assessnent Peri od.
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3.

d. Upon successful conpletion of the system acceptance test, deliver test
reports and ot her docunentation as specified to the Governnent prior
to commenci ng the endurance test.

3.1 Test Term nati on Assessnent Peri od

Identify all failures, determne causes of all failures, repair al
failures, and deliver a witten report to the Governnent. Ensure that the
report explains in detail the nature of each failure, corrective action
taken, results of tests perforned, and reconmend the point at which
testing should be resuned. After delivering the witten report, convene a
test review neeting to present the results and reconmendations to the
CGovernment. Schedule the test review neeting at |east 5 business days
after receipt of the report by the Governnent. As a part of this test
revi ew neeting, denonstrate that all failures have been corrected by
perform ng appropriate portions of the system acceptance test. Based on
the Contractor's report and the test review neeting, the Government will
determ ne the restart date, or may require that the entire test be
repeat ed

. 3.2 Preparation

Rk Ik kR IR R R Ok O e S O R AR Rk I R O o O R R R S O I S S S

NOTE: Adjust the notification requirenent as needed
to accommpdat e the schedul i ng needs of the
CGovernment Representative. Consider travel planning
if the Governnent Representative's normal duty
location is not the project site. Foreign travel
may require several weeks advance noti ce.

EE R R R S I R R I R I R I R S R R R R S R R I R R R S R R R R R

Notify the Contracting O ficer of systemreadi ness [15] | ] days prior
to the expected start date of acceptance testing. Prior to acceptance
testing, conplete all clean-up and patch work requirenents. Ensure that
security equi pnent closets and simlar areas are free of accunul ati on of
waste materials or rubbish caused by prior installation work

.3.3 Per sonnel

Ensure that the foll owi ng personnel are on site to performtest
activities: Test Director, Operator, Technician[, and Test Intruder].
Ensure that the Quality Control Manager is on site during acceptance
testing.

.3.4 Vi sual | nspection

Assi st the Government Representative in conducting a visual inspection of
ESS equi prent and wiring. This inspection will focus on the general

neat ness and quality of worknmanship and conpliance with applicabl e codes
and manufacturers' recommended installation nmethods. Provide a
conprehensive listing of installed equipnent and software, sorted by

| ocation, along with a conplete set of ESS red |ine drawings to be used
during the inspection. Docunent deficiencies identified during the

i nspection.
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3.

3.

3.5 Phased Testi ng
3.5.1 Functional Testing

During the functional testing, verify system performance in accordance
with the approved Test Plan. Record results in approved Test Logs and
provide a witten explanation of each failure to include cause, corrective
action, and retest result. Continue functional testing until all tests
have been successfully conpleted with no unresolved failures. Conply with
requests fromthe Government Representative to repeat functional tests
performed previously. The CGovernment reserves the right to request the
Contractor to repeat all functional tests or a representative sanpling

t hereof as a means of performance verification. Docunent all test results
on approved Test Logs.

.3.5.2 System Activity Reports

Retrieve archived data fromthe system and provide unaltered activity
reports as requested by the Governnent Representative. Reports my
address any type of activity to include alarns, portal transactions, and
vi deo archives. Assist with analyzing reports to identify trends and
anomal i es.

.3.5.3 Corrective Actions

Correct any deficiencies in coordination with the Governnent
Representative. Mintain a punch Iist and review status at the end of
each day. Work diligently to conplete corrective actions the sane day
that deficiencies are observed. Add deficiencies not corrected on the
sanme day to the rework items |list maintained by the Quality Control
Manager. Failure to resolve punch list itens to the satisfaction of the
CGovernnment constitutes a FAILED system acceptance test.

3.3.5.4 Endur ance Testing

EE R I R R S I R R I R I R I R S R R R R S R R I R R R I R R R R O

NOTE: Consider the size, technol ogy types, and
conplexity of the ESS installation project when
speci fying the duration of endurance testing.

Consi der a 24-hour burn-in testing duration only for
a very sinple ESS installation involving no nore
than 25 discrete conponents. Consider a burn-in
testing duration greater than 120 hours for a
project with a |arge nunber of IDS zones, especially
out door perineter zones for which nuisance and fal se
alarns are a concern. Suggested tine frames for
endur ance testing based on technol ogy type are

i sted bel ow

1. Video System (no Analytics/ Artificial
Intelligence (Al)): 3 to 5 days

2. Video Systemw th Anal ytics/Al 5 to 10 days
3. ACS (small) < 20 readers: 3 to 5 days
4. ACS (large)20 < readers < 100: 5 to 10 days

5. Interior IDS (Small) < 7 intrusion zones: 5 days
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6. Exterior IDS sensors (Any size): > 9 days

1) Endurance testing for interior IDS should not be
| ess than 5 days, unless the systemis very smal
based on the nunber of intrusion zones.

2) Endurance testing for exterior |IDS should not be
| ess than 7 days

8. Enterprise IDS/ ACS/CCTV = > 9 days

EE R R S I R R I R I R I R S R R R O S R R I R I R R S R R R R

Fol | owi ng the successful conpletion of the functional test and conpletion
of all corrective actions, nonitor all conponents for a continuous period
of [24] [72] [120] | ] hours [5] [7] [10] [ ] days upon witten
approval fromthe governnment representative. Active nmonitoring will take
place for a total of [24 hours per day] [8 hours per day and staggered

t hr oughout duty hours to sanple nornal operational and environnmental site
conditions during daytinme and nighttime hours]. All events, anonalies,

and alarnms will be reviewed, assessed in real tine, and docunented. Date
and time of each activation will be recorded, assessed for cause, and
noted. [Events that occur outside the 8-hour wi ndow will be assessed

during the following work period.] Al caneras are to be reviewed for
operability and clarity of view day, and night.

a. The endurance test mnust denobnstrate systemreliability and
operability. The endurance test will not be started until the
CGovernment notifies the Contractor, in witing, that the system
acceptance test is satisfactorily conpleted, and correction of al
out st andi ng defici enci es has been satisfactorily conpl et ed.

b. Provide 1 operator to operate the system 24 hours per day in addition
to any Government personnel that may be nade avail able. The
Covernment may terminate testing at any tinme if the systemfails to
perform as specified.

c. Upon term nation of testing by the Government or by the Contractor
conmence an assessnent period as defined in paragraph Test Terni nation
Assessnment Period. Verify the operation of each term nal device
during the last day of the test. Upon successful conpletion of the
endurance test, deliver test reports and other docunentation as
specified to the Government prior to acceptance of the system

d. The endurance test for sensors is required to denonstrate the
configuration neets the requirenments of Section 28 10 05 ELECTRONI C
SECURI TY SYSTEMS (ESS) paragraphs Fal se Alarm Rate and Nui sance Al arm
Rate. The Government Representative must be directly notified if any
section of the fence exceeds the requirenent. Upon coordi nation
re-calibrate the failed section, repeat functional test, and restart
t he endurance test period for that section

.4 FINAL TEST REPORT
Submit a Final Test Report follow ng the successful conpletion of

acceptance testing to include all failures, renediation, and resolution of
all punch list items. Address the followi ng topics in the Final Test
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Report:
4.1 Summary

Provi de a chronol ogi cal sunmary of all testing. Describe test activities
and results in narrative form

.4.2 Per sonnel

Provide a list of all Contractor and Government personnel who partici pated
in the testing.

.4.3 Test Logs

Provide all conpleted test logs along with a test |og verification signed
by the Test Director

.4.4 Fal se and Nui sance Al arm Rat es

Provide a tabul ated and sunmarized listing of all events based on the
systemactivity reports. Categorize every alarmas one of four types: 1)
Val i d/ Actual, 2) False, 3) Nuisance, or 4) Test/Authorized Al arm

.4.4.1 Valid or Actual Alarm

An alarmreceived due to an actual intruder attenpting to enter or
entering a protected area or attenpting to cross or crossing a line of
det ecti on.

.4.4.2 Fal se Al arm

An alarmreceived for which no cause can be determned. Typically, false
al arns are due to aging or mal functioning equi prent and comuni cati ons
pat hways that the alarm nmonitor cannot assess. False alarms in excess of
established rates will cause conplacency and | ead to unsecure protected
ar eas.

.4.4.3 Nui sance Al arm

An alarmreceived due to an influence for which the sensor was designed to
detect but which is not related to an intrusion attenpt. The influence
that caused the alarmnust be clearly identifiable. These alarns fal

into three categories: preventable, nitigatable, and unpreventable.
Prevent abl e nui sance alarnms typically include personnel using inproper
entry/exit procedures, or an unauthorized incursion into the sensor zone.
Prevent abl e nui sance al arnms nust be included in the nuisance alarmrate.

M ti gat abl e nui sance alarms can include: an aninmal entering into the
sensor zone; a weather event typical/nornal to the area, a noise event
(i.e., ajet taking off in afterburner, a training explosion fromthe base
range, etc.), or a seismc event (large vehicle vibrations fromregular
traffic in the area). Steps nmust be taken to reduce mtigatable events
such as critter/animal control fences or animal abatenent, bird abatenent
programs such as Bird/wildlife Aircraft Strike Hazard (BASH) or
reprogramng the systemto filter out certain vibrations/noises.

M ti gatabl e nui sance al arnms nust be included in the nuisance alarmrate.
Unpr event abl e nui sance al arns can include a weat her event not
typical/normal to the area (i.e., thunderstorm hurricane, typhoon, etc.)
or other atypical events to the area and will not be included in the

nui sance alarmrate. Nuisance alarnms in excess of established rates wll
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cause conpl acency and | ead to unsecure protected areas.
3.4.4.4 Test or Authorized Alarm

An al armreceived due to authorized personnel performng required testing

on the ESS. Tests can include daily, weekly, or nonthly operationa
checks as well as acceptance, quarterly, sem -annual, or annual system
functional checks.

3.5 Probability of Detection and Confidence Level

If Probability of Detection (Pd) requirements need to be validated, then
Pd testing nust be conpleted. The binonial table below uses a statistical
net hod to determine Pd and Confidence | evel based on the nunber of

sequential annunciated alarns due to test intrusions. Regulatory or
contractual requirements will define the Pd and Confi dence Level needed
for specific zones or lines of detection. |If the number of successive

det ections cannot be net without a m ssed detection, then adjustnents to

det ecti on sensor coverage and sensitivity nmust be made.
Probability of 0.9 0.9 0.95 0.95 Nunmber of M sses
Det ecti on Al | owed
Confi dence Level 90% 95% 90% 95%
Nurmber of | ntrusion 22 29 45 59 0
Attenpts
38 46 77 93 1
52 61 105 124 2
65 76 132 153 3
78 89 158 181 4
91 103 184 208 5

-- End of Section --
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