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SECTI ON 25 10 10

UTI LI TY MONI TORI NG AND CONTROL SYSTEM ( UMCS)  FRONT END AND I NTEGRATI ON
02/ 19,  CHG 1:  05/ 21

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s gui de speci f i cat i on cover s t he 
r equi r ement s f or  a Ut i l i t y  Moni t or i ng and Cont r ol  
Syst em ( UMCS)  Fr ont  End usi ng Open pr ot ocol s 
( LonWor ks,  BACnet ,  Modbus,  DNP and OPC) ,  a UMCS 
usi ng t he Ni agar a Fr amewor k,  and t he i nt egr at i on of  
f i el d cont r ol  syst ems.

Thi s speci f i cat i on i ncl udes t ai l or i ng opt i ons t o 
sel ect  t he pr ot ocol ( s)  r equi r ed t o be suppor t ed at  
t he Moni t or i ng and Cont r ol s Sof t war e ( Fr ont - end) .   
Not e t hat  unsel ect ed pr ot ocol s can be i nt egr at ed 
t hr ough t he use of  a gat eway.

Thi s gui de speci f i cat i on al so i ncl udes t ai l or i ng 
opt i ons f or  ser vi ce- speci f i c  r equi r ement s f or  t he 
Ai r  For ce,  Ar my and Navy as wel l  as a " Ser vi ce 
Gener i c"  t ai l or i ng opt i on f or  use on ot her  
pr oj ect s.   I n or der  f or  t hi s speci f i cat i on t o be 
pr oper l y t ai l or ed one ( and onl y one)  of  t he ser vi ces 
t ai l or i ng opt i ons ( Ai r  For ce,  Ar my,  Navy,  Ser vi ce 
Gener i c)  must  be sel ect ed.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Cr i t er i a Change Request  ( CCR) .   CCRs 
f or  t hi s speci f i cat i on can be submi t t ed t hr ough t he 
Whol e Bui l di ng Desi gn Gui de page f or  t hi s sect i on:  
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 10- 10

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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PART 1   GENERAL

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Use of  t hi s UFGS,  and t he UMCS desi gn,  must  be 
i n accor dance wi t h UFC 3- 470- 01 Ut i l i t y  Moni t or i ng 
and Cont r ol  Syst em ( UMCS)  Fr ont  End and 
I nt egr at i on.   The r el ease pr ocess f or  UFCs i s l onger  
t han f or  UFGS.   Once r el eased UFC 3- 470- 01 wi l l  be 
avai l abl e onl i ne at
ht t p: / / www. wbdg. or g/

Not e t hat  t he pr evi ous ( out dat ed)  ver si on of  t he UFC 
cont ai ns " LonWor ks"  i n t he t i t l e and shoul d not  be 
used.

Templ at e Poi nt s Schedul es i n el ect r oni c f or mat  f or  
use wi t h t hi s sect i on ar e avai l abl e onl i ne at  t he 
Whol e Bui l di ng Desi gn Gui de page f or  t hi s sect i on:  
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 10- 10

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   NOTE ON THE USE OF THI S SECTI ON WI TH OTHER 
SECTI ON.   When usi ng t hi s Sect i on on t he same 
pr oj ect  wi t h speci f i cat i ons f or  bui l di ng cont r ol  
syst ems ( Sect i on 23 09 00 I NSTRUMENTATI ON AND 
CONTROL FOR HVAC,  23 09 23. 01 LONWORKS DI RECT 
DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL 
SYSTEMS,  23 09 23. 02 BACNET DI RECT DI GI TAL CONTROL 
FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS)  t her e 
may r equi r ement s t hat  appear  at  f i r st  t o be 
conf l i c t i ng but  whi ch ar e act ual l y desi gned t o be 
compl ement ar y.

For  exampl e,  Sect i on 23 09 00 I NSTRUMENTATI ON AND 
CONTROL FOR HVAC excl udes a f r ont  end whi l e t hi s 
sect i on ( Sect i on 25 10 10)  r equi r es a f r ont  end -  
t hi s i s t o avoi d get t i ng mul t i pl e f r ont  ends.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s speci f i cat i on makes use of  SpecsI nt act  
Tai l or i ng Opt i ons.   Thi s not e descr i bes t hese 
opt i ons and how t o use t hem.  

" TAI LORI NG OPTI ON NOTES"  Tai l or i ng Opt i on
Each t i me t ai l or i ng opt i ons ar e used t her e i s an 
accompanyi ng desi gner  not e descr i bi ng t he t ext  t hat  
i s  t ai l or ed.   As t hi s Sect i on makes heavy use of  
t ai l or i ng opt i ons t her e ar e many of  t hese not es and 
t hey can di st r act  f r om desi gner  not es descr i bi ng 
ot her  deci s i ons.   The desi gner  not es descr i bi ng 
t ai l or i ng opt i ons ar e al l  i n a " TAI LORI NG OPTI ON 
NOTES"  t ai l or i ng opt i on whi ch can be hi dden ( i n 
SpecsI nt act  sel ect  Vi ew- Tai l or i ng Opt i ons and t hen 
desel ect  " TAI LORI NG OPTI ON NOTES" )  once t hi s sect i on 
i s t ai l or ed and t he t ai l or i ng opt i on not es ar e no 
l onger  needed.
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Pr ot ocol  Tai l or i ng Opt i ons
Thi s speci f i cat i on i ncl udes t ai l or i ng opt i ons f or  
sel ect i on of  pr ot ocol ,  and whet her  t he Ni agar a 
Fr amewor k i s r equi r ed.   Ther e ar e f i ve t ai l or i ng 
opt i ons:
   1)  BACNET:   A ( non- Ni agar a Fr amewor k)  BACnet  
      f r ont  end ( usi ng a BACnet  B- AWS)
      
   2)  LONWORKS:   A LonWor ks f r ont  end usi ng LNS.    

   3)  NI AGARA FRAMEWORK:   A Ni agar a Fr amewor k   
      f r ont  end
 
   4)  MODBUS:  The f r ont  end must  al so suppor t  t he
      MODBUS pr ot ocol .

   5)  OPC:  The f r ont  end must  al so suppor t  OPC.

I n gener al ,  i t  i s  r ecommended t hat  onl y one of  
BACNET,  LONWORKS or  NI AGARA FRAMEWORK be sel ect ed.   
I t  i s  al so r ecommended nei t her  MODBUS and OPC be 
sel ect ed wi t h BACNET.

You have cur r ent l y sel ect ed t he f ol l owi ng opt i ons:
- - - - - - - - - -
BACNET
LONWORKS
NI AGARA FRAMEWORK
MODBUS
OPC
- - - - - - - - - -
I f  you don' t  see any t ext  bet ween dashes above,  you 
have desel ect ed al l  of  t he pr ot ocol  t ai l or i ng 
opt i ons and t hi s speci f i cat i on i s not  val i d.  Sel ect  
at  l east  one of  t he t ai l or i ng opt i ons.

I f  you see mor e t han one l i ne of  t ext  bet ween t he 
dashes above you have l ef t  mul t i pl e t ai l or i ng 
opt i ons r el at ed t o pr ot ocol  sel ect ed.   Thi s may 
r esul t  i n conf l i c t i ng r equi r ement s.   See UFC 
3- 470- 01 UTI LI TY MONI TORI NG AND CONTROL SYSTEM 
( UMCS)  FRONT END AND I NTEGRATI ON t o det er mi ne i f  one 
or  mor e t ai l or i ng opt i ons shoul d be desel ect ed.

Ser vi ce Tai l or i ng Opt i on
Thi s speci f i cat i on al so i ncl udes t ai l or i ng opt i ons 
f or  t he Ser vi ce ( Ai r  For ce,  Ar my,  Navy)  t he 
speci f i cat i on i s used f or .   Ther e i s a " Ser vi ce 
Gener i c"  t ai l or i ng opt i on t hat  can al so be used.   
Onl y ONE of  t he f our  t ai l or i ng opt i ons r el at ed t o 
t he ser vi ces shoul d be used.  You have cur r ent l y 
sel ect ed t he f ol l owi ng opt i ons:
- - - - - - - - - -
   AI R FORCE
   ARMY
   NAVY
   SERVI CE GENERI C
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- - - - - - - - - - -
I f  mor e t han one i t em appear s bet ween t he dashes 
above you have l ef t  mor e t han one ser vi ces t ai l or i ng 
opt i ons sel ect ed and need t o desel ect  al l  but  one of  
t hem.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   WARNI NG -  The BACNET t ai l or i ng opt i on has 
been sel ect ed wi t h anot her  pr ot ocol  t ai l or i ng opt i on 
( LONWORKS,  MODBUS,  NI AGARA FRAMEWORK) .  As descr i bed 
i n UFC 3- 470- 01,  many of  t he Moni t or i ng and Cont r ol  
Sof t war e packages whi ch suppor t  BACnet  suppor t  ONLY 
BACnet ,  so t he i ncl usi on of  ot her  pr ot ocol  t ai l or i ng 
opt i ons may unnecessar i l y  l i mi t  t he number  of  
vendor s abl e t o pr ovi de t he UMCS.   The need f or  
suppor t i ng mul t i pl e pr ot ocol s at  t he Moni t or i ng and 
Cont r ol  Sof t war e shoul d be ver i f i ed/ checked wi t h t he 
pr oj ect  s i t e.   Not e t hat  any pr ot ocol  can be 
i nt egr at ed t o t he UMCS wi t h t he use of  a gat eway,  so 
omi t t i ng a t ai l or i ng opt i on does not  pr ohi bi t  t he 
i nt egr at i on of  syst ems usi ng t hat  pr ot ocol .

See UFC 3- 470- 01 f or  mor e i nf or mat i on.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   WARNI NG -  The NI AGARA FRAMEWORK t ai l or i ng 
opt i on has been sel ect ed wi t h t he LONWORKS t ai l or i ng 
opt i on.   As descr i bed i n UFC 3- 470- 01,  LNS- based 
LonWor ks ( r equi r ed by t he LONWORKS t ai l or i ng opt i on)  
i s gener al l y not  compat i bl e wi t h t he Ni agar a 
Fr amewor k.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

1. 1   SUMMARY

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  must  add l ocat i on and si t e speci f i c  
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:

The sent ence r ef er r i ng t o onl y UFGS 23 09 23. 01 wi l l  
be i ncl uded i f  t he LONWORKS t ai l or i ng opt i ons i s 
sel ect ed.

The sent ence r ef er r i ng t o onl y UFGS 23 09 23. 02 wi l l  
be i ncl uded i f  t he BACNET t ai l or i ng opt i on i s 
sel ect ed.

The sent ence r ef er r i ng t o bot h UFGS 23 09 23. 01 and 
UFGS 23 09 23. 02 wi l l  be i ncl uded i f  t he NI AGARA 
FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Pr ovi de a Ut i l i t y  Moni t or i ng and Cont r ol  Syst em ( UMCS)  whi ch per f or ms 
super vi sor y moni t or i ng and super vi sor y cont r ol  of  base- wi de bui l di ng 
cont r ol  syst ems and ut i l i t y  cont r ol  syst ems usi ng one or  mor e of :  
CEA- 709. 1- D ( LonWor ks)  wi t h LonWor ks Net wor k Ser vi ces ( LNS) ,  ASHRAE 135 
( BACnet ) ,  MODBUS Pr ot ocol ,  MODBUS TCP/ I P,  OPC DA,  or  t he Ni agar a Fr amewor k 
wi t h Fox pr ot ocol  as i ndi cat ed and shown.  I nt egr at e CEA- 709. 1- D f i el d 
cont r ol  syst ems i nst al l ed per  Sect i on 23 09 23. 01 LONWORKS DI RECT DI GI TAL 
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS i nt o t he UMCS as 
speci f i ed and mai nt ai n t he LNS dat abase( s)  f or  t he ent i r e net wor k at  t he 
UMCS Fr ont  End.  I nt egr at e f i el d cont r ol  syst ems i nst al l ed per  Sect i on 
23 09 23. 01 LONWORKS DI RECT DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG 
CONTROL SYSTEMS or  Sect i on 23 09 23. 02 BACNET DI RECT DI GI TAL CONTROL FOR 
HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS t o t he UMCS vi a Ni agar a Fr amewor k 
Super vi sor y Gat eways as speci f i ed.  I nt egr at e ASHRAE 135 ( BACnet )  f i el d 
cont r ol  syst ems i nst al l ed per  Sect i on 23 09 23. 02 BACNET DI RECT DI GI TAL 
CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL SYSTEMS as speci f i ed.  

1. 1. 1   Syst em Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  t he appr opr i at e t ext  i n t he t ype 
speci f i c  communi cat i on syst em r equi r ement s t o 
i ndi cat e whet her  or  not  t he I P net wor k wi l l  be 
Gover nment  f ur ni shed.   I f  t he I P net wor k i s * not *  
Gover nment  f ur ni shed be sur e t o i ncl ude compl et e 
r equi r ement s f or  t he I P net wor k i n t he cont r act  
package.   Thi s speci f i cat i on does not  pr ovi de 
suf f i c i ent  r equi r ement s f or  t he pr ocur ement  of  an I P 
net wor k.

Use " [ an I P net wor k as speci f i ed i n [ _____]  and ] "  
onl y i f  t he cont r act or  i s expect ed t o i nst al l  an I P 
net wor k.   I n t hi s case pr ovi de t he i nf or mat i on on 
t he speci f i cat i on f or  t he I P net wor k i n t he 
" [ _____] "  pr ovi ded.

For  Ar my,  coor di nat e wi t h t he i nst al l at i on ( DPW and 
NEC)  but  t he def aul t  sel ect i on wi l l  be " [ t he 
Gover nment  f ur ni shed I P net wor k] "

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de a UMCS as speci f i ed and i ndi cat ed,  and i n accor dance wi t h t he 
f ol l owi ng char act er i st i cs:

1. 1. 1. 1   Gener al  Syst em Requi r ement s

a.   The syst em per f or ms super vi sor y moni t or i ng and cont r ol  f unct i ons 
i ncl udi ng but  not  l i mi t ed t o Schedul i ng,  Al ar m Handl i ng,  Tr endi ng,  
Over r i des,  Repor t  Gener at i on,  and El ect r i cal  Demand Li mi t i ng as 
speci f i ed.

b.   The syst em i ncl udes a Gr aphi cal  User  I nt er f ace whi ch al l ows f or  
gr aphi cal  navi gat i on bet ween syst ems,  gr aphi cal  r epr esent at i ons of  
syst ems,  access t o r eal - t i me dat a f or  syst ems,  abi l i t y  t o over r i de 
poi nt s i n a syst em,  and access t o al l  super vi sor y moni t or i ng and 
cont r ol  f unct i ons.

c.   Al l  sof t war e used by t he UMCS and al l  sof t war e used t o i nst al l  and 
conf i gur e t he UMCS i s l i censed t o and del i ver ed t o t he i nst al l at i on.
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d.   Al l  necessar y document at i on,  conf i gur at i on i nf or mat i on,  conf i gur at i on 
t ool s,  pr ogr ams,  dr i ver s,  and ot her  sof t war e i s l i censed t o and 
ot her wi se r emai ns wi t h t he Gover nment  such t hat  t he Gover nment  or  
t hei r  agent s ar e abl e t o r epai r ,  r epl ace,  upgr ade,  and expand t he 
syst em wi t hout  subsequent  or  f ut ur e dependence on t he Cont r act or .   
Sof t war e l i censes must  not  r equi r e per i odi c f ees and must  be val i d i n 
per pet ui t y.

e.   Pr ovi de suf f i c i ent  document at i on and dat a,  i ncl udi ng r i ght s t o 
document at i on and dat a,  such t hat  t he Gover nment  or  t hei r  agent s can 
execut e wor k t o r epai r ,  r epl ace,  upgr ade,  and expand t he syst em 
wi t hout  subsequent  or  f ut ur e dependence on t he Cont r act or .

f .   The UMCS i nt er f aces di r ect l y t o ASHRAE 135,  CEA- 709. 1- D,  
MODBUS Pr ot ocol ,  MODBUS TCP/ I P,  OPC DA,  and Ni agar a Fr amewor k f i el d 
cont r ol  syst ems as speci f i ed and may i nt er f ace t o f i el d cont r ol  
syst ems usi ng ot her  pr ot ocol s v i a an M&C Sof t war e pr ot ocol  dr i ver  or  a 
Gat eway.

g.   For  UMCS syst ems wi t h Moni t or i ng and Cont r ol  Sof t war e f unct i onal i t y 
i mpl ement ed i n Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e,  
pr ovi de suf f i c i ent  addi t i onal  cont r ol l er  har dwar e t o suppor t  t he f ul l  
capaci t y r equi r ement s as speci f i ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng TWO l i st  par agr aphs ar e 
i ncl uded onl y when t he NI AGARA FRAMEWORK t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

h.   Al l  Ni agar a Fr amewor k component s have an unr est r i ct ed i nt er oper abi l i t y  
l i cense wi t h a Ni agar a Compat i bi l i t y  St at ement  ( Ni CS)  f ol l owi ng t he 
Tr i di um Open Ni CS Speci f i cat i on and have a val ue of  " ALL"  f or  " St at i on 
Compat i bi l i t y  I n" ,  " St at i on Compat i bi l i t y  Out " ,  " Tool  Compat i bi l i t y  
I n"  and " Tool  Compat i bi l i t y  Out " .   Not e t hat  t hi s wi l l  r esul t  i n t he 
f ol l owi ng ent r i es i n t he l i cense. dat  f i l e:
   accept . st at i on. i n=" * "
   accept . st at i on. out =" * "
   accept . wb. i n=" * "
   accept . wb. out =" * "

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Sel ect  t he r equi r ed ver si on of  t he Ni agar a 
Fr amewor k.   Thi s choi ce must  be car ef ul l y 
coor di nat ed wi t h t he pr oj ect  s i t e.   

Ni agar a Fr amewor k i s cur r ent l y ( 2015)  i n a 
t r ansi t i on bet ween t wo r el eases:  " AX"  and " Ver si on 
4" .   A Ver si on 4 UMCS f r ont  end ( e. g.  as speci f i ed 
i n Sect i on 25 10 10)  wi l l  wor k wi t h ei t her  an AX or  
Ver si on 4 Ni agar a Fr amewor k Super vi sor y Gat eway,  but  
an AX f r ont  end wi l l  ONLY wor k wi t h an AX Ni agar a 
Fr amewor k Super vi sor y Gat eway.

I f  t hi s Sect i on i s bei ng used t o pr ocur e a new f r ont  
end AND suf f i c i ent  l ocal  suppor t  f or  Ver si on 4 
exi st ,  keep t he br acket ed t ext  t o r equi r e Ver si on 
4.   Ot her wi se,  i f  t hi s sect i on i s bei ng used f or  

SECTI ON 25 10 10  Page 12



i nt egr at i on OR i f  t her e i s i nsuf f i c i ent  l ocal  
suppor t  t o al l ow r equi r i ng Ver si on 4 r emove t he 
br acket ed t ext  al l ow ei t her  Ver si on 4 or  AX.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ i .   The ver si on of  Ni agar a Fr amewor k used on t hi s pr oj ect  must  be Ver si on 
4. 0 or  l at er . ]

1. 1. 1. 2   LonWor ks Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s subpar t  i s  onl y i ncl uded when t he 
LONWORKS t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   The UMCS must  communi cat e usi ng CEA- 709. 1- D over  [ t he Gover nment  
f ur ni shed I P net wor k]  [ an I P net wor k as speci f i ed i n [ _____]  and ] [ t he 
Navy PSNet ]  i n accor dance wi t h CEA- 852- C as speci f i ed and must  
i nt er f ace t o CEA- 709. 1- D bui l di ng cont r ol  net wor ks usi ng LonWor ks/ I P 
Rout er s as speci f i ed.

b.   Al l  communi cat i on bet ween t he UMCS and LonWor ks f i el d cont r ol  net wor ks 
must  be vi a t he CEA- 709. 1- D pr ot ocol  over  t he I P net wor k i n accor dance 
wi t h CEA- 852- C.

c.   Except  f or  communi cat i on f or  devi ce commi ssi oni ng,  conf i gur at i on,  and 
pr ogr ammi ng,  al l  communi cat i on bet ween t he M&C Sof t war e and t he f i el d 
cont r ol  syst em devi ces must  be vi a SNVT.

1. 1. 1. 3   BACnet  Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  i s  onl y i ncl uded when t he BACNET 
t ai l or i ng opt i on i s sel ect ed.

I n addi t i on,  t he r ef er ence t o t he Navy PSNet  i s 
i ncl uded onl y when t he NAVY t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   The UMCS must  communi cat e usi ng ASHRAE 135 Annex J over  [ t he 
Gover nment  f ur ni shed I P net wor k] [ an I P net wor k as speci f i ed i n [ _____]  
and ] [ t he Navy PSNet ]  as speci f i ed.

b.   Al l  communi cat i on bet ween t he UMCS and ASHRAE 135 f i el d cont r ol  
net wor ks must  be vi a t he ASHRAE 135 pr ot ocol  over  t he I P net wor k.

c.   Al l  communi cat i on bet ween t he M&C Sof t war e and t he f i el d cont r ol  
syst em devi ces must  be vi a st andar d ASHRAE 135 ser vi ces ot her  t han 
Pr i vat eTr ansf er  and Conf i r medPr i vat eTr ansf er  except  as f ol l ows:

( 1)  Pr i vat eTr ansf er  and Conf i r medPr i vat eTr ansf er  may be used f or  
devi ce conf i gur at i on and devi ce pr ogr ammi ng.

( 2)  Pr i vat eTr ansf er  and Conf i r medPr i vat eTr ansf er  may be used f or  
communi cat i on bet ween t he M&C Sof t war e and t he f i el d cont r ol  
syst em i f  and onl y i f  bot h t he M&C Sof t war e and t he f i el d cont r ol  
syst em devi ces aut omat i cal l y ( wi t hout  r equi r i ng r econf i gur at i on)  
r ever t  t o t he use of  ot her  st andar d ASHRAE 135 ser vi ces when one 
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of  t he component s i s modi f i ed or  r epl aced.

1. 1. 1. 4   Modbus Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  i s  i ncl uded onl y when t he MODBUS 
t ai l or i ng opt i on i s sel ect ed.

I n addi t i on,  t he r ef er ence t o t he Navy PSNet  i s 
i ncl uded onl y when t he NAVY t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The UMCS must  communi cat e usi ng MODBUS Pr ot ocol ,  MODBUS TCP/ I P over  [ t he 
Gover nment  f ur ni shed I P net wor k]  [ an I P net wor k as speci f i ed i n [ _____]  
and ] [ t he Navy PSNet ]  as speci f i ed.

Modbus communi cat i ons must  suppor t  al l  of  t he f ol l owi ng Modbus dat a t ypes:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   FYI  -  t he f our  st andar d dat a t ypes i n Modbus 
ar e:
1)  Di scr et e I nput  -  a s i ngl e bi t  ( r ead onl y)
2)  Coi l  -  a s i ngl e bi t
3)  I nput  Regi st er  -  16 bi t  ( r ead onl y)
4)  Hol di ng Regi st er  -  16 bi t  

The Modbus st andar d does not  def i ne how t he dat a i s 
i nt er pr et ed.   For  exampl e i t  does not  say i f  t he 16 
bi t s f r om a Hol di ng r egi st er  ar e 16 di f f er ent  bi nar y 
f l ags,  or  an i nt eger ,  or  t wo ASCI I  char act er s or   
somet hi ng el se ent i r el y.   The bel ow r equi r ement s 
speci f y how t o f or mat  dat a f or  some common dat a 
t ypes.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   The f our  st andar d dat a t ypes def i ned by MODBUS Pr ot ocol ,  MODBUS TCP/ I P:   
Di scr et e I nput s,  Coi l s,  I nput  Regi st er s,  and Hol di ng Regi st er s.   ( Not e 
t hat  t hese f our  dat a t ypes ar e i ncl uded i n t he MODBUS Pr ot ocol ,  
MODBUS TCP/ I P st andar d.   The r emai ni ng dat a t ypes i ndi cat ed i n t hi s 
Sect i on ar e not  i ncl uded i n t he MODBUS Pr ot ocol ,  MODBUS TCP/ I P 
st andar d but  ar e def i ned by t hi s Sect i on t o pr ovi de a st andar d f or  
communi cat i on bet ween syst ems. )

b.   Char act er :   Char act er  dat a usi ng a s i ngl e I nput  Regi st er  or  s i ngl e 
Hol di ng Regi st er  wher e t hat  Modbus r egi st er  i s i nt er pr et ed as t wo 8 
bi t  I SO 8859- 1 char act er s,  wi t h t he l ow or der  bi t s r epr esent i ng t he 
r i ght - hand char act er .  

c.   Fl oat i ng Poi nt :   Fl oat i ng poi nt  dat a usi ng t wo consecut i ve I nput  
Regi st er s or  t wo consecut i ve Hol di ng Regi st er s wher e t he r esul t i ng 32 
bi t s ar e i nt er pr et ed as a Bi nar y32 ( Si ngl e Pr eci s i on Fl oat i ng poi nt )  
number  as speci f i ed i n I EEE 754.   Use t he f i r st  Regi st er  f or  t he 
hi gher  16 bi t s,  and t he second Regi st er  f or  t he l ower  16 bi t s.

d.   I nt eger  Dat e:   Dat e dat a usi ng t hr ee consecut i ve I nput  Regi st er s or  
t hr ee consecut i ve Hol di ng Regi st er s wher e t he r esul t i ng 48 bi t s ar e 
i nt er pr et ed as a 48- bi t  unsi gned bi g- endi an i nt eger .   The val ue i s t he 
number  of  mi l l i seconds,  not  i ncl udi ng l eap seconds,  f r om 
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1970- 01- 01T00: 00: 00. 000 ( 12AM,  Januar y 1,  1970) .   Use t he f i r st  
Regi st er  f or  t he hi ghest  16 bi t s and t he t hi r d Regi st er  f or  t he l owest  
16 bi t s.

e.   Char act er  Dat e:   Dat e dat a usi ng t he f or mat  speci f i ed i n I SO 8601 of  
" YYYY- MM- DDTHH: MM: SS. SSS" ,  wher e t he i ndi v i dual  char act er s ar e 
f or mat t ed as speci f i ed f or  char act er  dat a.

1. 1. 1. 5   OPC Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:    Thi s subpar t  i s  i ncl uded onl y when t he OPC 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The UMCS must  communi cat e usi ng OPC DA over  [ t he Gover nment  f ur ni shed I P 
net wor k]  [ an I P net wor k as speci f i ed i n [ _____]  and ] [ t he Navy PSNet ]  as 
shown and speci f i ed.

1. 1. 1. 6   Ni agar a Fr amewor k Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  i s  i ncl uded onl y when t he 
NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

I n addi t i on,  t hi s subpar t  used ser vi ces t ai l or i ng 
opt i ons:
1)  t he r ef er ence t o t he Navy PSNet  i s i ncl uded onl y 
when t he NAVY t ai l or i ng opt i on i s sel ect ed.
2)  The HTTP r equi r ement  i s br acket ed when t he AI R 
FORCE,  ARMY or  SERVI CE GENERI C t ai l or i ng opt i ons ar e 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  t he Navy,  keep t he br acket ed t ext  " and 
HTTP" .

For  ot her  ser vi ces keep t he br acket ed t ext  " and 
HTTP"  i f  t he Ni agar a Fr amewor k Super vi sor y Gat eways 
wi l l  be per mi t t ed t o ser ve web pages.   Remove t he 
br acket ed t ext  " and HTTP"  ot her wi se.  

I n gener al ,  f or  t he Ar my r emove t he " and HTTP"  t ext .
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The UMCS must  use t he Ni agar a Fr amewor k and must  communi cat e wi t h 
Ni agar a Fr amewor k f i el d cont r ol  syst ems usi ng t he Fox pr ot ocol [  and HTTP]  
over  [ t he Gover nment  f ur ni shed I P net wor k]  [ an I P net wor k as speci f i ed i n 
[ _____]  and ] [ t he Navy PSNet ]  as i ndi cat ed and speci f i ed.

1. 1. 2   Symbol s,  Def i ni t i on and Abbr evi at i ons

Use symbol s,  def i ni t i ons,  and engi neer i ng uni t  abbr evi at i ons i ndi cat ed i n 
t he cont r act  dr awi ngs f or  di spl ays,  submi t t al s and r epor t s.   For  symbol s,  
def i ni t i ons and abbr evi at i ons not  i n t he cont r act  dr awi ngs use t er ms 
conf or mi ng at  a mi ni mum t o I EEE St ds Di ct i onar y and t he ASHRAE FUN SI  
ASHRAE FUN I P,  as appl i cabl e.
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1. 1. 3   Syst em Uni t s and Accur acy

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Accur acy of  cal cul at i ons and pr eci s i on and 
r esol ut i on of  di spl ays f or  t he UMCS i s speci f i ed i n 
t er ms of  t he accur acy of  t he sensor s used i n t he 
bui l di ng cont r ol s connect ed t o t he UMCS.   Edi t  t he 
br acket s t o i ndi cat e a r ef er ence t o UFGS 23 09 00 
I NSTRUMENTATI ON AND CONTROL FOR HVAC t o r ef er ence a 
di f f er ent  speci f i cat i on,  or  t o i ncl ude accur acy 
r equi r ement s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Use [ met r i c ( SI ) ]  [ Engl i sh ( i nch- pound) ]  uni t s f or  di spl ays,  pr i nt - out s 
and cal cul at i ons.   Per f or m cal cul at i ons wi t h an accur acy of  at  l east  t hr ee 
si gni f i cant  f i gur es.   For  di spl ays and pr i nt out s pr esent  val ues t o at  
l east  t hr ee si gni f i cant  f i gur es.

1. 1. 4   Dat a Packages/ Submi t t al s Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e t he r evi ew of  al l  submi t t al s wi t h 
t he pr oj ect  s i t e.   The si t e may have a Syst em 
I nt egr at or  or  ot her  i ndi v i dual / of f i ce t hat  shoul d 
r evi ew al l  submi t t al s bef or e accept ance of  t he 
syst em.

The acqui s i t i on of  al l  t echni cal  dat a,  dat a bases 
and comput er  sof t war e i t ems t hat  ar e i dent i f i ed 
her ei n wi l l  be accompl i shed st r i ct l y i n accor dance 
wi t h t he Feder al  Acqui s i t i on Regul at i on ( FAR)  and 
t he Def ense Acqui s i t i on Regul at i on Suppl ement  
( DFARS) .   Those r egul at i ons as wel l  as t he Ser vi ces 
i mpl ement at i ons t her eof  shoul d al so be consul t ed t o 
ensur e t hat  a del i ver y of  cr i t i cal  i t ems of  
t echni cal  dat a i s not  i nadver t ent l y l ost .    
Speci f i cal l y,  DFARS 252. 227- 7013 Ri ght s i n Techni cal  
Dat a -  Noncommer ci al  I t ems as wel l  as any r equi s i t e 
sof t war e l i censi ng agr eement s wi l l  be made a par t  of  
t he CONTRACT CLAUSES or  SPECI AL CONTRACT 
REQUI REMENTS.

I n addi t i on,  t he appr opr i at e DD For m 1423 Cont r act  
Dat a Requi r ement s Li st ,  wi l l  be f i l l ed out  f or  each 
di st i nct  del i ver abl e dat a i t em and made a par t  of  
t he cont r act .   Wher e necessar y,  a DD For m 1664,  Dat a 
I t em Descr i pt i on,  wi l l  be used t o expl ai n and mor e 
f ul l y i dent i f y t he dat a i t ems l i s t ed on t he DD For m 
1423.   I t  i s  t o be not ed t hat  al l  of  t hese cl auses 
and f or ms ar e r equi r ed t o ensur e t he del i ver y of  t he 
dat a i n quest i on and t hat  such dat a i s obt ai ned wi t h 
t he r equi s i t e r i ght s t o use by t he Gover nment .

I ncl ude wi t h t he r equest  f or  pr oposal s a compl et ed 
DD For m 1423,  Cont r act  Dat a Requi r ement s Li st .   Thi s 
f or m i s essent i al  t o obt ai n del i ver y of  al l  
document at i on.   Each del i ver abl e wi l l  be c l ear l y 
speci f i ed,  bot h descr i pt i on and quant i t y bei ng 
r equi r ed.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Techni cal  dat a packages consi st i ng of  comput er  sof t war e and t echni cal  dat a 
( meani ng t echni cal  dat a whi ch r el at es t o comput er  sof t war e)  whi ch ar e 
speci f i cal l y i dent i f i ed i n t hi s pr oj ect  and whi ch may be def i ned/ r equi r ed 
i n ot her  speci f i cat i ons must  be del i ver ed st r i ct l y i n accor dance wi t h t he 
CONTRACT CLAUSES and i n accor dance wi t h t he Cont r act  Dat a Requi r ement s 
Li st ,  DD For m 1423.   Dat a del i ver ed must  be i dent i f i ed by r ef er ence t o t he 
par t i cul ar  speci f i cat i on par agr aph agai nst  whi ch i t  i s  f ur ni shed.   Al l  
submi t t al s not  speci f i ed as t echni cal  dat a packages ar e consi der ed shop 
dr awi ngs under  t he Feder al  Acqui s i t i on Regul at i on Suppl ement  ( FARS)  and 
must  cont ai n no pr opr i et ar y i nf or mat i on and must  be del i ver ed wi t h 
unr est r i ct ed r i ght s.

1. 2   RELATED SECTI ONS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  I f  Sect i on 25 05 11 has been r enumber ed and/ or  
r enamed use t he bl ank br acket s t o i ndi cat e t he 
appr opr i at e sect i on,  ot her wi se keep t he r ef er ence t o 
Sect i on 25 05 11.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Cyber secur i t y r equi r ement s r el at ed t o t hi s Sect i on ar e speci f i ed i n a 
separ at e cyber secur i t y speci f i cat i on der i ved f r om UFGS 25 05 11.   Sect i on [
25 05 11 CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS] [ ____]  
speci f i es cyber secur i t y r equi r ement s r el at ed t o t hi s Sect i on.

1. 3   REFERENCES

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.  The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a RI D ( Ref er ence I D)  out si de of  t he 
Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y pl ace 
t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so use 
t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e t o 
updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by 
t he basi c desi gnat i on onl y.
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I EEE St ds Di ct i onar y ( 2009)  I EEE St andar ds Di ct i onar y:  Gl ossar y 
of  Ter ms & Def i ni t i ons

I NTERNATI ONAL ORGANI ZATI ON FOR STANDARDI ZATI ON ( I SO)

I SO 8601 ( 2004)  Dat a El ement s and I nt er change 
For mat s -  I nf or mat i on I nt er change -  
Repr esent at i on of  Dat es and Ti mes

SECTI ON 25 10 10  Page 18



I SO 8859- 1 ( 1998)  I nf or mat i on Technol ogy -  8- Bi t  
Si ngl e- Byt e Coded Gr aphi c Char act er  Set s -  
Par t  1:  Lat i n Al phabet  No.  1

I NTERNET ENGI NEERI NG TASK FORCE ( I ETF)

I ETF RFC 4361 ( 2006)  Node- speci f i c  Cl i ent  I dent i f i er s 
f or  Dynami c Host  Conf i gur at i on Pr ot ocol  
Ver si on Four  ( DHCPv4)

I ETF RFC 7465 ( 2015)  Pr ohi bi t i ng RC4 Ci pher  Sui t es

RFC 821 ( 2001)  Si mpl e Mai l  Tr ansf er  Pr ot ocol  ( SMTP)

LONMARK I NTERNATI ONAL ( LonMar k)

LonMar k I nt er oper abi l i t y  Gui de ( 2005)  LonMar k Appl i cat i on- Layer  
I nt er oper abi l i t y  Gui de and LonMar k Layer  
1- 6 I nt er oper abi l i t y  Gui de;  Ver si on 3. 4

LonMar k SNVT Li st ( 2014)  LonMar k SNVT Mast er  Li st ;  Ver si on 15

LonMar k XI F Gui de ( 2001)  LonMar k Ext er nal  I nt er f ace Fi l e 
Ref er ence Gui de;  Revi s i on 4. 402

MODBUS ORGANI ZATI ON,  I NC ( MODBUS)

MODBUS Pr ot ocol ( 2012)  Modbus Appl i cat i on Pr ot ocol  
Speci f i cat i on;  Ver si on 1. 1b3

MODBUS TCP/ I P ( 2006)  Modbus Messagi ng on TCP/ I P 
I mpl ement at i on Gui de;  Ver si on V1. 0b

NATI ONAL ELECTRI CAL MANUFACTURERS ASSOCI ATI ON ( NEMA)

NEMA 250 ( 2020)  Encl osur es f or  El ect r i cal  Equi pment  
( 1000 Vol t s Maxi mum)

NATI ONAL FI RE PROTECTI ON ASSOCI ATI ON ( NFPA)

NFPA 70 ( 2023;  ERTA 4 2023;  ERTA 5 2023;  ERTA 6 
2023)  Nat i onal  El ect r i cal  Code

NFPA 262 ( 2023)  St andar d Met hod of  Test  f or  Fl ame 
Tr avel  and Smoke of  Wi r es and Cabl es f or  
Use i n Ai r - Handl i ng Spaces

OPC FOUNDATI ON ( OPC)

OPC DA ( Ver  3. 0;  Er r at a)  OPC Dat a Access ( DA)

TELECOMMUNI CATI ONS I NDUSTRY ASSOCI ATI ON ( TI A)

TI A- 568. 1 ( 2020e)  Commer ci al  Bui l di ng 
Tel ecommuni cat i ons I nf r ast r uct ur e St andar d

TI A- 606 ( 2021d)  Admi ni st r at i on St andar d f or  
Tel ecommuni cat i ons I nf r ast r uct ur e
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TI A- 607 ( 2019d)  Gener i c Tel ecommuni cat i ons Bondi ng 
and Gr oundi ng ( Ear t hi ng)  f or  Cust omer  
Pr emi ses

TRI DI UM,  I NC ( TRI DI UM)

Ni agar a Fr amewor k ( 2021)  Ni agar aAX User ' s Gui de

Tr i di um Open Ni CS ( 2021)  Under st andi ng t he Ni agar aAX 
Compat i bi l i t y  St at ement  ( Ni CS)

U. S.  FEDERAL COMMUNI CATI ONS COMMI SSI ON ( FCC)

FCC EMC ( 2002)  FCC El ect r omagnet i c Compl i ance 
Requi r ement s

FCC Par t  15 Radi o Fr equency Devi ces ( 47 CFR 15)

UNDERWRI TERS LABORATORI ES ( UL)

UL 1778 ( 2014;  Repr i nt  Apr  2023)  UL St andar d f or  
Saf et y Uni nt er r upt i bl e Power  Syst ems

UL 60950 ( 2000;  Repr i nt  Oct  2007)  Saf et y of  
I nf or mat i on Technol ogy Equi pment

1. 4   DEFI NI TI ONS

The f ol l owi ng l i s t  of  def i ni t i ons may cont ai n t er ms not  f ound el sewher e i n 
t hi s Sect i on but  ar e i ncl uded her e f or  compl et eness.   Some t er ms ar e 
f ol l owed wi t h a pr ot ocol  r ef er ence i n par ent hesi s i ndi cat i ng t o whi ch 
pr ot ocol  t he t er m and def i ni t i on appl i es.   I ncl usi on of  pr ot ocol - speci f i c  
def i ni t i ons does not  cr eat e a r equi r ement  t o suppor t  t hat  pr ot ocol ,  nor  
does i t  r el ax any r equi r ement s t o suppor t  speci f i c  pr ot ocol s as i ndi cat ed 
el sewher e i n t hi s sect i on.

1. 4. 1   Al ar m Gener at i on

The pr ocess of  compar i ng a poi nt  val ue ( t he poi nt  bei ng al ar med)  wi t h a 
pr e- def i ned al ar m condi t i on ( e. g.  a Hi gh Li mi t )  and per f or mi ng some act i on 
based on t he r esul t  of  t he compar i son.

1. 4. 2   Al ar m Handl i ng

see Al ar m Rout i ng

1. 4. 3   Al ar m Rout i ng

Al ar m r out i ng i s M&C sof t war e f unct i onal i t y t hat  st ar t s wi t h a 
not i f i cat i on t hat  an al ar m exi st s ( t ypi cal l y as t he out put  of  an Al ar m 
Gener at i on pr ocess)  and sends a speci f i c  message t o a speci f i c  al ar m 
r eci pi ent  or  devi ce.

1. 4. 4   Appl i cat i on Gener i c Cont r ol l er  ( AGC) ( LonWor ks)

A devi ce t hat  i s f ur ni shed wi t h a ( l i mi t ed)  pr e- est abl i shed appl i cat i on 
t hat  al so has t he capabi l i t y  of  bei ng pr ogr ammed.   Fur t her ,  t he Pr ogr amI D 
and XI F f i l e of  t he devi ce ar e f i xed.  The pr ogr ammi ng capabi l i t y  of  an AGC 
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may be l ess f l exi bl e t han t hat  of  a Gener al  Pur pose Pr ogr ammabl e 
Cont r ol l er  ( GPPC) .

1. 4. 5   Appl i cat i on Speci f i c  Cont r ol l er  ( ASC) ( LonWor ks)

A devi ce t hat  i s f ur ni shed wi t h a pr e- est abl i shed bui l t  i n appl i cat i on 
t hat  i s conf i gur abl e but  not  r e- pr ogr ammabl e.   An ASC has a f i xed 
f act or y- i nst al l ed appl i cat i on pr ogr am ( i . e Pr ogr am I D)  wi t h conf i gur abl e 
set t i ngs.

1. 4. 6   BACnet  ( BACnet )

The t er m BACnet  i s used i n t wo ways.   Fi r st  meani ng t he BACnet  Pr ot ocol  
St andar d -  t he communi cat i on r equi r ement s as def i ned by ASHRAE 135 
i ncl udi ng al l  annexes and addenda.   The second t o r ef er  t o  t he over al l  
t echnol ogy r el at ed t o t he ASHRAE 135 pr ot ocol .

1. 4. 7   BACnet  Advanced Appl i cat i on Cont r ol l er  ( B- AAC) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- AAC.  A cont r ol  devi ce whi ch cont ai ns 
BI BBs i n suppor t  of  schedul i ng and al ar mi ng but  ot her wi se has l i mi t ed 
r esour ces r el at i ve t o a B- BC.  I t  may be i nt ended f or  speci f i c  appl i cat i ons 
and suppor t s some degr ee of  pr ogr ammabi l i t y .

1. 4. 8   BACnet  Advanced Oper at or  Wor kst at i on ( B- AWS) ( BACnet )

Moni t or i ng and Cont r ol  ( M&C)  Sof t war e BTL Li st ed as an Advanced Oper at or  
Wor kst at i on and i ncl udes t he abi l i t y  t o manage schedul i ng,  al ar mi ng and 
t r endi ng i n an open manner .  The B- AWS i s t he advanced oper at or ' s wi ndow 
i nt o a BACnet  syst em.  I t  i s  pr i mar i l y used t o moni t or  t he per f or mance of  a 
syst em and t o modi f y par amet er s t hat  af f ect  t he oper at i on of  a syst em.

1. 4. 9   BACnet  Appl i cat i on Speci f i c  Cont r ol l er  ( B- ASC) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- ASC.  A cont r ol l er  wi t h l i mi t ed 
r esour ces r el at i ve t o a B- AAC.  I t  i s  i nt ended f or  use i n a speci f i c  
appl i cat i on and suppor t s l i mi t ed pr ogr ammabi l i t y .

1. 4. 10   BACnet  Bui l di ng Cont r ol l er  ( B- BC) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- BC.   A gener al - pur pose,  
f i el d- pr ogr ammabl e devi ce capabl e of  car r y i ng out  a var i et y of  bui l di ng 
aut omat i on and cont r ol  t asks i ncl udi ng cont r ol  and moni t or i ng v i a di r ect  
di gi t al  cont r ol  ( DDC)  of  speci f i c  syst ems and dat a st or age f or  t r end 
i nf or mat i on,  t i me schedul es,  and al ar m dat a.   Li ke t he ot her  BTL Li st ed 
cont r ol l er  t ypes ( B- AAC,  B- ASC et c. )  a B- BC devi ce i s r equi r ed t o suppor t  
t he ser ver  ( " B" )  s i de of  t he ReadPr oper t y and Wr i t ePr oper t y ser vi ces,  but  
unl i ke t he ot her  cont r ol l er  t ypes i t  i s  al so r equi r ed t o suppor t  t he 
c l i ent  ( " A" )  s i de of  t hese ser vi ces.   Communi cat i on bet ween cont r ol l er s 
r equi r es t hat  one of  t hem suppor t  t he c l i ent  s i de and t he ot her  suppor t  
t he ser ver  s i de,  so a B- BC i s of t en used when communi cat i on bet ween 
cont r ol l er s i s needed.

1. 4. 11   BACnet  I nt er net wor k ( BACnet )

Two or  mor e BACnet  net wor ks connect ed wi t h BACnet  r out er s.   I n a BACnet  
I nt er net wor k,  t her e exi st s onl y one message pat h bet ween devi ces.
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1. 4. 12   BACnet  I nt er oper abi l i t y  Bui l di ng Bl ocks ( BI BBs)  ( BACnet )

A BI BB i s a col l ect i on of  one or  mor e BACnet  ser vi ces i nt ended t o def i ne a 
hi gher  l evel  of  i nt er oper abi l i t y .   BI BBs ar e combi ned t o bui l d t he BACnet  
f unct i onal  r equi r ement s f or  a devi ce i n a speci f i cat i on.   Some BI BBs 
def i ne addi t i onal  r equi r ement s ( beyond r equi r i ng suppor t  f or  speci f i c  
ser vi ces)  i n or der  t o achi eve a l evel  of  i nt er oper abi l i t y .   For  exampl e,  
t he BI BB DS- V- A ( Dat a Shar i ng- Vi ew- A) ,  whi ch woul d t ypi cal l y be used by an 
M&C cl i ent ,  not  onl y r equi r es t he c l i ent  t o suppor t  t he ReadPr oper t y 
Ser vi ce,  but  al so pr ovi des a l i s t  of  dat a t ypes ( Obj ect  /  Pr oper t i es)  
whi ch t he cl i ent  must  be abl e t o i nt er pr et  and di spl ay f or  t he user .

1. 4. 13   BACnet  Oper at or  Di spl ay ( B- OD) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- OD.   A basi c oper at or  i nt er f ace wi t h 
l i mi t ed capabi l i t i es r el at i ve t o a B- OWS.   I t  i s  not  i nt ended t o per f or m 
di r ect  di gi t al  cont r ol .   The B- OD pr of i l e coul d be used f or  wal l - mount ed 
LCD devi ces,  di spl ays af f i xed t o BACnet  devi ces;  hand- hel d t er mi nal s or  
ot her  ver y s i mpl e user  i nt er f aces.

1. 4. 14   BACnet  Oper at or  Wor kst at i on ( B- OWS) ( BACnet )

Moni t or i ng and Cont r ol  ( M&C)  Sof t war e BTL Li st ed as a B- OWS.   An oper at or  
i nt er f ace wi t h l i mi t ed capabi l i t i es r el at i ve t o a B- AWS.   The B- OWS i s 
used f or  moni t or i ng and basi c cont r ol  of  a syst em,  but  di f f er s f r om a 
B- AWS i n t hat  i t  does not  suppor t  conf i gur at i on act i v i t i es,  nor  does i t  
pr ovi de advanced t r oubl eshoot i ng capabi l i t i es.

1. 4. 15   BACnet  Smar t  Act uat or  ( B- SA) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- SA.  A si mpl e cont r ol  out put  devi ce 
wi t h l i mi t ed r esour ces;  i t  i s  i nt ended f or  speci f i c  appl i cat i ons.

1. 4. 16   BACnet  Smar t  Sensor  ( B- SS) ( BACnet )

A har dwar e devi ce BTL Li st ed as a B- SS.  A si mpl e sensi ng devi ce wi t h ver y 
l i mi t ed r esour ces.

1. 4. 17   BACnet  Test i ng Labor at or i es ( BTL) ( BACnet )

Est abl i shed by BACnet  I nt er nat i onal  t o suppor t  compl i ance t est i ng and 
i nt er oper abi l i t y  t est i ng act i v i t i es and consi st s of  BTL Manager  and t he 
BTL Wor ki ng Gr oup ( BTL- WG) .   BTL al so publ i shes I mpl ement at i on Gui del i nes.

1. 4. 18   BACnet  Test i ng Labor at or i es ( BTL)  Li st ed ( BACnet )

A devi ce t hat  has been cer t i f i ed by BACnet ® Test i ng Labor at or y.   Devi ces 
may be cer t i f i ed t o a speci f i c  devi ce pr of i l e,  i n whi ch case t he 
cer t i f i cat i on i ndi cat es t hat  t he devi ce suppor t s t he r equi r ed capabi l i t i es 
f or  t hat  pr of i l e,  or  may be cer t i f i ed as " ot her " .

1. 4. 19   Bi nar y

A t wo- st at e syst em or  s i gnal ;  f or  exampl e one wher e an " ON"  condi t i on i s 
r epr esent ed by a hi gh si gnal  l evel  and an " OFF"  condi t i on i s r epr esent ed 
by a l ow si gnal  l evel .   ' Di gi t al '  i s  somet i mes used i nt er changeabl y wi t h 
' bi nar y ' .
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1. 4. 20   Bi ndi ng ( LonWor ks)

The act  of  est abl i shi ng communi cat i ons bet ween CEA- 709. 1- D devi ces by 
associ at i ng t he out put  of  a devi ce t o t he i nput  of  anot her  so t hat  
i nf or mat i on i s aut omat i cal l y ( and r egul ar l y)  sent  wi t hout  bei ng r equest ed 
by t he r eci pi ent .

1. 4. 21   Br oadcast

Unl i ke most  messages,  whi ch ar e i nt ended f or  a speci f i c  r eci pi ent  devi ce,  
a br oadcast  message i s i nt ended f or  al l  devi ces on t he net wor k.

1. 4. 22   Bui l di ng Cont r ol  Net wor k ( BCN)

The net wor k used by t he Bui l di ng Cont r ol  Syst em.   Typi cal l y t he BCN i s a 
BACnet  ASHRAE 135 or  LonWor ks CEA- 709. 1- D net wor k i nst al l ed by t he 
bui l di ng cont r ol  syst em cont r act or .

1. 4. 23   Bui l di ng Cont r ol  Syst em ( BCS)

One t ype of  Fi el d Cont r ol  Syst em.   A cont r ol  syst em f or  bui l di ng 
el ect r i cal  and mechani cal  syst ems,  t ypi cal l y HVAC ( i ncl udi ng cent r al  
pl ant s)  and l i ght i ng.   A BCS gener al l y uses Di r ect  Di gi t al  Cont r ol  ( DDC)  
Har dwar e and gener al l y does NOT i ncl ude i t s own l ocal  f r ont  end.

1. 4. 24   Bui l di ng Poi nt  of  Connect i on ( BPOC)

A FPOC f or  a Bui l di ng Cont r ol  Syst em.   ( Thi s t er m i s bei ng phased out  of  
use i n pr ef er ence f or  FPOC but  i s st i l l  used i n some speci f i cat i ons and 
cr i t er i a.   When i t  was used,  i t  t ypi cal l y r ef er r ed t o a pi ece of  cont r ol  
har dwar e.   The cur r ent  FPOC def i ni t i on t ypi cal l y r ef er s i nst ead t o I T 
har dwar e)

1. 4. 25   Channel  ( LonWor ks)

A por t i on of  t he cont r ol  net wor k consi st i ng of  one or  mor e segment s 
connect ed by r epeat er s.   Channel s ar e separ at ed by r out er s.  The devi ce 
quant i t y l i mi t at i on i s dependent  on t he t opol ogy/ medi a and devi ce t ype.   
For  exampl e,  a TP/ FT- 10 net wor k wi t h l ocal l y power ed devi ces i s l i mi t ed t o 
128 devi ces per  channel .

1. 4. 26   Commandabl e ( BACnet )

A poi nt  ( Obj ect )  i s  commandabl e i f  i t s  Pr esent _Val ue Pr oper t y i s wr i t abl e 
and i t  suppor t s t he opt i onal  Pr i or i t y_Ar r ay Pr oper t y.   Thi s f unct i onal i t y 
i s usef ul  f or  Over r i des.

1. 4. 27   Conf i gur at i on Pr oper t y ( LonWor ks)

Cont r ol l er  par amet er  used by t he appl i cat i on whi ch i s usual l y set  dur i ng 
i nst al l at i on/ t est i ng and sel dom changed.   For  exampl e,  t he P and I  
set t i ngs of  a P- I  cont r ol  l oop.   Al so see ' St andar d Conf i gur at i on Pr oper t y 
Type ( SCPT) '

1. 4. 28   Cont r ol  Logi c Di agr am

A gr aphi cal  r epr esent at i on of  cont r ol  l ogi c f or  mul t i pl e pr ocesses t hat  
make up a syst em.
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1. 4. 29   Devi ce Obj ect  ( BACnet )

Ever y BACnet  devi ce r equi r es one Devi ce Obj ect ,  whose pr oper t i es r epr esent  
t he net wor k v i s i bl e pr oper t i es of  t hat  devi ce.   Ever y Devi ce Obj ect  
r equi r es a uni que Obj ect _I dent i f i er  number  on t he BACnet  I nt er net wor k.   
Thi s number  i s of t en r ef er r ed t o as t he devi ce i nst ance or  devi ce I D.

1. 4. 30   Expl i c i t  Messagi ng ( LonWor ks)

A non- st andar d and of t en vendor  ( appl i cat i on)  speci f i c  met hod of  
communi cat i on bet ween devi ces.

1. 4. 31   Ext er nal  I nt er f ace Fi l e ( XI F)  ( LonWor ks)

A f i l e whi ch document s a devi ce' s ext er nal  i nt er f ace,  speci f i cal l y t he 
number  and t ypes of  LonMar k obj ect s,  t he number ,  t ypes,  di r ect i ons,  and 
connect i on at t r i but es of  net wor k var i abl es,  and t he number  of  message t ags.

1. 4. 32   Fi el d Poi nt  Of  Connect i on ( FPOC)

The FPOC i s par t  of  t he UMCS I P net wor k and act s as t he poi nt  of  
connect i on bet ween t he UMCS I P Net wor k and t he f i el d cont r ol  I P net wor k.   
The FPOC i s an I T devi ce such as a swi t ch,  I P r out er ,  or  f i r ewal l ,  
t ypi cal l y managed by t he s i t e I T st af f .  ( Not e t hat  t he f i el d cont r ol  I P 
net wor k may consi st  of  a s i ngl e I P devi ce,  or  t hat  i nt egr at i on may r equi r e 
i nst al l at i on of  a f i el d cont r ol  net wor k I P devi ce. )

1. 4. 33   Fi el d Cont r ol  Net wor k

The net wor k used by a f i el d cont r ol  syst em.

1. 4. 34   Fi el d Cont r ol  Syst em ( FCS)

A bui l di ng cont r ol  syst em or  ut i l i t y  cont r ol  syst em.

1. 4. 35   Fox Pr ot ocol  ( Ni agar a Fr amewor k)

The pr ot ocol  used f or  communi cat i on bet ween component s i n t he Ni agar a 
Fr amewor k.   By def aul t ,  Fox uses TCP por t  1911

1. 4. 36   Funct i onal  Pr of i l e ( LonWor ks)

A st andar d descr i pt i on,  def i ned by LonMar k I nt er nat i onal ,  of  a LonMar k 
Obj ect  used t o c l assi f y and cer t i f y devi ces.

1. 4. 37   Gat eway

A devi ce t hat  t r ansl at es f r om one pr ot ocol  t o anot her .   Devi ces t hat  
change onl y t he t r anspor t  mechani sm of  t he pr ot ocol  -  " t r ansl at i ng"  f r om 
LonWor ks over  TP/ FT- 10 t o LonWor ks over  I P f or  exampl e -  ar e not  gat eways 
as t he under l y i ng pr ot ocol  ( dat a f or mat )  does not  change.   Gat eways ar e 
al so cal l ed Communi cat i ons Br i dges or  Pr ot ocol  Tr ansl at or s.

1. 4. 38   Gener al  Pur pose Pr ogr ammabl e Cont r ol l er  ( GPPC)  ( LonWor ks)

Unl i ke an ASC or  AGC,  a GPPC i s not  f ur ni shed wi t h a f i xed appl i cat i on 
pr ogr am and does not  have a f i xed Pr ogr amI D or  XI F f i l e.   A GPPC can be 
( r e- ) pr ogr ammed,  usual l y usi ng vendor - suppl i ed sof t war e.   When a change t o 
t he pr ogr am af f ect s t he ext er nal  i nt er f ace ( and t he XI F f i l e)  t he 
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Pr ogr amI D wi l l  change.

1. 4. 39   I nt er net wor k ( BACnet )

See BACnet  I nt er net wor k.

1. 4. 40   JACE ( Ni agar a Fr amewor k)

Java Appl i cat i on Cont r ol  Engi ne.   See Ni agar a Fr amewor k Super vi sor y Gat eway

1. 4. 41   LonMar k Obj ect  ( LonWor ks)

A col l ect i on of  net wor k var i abl es,  conf i gur at i on pr oper t i es,  and 
associ at ed behavi or  def i ned by LonMar k I nt er nat i onal  and descr i bed by a 
Funct i onal  Pr of i l e.   I t  def i nes how i nf or mat i on i s exchanged bet ween 
devi ces on a net wor k ( i nput s f r om and out put s t o t he net wor k) .

1. 4. 42   LNS Pl ug- i n ( LonWor ks)

Sof t war e whi ch r uns i n an LNS compat i bl e sof t war e t ool ,  t ypi cal l y a 
net wor k conf i gur at i on t ool .   Devi ce conf i gur at i on pl ug- i ns pr ovi de a ' user  
f r i endl y '  met hod t o edi t  a devi ce' s conf i gur at i on pr oper t i es.

1. 4. 43   LonMar k ( LonWor ks)

See LonMar k I nt er nat i onal .   Al so,  a cer t i f i cat i on i ssued by LonMar k 
I nt er nat i onal  t o CEA- 709. 1- D devi ces.

1. 4. 44   LonMar k I nt er nat i onal  ( LonWor ks)

St andar ds commi t t ee consi st i ng of  i ndependent  pr oduct  devel oper s,  syst em 
i nt egr at or s and end user s dedi cat ed t o det er mi ni ng and mai nt ai ni ng t he 
i nt er oper abi l i t y  gui del i nes f or  LonWor ks.   Mai nt ai ns gui del i nes f or  t he 
i nt er oper abi l i t y  of  CEA- 709. 1- D devi ces and i ssues t he LonMar k 
Cer t i f i cat i on f or  CEA- 709. 1- D devi ces.

1. 4. 45   LonWor ks ( LonWor ks)

The t er m used t o r ef er  t o t he over al l  t echnol ogy r el at ed t o t he CEA- 709. 1- D
 pr ot ocol  ( somet i mes cal l ed " LonTal k" ) ,  i ncl udi ng t he pr ot ocol  i t sel f ,  
net wor k management ,  i nt er oper abi l i t y  gui del i nes and pr oduct s.

1. 4. 46   LonWor ks Net wor k Ser vi ces ( LNS)  ( LonWor ks)

A net wor k management  and dat abase st andar d f or  CEA- 709. 1- D devi ces.

1. 4. 47   LonWor ks Net wor k Ser vi ces ( LNS)  Dat abase ( LonWor ks)

The st andar d dat abase cr eat ed and used by LonWor ks Net wor k Ser vi ces ( LNS)  
compat i bl e t ool s,  such as LNS Net wor k Conf i gur at i on t ool s.

1. 4. 48   Modbus

A basi c pr ot ocol  f or  cont r ol  net wor k communi cat i ons gener al l y used i n 
ut i l i t y  cont r ol  syst ems.   The Modbus pr ot ocol  st andar d i s mai nt ai ned by 
The Modbus Or gani zat i on.
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1. 4. 49   Mast er - Sl ave/ Token Passi ng ( MS/ TP) ( BACnet )

Dat a l i nk pr ot ocol  as def i ned by t he BACnet  st andar d.   Mul t i pl e speeds 
( dat a r at es)  ar e per mi t t ed by t he BACnet  MS/ TP st andar d.

1. 4. 50   Moni t or i ng and Cont r ol  ( M&C)  Sof t war e

The UMCS ' f r ont  end'  sof t war e whi ch per f or ms super vi sor y f unct i ons such as 
al ar m handl i ng,  schedul i ng and dat a l oggi ng and pr ovi des a user  i nt er f ace 
f or  moni t or i ng t he syst em and conf i gur i ng t hese f unct i ons.

1. 4. 51   Net wor k ( BACnet )

I n BACnet ,  a por t i on of  t he cont r ol  i nt er net wor k consi st i ng of  one or  mor e 
segment s of  t he same medi a connect ed by r epeat er s.   Net wor ks ar e separ at ed 
by r out er s.

1. 4. 52   Net wor k Var i abl e ( LonWor ks)

See ' St andar d Net wor k Var i abl e Type ( SNVT) ' .

1. 4. 53   Net wor k Conf i gur at i on Tool  ( LonWor ks)

The sof t war e used t o conf i gur e t he cont r ol  net wor k and set  devi ce 
conf i gur at i on pr oper t i es.   Thi s sof t war e cr eat es and modi f i es t he cont r ol  
net wor k dat abase ( LNS Dat abase) .

1. 4. 54   Ni agar a Fr amewor k

A set  of  har dwar e and sof t war e speci f i cat i ons f or  bui l di ng and ut i l i t y  
cont r ol  owned by Tr i di um I nc.  and l i censed t o mul t i pl e vendor s.   The 
Fr amewor k consi st s of  f r ont  end ( M&C)  sof t war e,  web based cl i ent s,  f i el d 
l evel  cont r ol  har dwar e,  and engi neer i ng t ool s.   Whi l e t he Ni agar a 
Fr amewor k i s not  adopt ed by a r ecogni zed st andar ds body and does not  use 
an open l i censi ng model ,  i t  i s  suf f i c i ent l y wel l - suppor t ed by mul t i pl e 
HVAC vendor s t o be consi der ed a de- f act o Open St andar d.

1. 4. 55   Ni agar a Fr amewor k Super vi sor y Gat eway ( Ni agar a Fr amewor k)

DDC Har dwar e component  of  t he Ni agar a Fr amewor k.   A t ypi cal  Ni agar a 
ar chi t ect ur e has Ni agar a speci f i c  super vi sor y gat eways at  t he I P l evel  and 
ot her  ( non- Ni agar a speci f i c)  cont r ol l er s on f i el d net wor ks ( TP/ FT- 10,  
MS/ TP,  et c. )  beneat h t he Ni agar a super vi sor y gat eways.   The Ni agar a 
speci f i c  cont r ol l er s f unct i on as a gat eway bet ween t he Ni agar a f r amewor k 
pr ot ocol  ( Fox)  and t he f i el d net wor k beneat h.   These super vi sor y gat eways 
may al so be used as gener al  pur pose cont r ol l er s and al so have t he 
capabi l i t y  t o pr ovi de a web- br owser  based user  i nt er f ace.

Not e t hat  di f f er ent  vendor s r ef er  t o t hi s component  by di f f er ent  names.   
The most  common name i s " JACE" ;  ot her  names i ncl ude " EC- BOS" ,  " FX- 40" ,  and 
" UNC" .  

1. 4. 56   Node ( LonWor ks)

A devi ce t hat  communi cat es usi ng t he CEA- 709. 1- D pr ot ocol  and i s connect ed 
t o a CEA- 709. 1- D net wor k.
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1. 4. 57   Node Addr ess ( LonWor ks)

The l ogi cal  addr ess of  a node on t he net wor k,  consi st i ng of  a Domai n 
number ,  Subnet  number  and Node number .   Not e t hat  t he " Node number "  
por t i on of  t he addr ess i s t he number  assi gned t o t he devi ce dur i ng 
i nst al l at i on and i s uni que wi t hi n a subnet .   Thi s i s not  t he f act or y- set  
uni que Node I D ( see Node I D) .

1. 4. 58   Node I D ( LonWor ks)

A uni que 48- bi t  i dent i f i er  assi gned ( at  t he f act or y)  t o each CEA- 709. 1- D 
devi ce.  Somet i mes cal l ed t he Neur on I D.

1. 4. 59   Obj ect  ( BACnet )

A BACnet  Obj ect .   The concept  of  or gani z i ng BACnet  i nf or mat i on i nt o 
st andar d component s wi t h var i ous associ at ed Pr oper t i es.   Exampl es i ncl ude 
Anal og I nput  obj ect s and Bi nar y Out put  obj ect s.

1. 4. 60   Over r i de

To change t he val ue of  a poi nt  out s i de of  t he nor mal  sequence of  oper at i on 
wher e t hi s change has pr i or i t y over  t he sequence.   An over r i de can be 
accompl i shed i n one of  t wo ways:  t he poi nt  i t sel f  may be Commandabl e and 
wr i t t en t o wi t h a pr i or i t y or  t her e may be a separ at e poi nt  on t he 
cont r ol l er  f or  t he expr ess pur pose of  i mpl ement i ng t he over r i de.

Typi cal l y t hi s over r i de i s f r om t he Ut i l i t y  Moni t or i ng and Cont r ol  Syst em 
( UMCS)  Moni t or i ng and Cont r ol  ( M&C)  Sof t war e.   Not e t hat  t hi s def i ni t i on 
i s not  st andar d t hr oughout  i ndust r y.

1. 4. 61   Poi nt ,  Cal cul at ed

A val ue wi t hi n t he M&C Sof t war e t hat  i s not  a net wor k poi nt  but  has been 
cal cul at ed by l ogi c wi t hi n t he sof t war e based on t he val ue of  net wor k 
poi nt s or  ot her  cal cul at ed poi nt s.   Cal cul at ed poi nt s ar e somet i mes cal l ed 
v i r t ual  poi nt s or  i nt er nal  poi nt s.

1. 4. 62   Poi nt ,  Net wor k

A val ue t hat  t he M&C Sof t war e r eads f r om or  wr i t es t o a f i el d cont r ol  
net wor k.

1. 4. 63   Pol l i ng

A r equest ed t r ansmi ssi on of  dat a bet ween devi ces,  r at her  t han an 
unr equest ed t r ansmi ssi on such as Change- Of - Val ue ( COV)  or  Bi ndi ng wher e 
dat a i s aut omat i cal l y t r ansmi t t ed under  cer t ai n condi t i ons.

1. 4. 64   Pr ogr am I D ( LonWor ks)

An i dent i f i er  ( number )  st or ed i n t he devi ce ( usual l y EEPROM)  t hat  
i dent i f i es t he node manuf act ur er ,  f unct i onal i t y of  devi ce ( appl i cat i on & 
sequence) ,  t r anscei ver  used,  and i nt ended devi ce usage.

1. 4. 65   Pr oper t y ( BACnet )

A BACnet  Pr oper t y -  a dat a el ement  associ at ed wi t h an Obj ect .   Di f f er ent  
Obj ect s have di f f er ent  Pr oper t i es,  f or  exampl e an Anal og I nput  Obj ect  has 
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a Pr esent _Val ue Pr oper t y ( whi ch pr ovi des t he val ue of  t he under l y i ng 
har dwar e anal og i nput ) ,  a Hi gh_Li mi t  Pr oper t y ( whi ch cont ai ns a hi gh l i mi t  
f or  al ar mi ng) ,  as wel l  as ot her  pr oper t i es.

1. 4. 66   Pr ot ocol  I mpl ement at i on Conf or mance St at ement  ( PI CS) ( BACnet )

A document ,  cr eat ed by t he manuf act ur er  of  a devi ce,  whi ch descr i bes whi ch 
pot i ons of  t he BACnet  st andar d ar e i mpl ement ed by a gi ven devi ce.

1. 4. 67   Repeat er

A devi ce t hat  connect s t wo cont r ol  net wor k segment s and r et r ansmi t s al l  
i nf or mat i on r ecei ved on one si de ont o t he ot her .

1. 4. 68   Rout er  ( LonWor ks)

A devi ce t hat  connect s t wo channel s and cont r ol s t r af f i c  bet ween t he 
channel s by r et r ansmi t t i ng s i gnal s r ecei ved f r om one subnet  ont o t he ot her  
based on t he si gnal  dest i nat i on.   Rout er s ar e used t o subdi v i de a cont r ol  
net wor k and t o cont r ol  bandwi dt h usage.

1. 4. 69   Rout er  ( BACnet )

A devi ce t hat  connect s t wo or  mor e BACnet  net wor ks and cont r ol s t r af f i c  
bet ween t he net wor ks by r et r ansmi t t i ng s i gnal s r ecei ved f r om one net wor k 
ont o anot her  based on t he si gnal  dest i nat i on.   Rout er s ar e used t o 
subdi v i de an i nt er net wor k and t o cont r ol  bandwi dt h usage.

1. 4. 70   Segment

A ' s i ngl e'  sect i on of  a cont r ol  net wor k t hat  cont ai ns no r epeat er s or  
r out er s.   Ther e i s gener al l y a l i mi t  on t he number  of  devi ces on a 
segment ,  and t hi s l i mi t  i s  dependent  on t he t opol ogy/ medi a and devi ce 
t ype.   For  exampl e,  a TP/ FT- 10 segment  wi t h l ocal l y power ed devi ces i s 
l i mi t ed t o 64 devi ces,  and a BACnet  MS/ TP segment  i s l i mi t ed t o 32 devi ces.

1. 4. 71   Ser vi ce ( BACnet )

A BACnet  Ser vi ce.   A def i ned met hod f or  sendi ng a speci f i c  t ype of  dat a 
bet ween devi ces.   Ser vi ces ar e al ways def i ned i n a Cl i ent - Ser ver  manner ,  
wi t h a Cl i ent  i ni t i at i ng a Ser vi ce r equest  and a Ser ver  Execut i ng t he 
Ser vi ce.   Some exampl es ar e ReadPr oper t y ( a c l i ent  r equest s a dat a val ue 
f r om a ser ver ) ,  Wr i t ePr oper t y ( a c l i ent  wr i t es a dat a val ue t o a ser ver ) ,  
and Cr eat eObj ect  ( a c l i ent  r equest s t hat  a ser ver  cr eat e a new obj ect  
wi t hi n t he ser ver  devi ce) .

1. 4. 72   Ser vi ce Pi n ( LonWor ks)

A har dwar e push- but t on on a devi ce whi ch causes t he devi ce t o br oadcast  a 
message cont ai ni ng i t s Node I D and Pr ogr am I D.   Thi s br oadcast  can al so be 
i ni t i at ed vi a sof t war e.

1. 4. 73   St andar d BACnet  Obj ect / Pr oper t y/ Ser vi ce ( BACnet )

BACnet  Obj ect s,  Pr oper t i es,  or  Ser vi ces t hat  ar e st andar d Obj ect s,  
Pr oper t i es,  or  Ser vi ces enumer at ed and def i ned i n ASHRAE 135.   Cl ause 23 
of  ASHRAE 135 def i nes met hods t o ext end ASHRAE 135 t o non- st andar d or  
pr opr i et ar y i nf or mat i on.   St andar d BACnet  Obj ect s/ Pr oper t i es/ Ser vi ces 
speci f i cal l y excl ude any vendor  speci f i c  ext ensi ons.
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1. 4. 74   St andar d Conf i gur at i on Pr oper t y Type ( SCPT)  ( LonWor ks)

Pr onounced ' ski p- i t ' .   A st andar d f or mat  t ype ( mai nt ai ned by LonMar k 
I nt er nat i onal )  f or  Conf i gur at i on Pr oper t i es.

1. 4. 75   St andar d Net wor k Var i abl e Type ( SNVT)  ( LonWor ks)

Pr onounced ' sni vet ' .   A st andar d f or mat  t ype ( mai nt ai ned by LonMar k 
I nt er nat i onal )  used t o def i ne dat a i nf or mat i on t r ansmi t t ed and r ecei ved by 
t he i ndi v i dual  nodes.   The t er m SNVT i s used i n t wo ways.   Techni cal l y i t  
i s  t he acr onym f or  St andar d Net wor k Var i abl e Type,  and i s somet i mes used 
i n t hi s manner .   However ,  i t  i s  of t en used t o i ndi cat e t he net wor k 
var i abl e i t sel f  ( i . e.  i t  can mean " a net wor k var i abl e of  a st andar d 
net wor k var i abl e t ype" ) .   I n gener al ,  t he i nt ended meani ng shoul d be cl ear  
f r om t he cont ext .

1. 4. 76   Subnet  ( LonWor ks)

Consi st s of  a l ogi cal  gr oupi ng of  up t o 127 nodes,  wher e t he l ogi cal  
gr oupi ng i s def i ned by node addr essi ng.   Each subnet  i s assi gned a number  
whi ch i s uni que wi t hi n t he Domai n.   See al so Node Addr ess.

1. 4. 77   Super vi sor y Cont r ol l er

A cont r ol l er  i mpl ement i ng a combi nat i on of  super vi sor y l ogi c ( gl obal  
cont r ol  st r at egi es or  opt i mi zat i on st r at egi es) ,  schedul i ng,  al ar mi ng,  
event  management ,  t r endi ng,  web ser vi ces or  net wor k management .   Not e t hi s 
i s def i ned by use;  many super vi sor y cont r ol l er s have t he capabi l i t y  t o 
al so di r ect l y cont r ol  equi pment .

1. 4. 78   Super vi sor y Gat eway

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:   The 
phr ase " ,  such as a Ni agar a Fr amewor k Super vi sor y 
Gat eway"  i s onl y i ncl uded when t he NI AGARA FRAMEWORK 
t ai l or i ng opt i on i s sel ect edT

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

A devi ce t hat  i s bot h a super vi sor y cont r ol l er  and a gat eway,  such as a 
Ni agar a Fr amewor k Super vi sor y Gat eway.

1. 4. 79   TP/ FT- 10 ( LonWor ks)

A Fr ee Topol ogy Twi st ed Pai r  net wor k ( at  78 kbps)  def i ned by CEA- 709. 3.   
Thi s i s t he most  common medi a t ype f or  a CEA- 709. 1- D cont r ol  net wor k.

1. 4. 80   TP/ XF- 1250 ( LonWor ks)

A hi gh speed ( 1. 25 Mbps)  t wi st ed pai r ,  doubl y- t er mi nat ed bus net wor k 
def i ned by t he LonMar k I nt er oper abi l i t y  Gui del i nes.   Thi s medi a i s 
t ypi cal l y used onl y as a backbone medi a t o connect  mul t i pl e TP/ FT- 10 
net wor ks.

1. 4. 81   UMCS Net wor k

An I P net wor k connect i ng mul t i pl e f i el d cont r ol  syst ems t o t he Moni t or i ng 
and Cont r ol  Sof t war e usi ng one or  mor e of :   LonWor ks ( CEA- 709. 1- D and 
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CEA- 852- C) ,  BACnet  ( ASHRAE 135 Annex J) ,  MODBUS Pr ot ocol ,  MODBUS TCP/ I P or  
OPC DA.

1. 4. 82   User - def i ned Conf i gur at i on Pr oper t y Type ( UCPT)  ( LonWor ks)

Pr onounced ' u- keep- i t ' .   A Conf i gur at i on Pr oper t y f or mat  t ype t hat  i s 
def i ned by t he devi ce manuf act ur er .

1. 4. 83   User - def i ned Net wor k Var i abl e Type ( UNVT)  ( LonWor ks)

A net wor k var i abl e f or mat  def i ned by t he devi ce manuf act ur er .   Not e t hat  
UNVTs cr eat e non- st andar d communi cat i ons ( ot her  vendor ' s devi ces may not  
cor r ect l y i nt er pr et  i t )  and may cl ose t he syst em and t her ef or e ar e not  
per mi t t ed by t hi s speci f i cat i on.

1. 4. 84   Ut i l i t y  Cont r ol  Syst em ( UCS)

One t ype of  f i el d cont r ol  syst em.   Used f or  cont r ol  of  ut i l i t y  syst ems 
such as an el ect r i cal  subst at i on,  sani t ar y sewer  l i f t  s t at i on,  wat er  pump 
st at i on,  et c.   Bui l di ng cont r ol s ar e excl uded f r om a UCS,  however  i t  i s  
possi bl e t o have a Ut i l i t y  Cont r ol  Syst em and a Bui l di ng Cont r ol  Syst em i n 
t he same f aci l i t y ,  and f or  t hose syst ems t o shar e component s such as t he 
FPOC.   A UCS may i ncl ude i t s own l ocal  f r ont - end.

1. 5   SUBMI TTALS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Revi ew submi t t al  descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a “ G”  t o an i t em,  
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy 
and Ai r  For ce pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
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For ce pr oj ect s,  or  choose t he second br acket ed i t em 
f or  Ar my pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e t he r evi ew of  al l  submi t t al s wi t h 
t he pr oj ect  s i t e.  The si t e may have a Bui l di ng 
Aut omat i on Syst em ( BAS)  Manager  or  ot her  
i ndi v i dual / of f i ce t hat  shoul d r evi ew al l  submi t t al s 
bef or e accept ance of  t he syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES and TABLE 1:  PROJECT 
SEQUENCI NG:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The submi t t al s i ncl uded i n t hi s gui de 
speci f i cat i on ar e cr i t i cal  and r equi r e Gover nment  
r evi ew.   Any added submi t t al s nor mal l y shoul d be f or  
i nf or mat i on onl y and r evi ewed t hr ough t he Cont r act or  
Qual i t y Cont r ol  syst em.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SD- 02 Shop Dr awi ngs

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Ei t her  i ndi cat e dr awi ng si ze,  or  l eave bot h 
opt i ons t o al l ow t he cont r act or  t o deci de.

When sel ect i ng f or mat  f or  el ect r oni c dr awi ngs 
coor di nat e wi t h t he pr oj ect  s i t e.   Be sur e t o 
r equi r e dr awi ngs i n a f or mat  t hat  i s  usabl e by t he 
s i t e mai nt enance st af f .   Thi s may r equi r e i ncl udi ng 
mul t i pl e f or mat  r equi r ement s her e.

I ndi cat e quant i t i es f or  submi t t al s.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

UMCS Cont r act or  Desi gn Dr awi ngs;  G[ ,  [ _____] ]

  UMCS Cont r act or  Desi gn Dr awi ngs as a s i ngl e compl et e package:   
[ _____]  har d copi es and [ _____]  copi es on CDROM.   Submi t  har dcopy 
dr awi ngs on [ I SO A1 841 by 594 mm 34 by 22 i nches] [ or ] [ A3 420 by 
297 mm 17 by 11 i nches]  sheet s,  and el ect r oni c dr awi ngs i n bot h 
PDF and [ Aut oCAD] [ Mi cr ost at i on] [ Bent l ey BI M V8] [ Aut odesk Revi t  
2013]  f or mat .

Dr af t  As- Bui l t  Dr awi ngs;  G[ ,  [ _____] ]

  Dr af t  As- Bui l t  Dr awi ngs as a s i ngl e compl et e package:   [ _____]  
har d copi es and [ _____]  copi es on CDROM.   Submi t  har dcopy dr awi ngs 
must  on [ I SO A1 841 by 594 mm 34 by 22 i nches] [ or ] [ A3 420 by 297 mm
 17 by 11 i nches]  sheet s,  and el ect r oni c dr awi ngs i n bot h PDF and 
[ Aut oCAD] [ Mi cr ost at i on] [ Bent l ey BI M V8] [ Aut odesk Revi t  2013]  
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f or mat .

Fi nal  As- Bui l t  Dr awi ngs;  G[ ,  [ _____] ]

  Fi nal  As- Bui l t  Dr awi ngs as a s i ngl e compl et e package:   [ _____]  
har d copi es and [ _____]  copi es on CDROM.   Submi t  har dcopy dr awi ngs 
on [ I SO A1 841 by 594 mm 34 by 22 i nches] [ or ] [ A3 420 by 297 mm 17 
by 11 i nches]  sheet s,  and el ect r oni c dr awi ngs i n bot h PDF and 
[ Aut oCAD] [ Mi cr ost at i on] [ Bent l ey BI M V8] [ Aut odesk Revi t  2013]  
f or mat .

SD- 03 Pr oduct  Dat a

Pr oduct  Dat a Sheet s;  G[ ,  [ _____] ]

Comput er  Sof t war e;  G[ ,  [ _____] ]

  The most  r ecent  ver si ons of  al l  comput er  sof t war e pr ovi ded under  
t hi s speci f i cat i on del i ver ed as a Techni cal  Dat a Package.   Submi t  
t he user  manual s f or  al l  sof t war e del i ver ed f or  t hi s pr oj ect  wi t h 
t he sof t war e.

Encl osur e Keys;  G[ ,  [ _____] ]

SD- 05 Desi gn Dat a

UMCS I P Net wor k Bandwi dt h Usage Est i mat e;  G[ ,  [ _____] ]

  [ Four  ] [ _____]  copi es of  t he UMCS I P Net wor k Bandwi dt h Usage 
Est i mat e.

SD- 06 Test  Repor t s

Pr e- Const r uct i on QC Checkl i st ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Pr e- Const r uct i on QC Checkl i st .

Post - Const r uct i on QC Checkl i st ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Post - Const r uct i on QC Checkl i st .
[

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  not  r equi r i ng a Fact or y Test  i n PART 3
EXECUTI ON,  r emove t he submi t t al  r equi r ement s f or
Fact or y Test  Pr ocedur es and Fact or y Test  Repor t

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Fact or y Test  Pr ocedur es;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Fact or y Test  Pr ocedur es.   The 
Fact or y Test  Pr ocedur es may be submi t t ed as a Techni cal  Dat a 
Package.

Fact or y Test  Repor t ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Fact or y Test  Repor t .   The Fact or y 
Test  Repor t  may be submi t t ed as a Techni cal  Dat a Package.

] Exi st i ng Condi t i ons Repor t ;  G[ ,  [ _____] ]
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  [ Four ]  [ _____]  copi es of  t he Exi st i ng Condi t i ons Repor t .

St ar t - Up and St ar t - Up Test i ng Repor t ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he St ar t - Up and St ar t - Up Test i ng 
Repor t .   The St ar t - Up and Test i ng r epor t  may be submi t t ed as a 
Techni cal  Dat a Package.

PVT Phase I  Pr ocedur es;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he PVT Phase I  Pr ocedur es.   The PVT 
Pr ocedur es may be submi t t ed as a Techni cal  Dat a Package.

PVT Phase I  Repor t ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he PVT Phase I  Repor t .   The PVT Phase 
I  Repor t  may be submi t t ed as a Techni cal  Dat a Package.

PVT Phase I I  Repor t ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he PVT Phase I I  Repor t .   The PVT Phase 
I I  Repor t  may be submi t t ed as a Techni cal  Dat a Package.

SD- 10 Oper at i on and Mai nt enance Dat a

Oper at i on and Mai nt enance ( O&M)  I nst r uct i ons;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  bound O&M I nst r uct i ons[  and [ _____]  copi es of  t he 
I nst r uct i ons i n PDF f or mat  on opt i cal  di sc] .   I ndex and t ab bound 
i nst r uct i ons. [   Submi t  i nst r uct i ons i n PDF f or m as a s i ngl e PDF 
f i l e,  or  as mul t i pl e PDF f i l es wi t h a PDF f i l e t abl e of  cont ent s 
cont ai ni ng l i nks t o t he ot her  f i l es. ]   O&M I nst r uct i ons may be 
submi t t ed as a Techni cal  Dat a Package.

Pr event i ve Mai nt enance Wor k Pl an;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Pr event i ve Mai nt enance Wor k Pl an.   
The Pr event i ve Mai nt enance Wor k Pl an may be submi t t ed as a 
Techni cal  Dat a Package.

Basi c Tr ai ni ng Document at i on;  G[ ,  [ _____] ]

  Tr ai ni ng manual s f or  Basi c Tr ai ni ng del i ver ed f or  each t r ai nee 
on t he Cour se At t endance Li st  wi t h [ t wo]  [ _____]  addi t i onal  copi es 
del i ver ed f or  ar chi val  at  t he pr oj ect  s i t e.   Submi t  [ t wo]  [ _____]  
copi es of  t he Cour se At t endance Li st  wi t h t he ar chi val  copi es.   
The Basi c Tr ai ni ng Document at i on may be submi t t ed as a Techni cal  
Dat a Package.

Advanced Tr ai ni ng Document at i on;  G[ ,  [ _____] ]

  One set  of  t r ai ni ng manual s del i ver ed f or  each t r ai nee on t he 
Cour se At t endance Li st  wi t h [ t wo]  [ _____]  addi t i onal  copi es 
del i ver ed f or  ar chi val  at  t he pr oj ect  s i t e.   Submi t  [ t wo]  [ _____]  
copi es of  t he Cour se At t endance Li st  wi t h t he ar chi val  copi es.   
The Advanced Tr ai ni ng Document at i on may be submi t t ed as a 
Techni cal  Dat a Package.
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Ref r esher  Tr ai ni ng Document at i on;  G[ ,  [ _____] ]

  One set  of  t r ai ni ng manual s del i ver ed f or  each t r ai nee on t he 
Cour se At t endance Li st  wi t h [ t wo]  [ _____]  addi t i onal  copi es 
del i ver ed f or  ar chi val  at  t he pr oj ect  s i t e.   Submi t  [ t wo]  [ _____]  
copi es of  t he Cour se At t endance Li st  wi t h t he ar chi val  copi es.   
The Ref r esher  Tr ai ni ng Document at i on may be submi t t ed as a 
Techni cal  Dat a Package.

SD- 11 Cl oseout  Submi t t al s

Cl oseout  QC Checkl i st ;  G[ ,  [ _____] ]

  [ Four ]  [ _____]  copi es of  t he Cl oseout  QC Checkl i st .

1. 6   PROJECT SEQUENCI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Tabl e I  pr ovi des br acket ed t ext  i n whi ch t he 
number  of  days bet ween i t ems may be speci f i ed.   I n 
many cases t hi s i nf or mat i on wi l l  be speci f i ed 
el sewher e.   When pr oj ect  schedul e i s speci f i ed 
el sewher e r emove br acket ed t ext  and Tabl e I  wi l l  
pr ovi de sequenci ng but  not  speci f i c  i nt er val s.   I f  
t i me i nt er val s ar e t o be speci f i ed her e keep t he 
br acket ed t ext  and ent er  t he number  of  days i n t he 
space pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

TABLE I :  PROJECT SEQUENCI NG speci f i es t he sequenci ng of  submi t t al s as 
speci f i ed i n par agr aph SUBMI TTALS ( denot ed by an ' S'  i n t he ' TYPE'  col umn)  
and act i v i t i es as speci f i ed i n PART 3 EXECUTI ON ( denot ed by an ' E'  i n t he 
' TYPE'  col umn) .

1. 6. 1   Sequenci ng f or  Submi t t al s

The sequenci ng speci f i ed f or  submi t t al s i s t he deadl i ne by whi ch t he 
submi t t al  must  be i ni t i al l y  submi t t ed t o t he Gover nment .   Fol l owi ng 
submi ssi on t her e wi l l  be a Gover nment  r evi ew per i od as speci f i ed i n 
Sect i on 01 33 00 SUBMI TTAL PROCEDURES.   I f  t he submi t t al  i s  not  accept ed 
by t he Gover nment ,  r evi se t he submi t t al  and r esubmi t  i t  t o t he Gover nment  
wi t hi n [ 14]  [ _____]  days of  not i f i cat i on t hat  t he submi t t al  has been 
r ej ect ed.   Upon r e- submi t t al  t her e wi l l  be an addi t i onal  Gover nment  r evi ew 
per i od.   I f  t he submi t t al  i s  not  accept ed t he pr ocess r epeat s unt i l  t he 
submi t t al  i s  accept ed by t he Gover nment .

1. 6. 2   Sequenci ng f or  Act i v i t i es

The sequenci ng speci f i ed f or  act i v i t i es i ndi cat es t he ear l i est  t he 
act i v i t y may begi n.

1. 6. 3   Abbr evi at i ons

I n TABLE I  t he abbr evi at i on AAO i s used f or  ' af t er  appr oval  of '  and ' ACO'  
i s used f or  ' af t er  compl et i on of ' .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   
I f  r equi r i ng a Fact or y Test  i n PART 3 EXECUTI ON,  
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keep " Accept ance of  Fact or y Test  Repor t "  i n t he 
DESCRI PTI ON col umn f or  i t em 1.   I f  NOT r equi r i ng a 
f act or y t est  keep " Not i ce t o pr oceed"  or  edi t  t o 
i ndi cat e ot her  st ar t i ng condi t i on.

Compl et e TABLE I  by ent er i ng t he appr opr i at e number  
of  days i n t he spaces pr ovi ded i n t he SEQUENCI NG 
col umn.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t hi s pr oj ect  i ncl udes wor k t o be per f or med 
under  Sect i on 23 09 00 I NSTRUMENTATI ON AND CONTROL 
FOR HVAC,  t hat  wor k wi l l  need t o be coor di nat ed 
wi t h,  and i n many cases wi l l  need t o be compl et ed 
bef or e,  wor k speci f i ed i n t hi s Sect i on under  
par agr aph " I nt egr at i on of  Fi el d Cont r ol  Syst ems" .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:
The Cer t i f i cat e of  Net wor t hi ness Document at i on i s 
onl y r equi r ed f or  Ar my pr oj ect s and i s onl y i ncl uded 
when t he ARMY t ai l or i ng opt i ons i s sel ect ed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

TABLE I .  PROJECT SEQUENCI NG

I TEM TYPE DESCRI PTI ON SEQUENCI NG
( START OF ACTI VI TY or

DEADLI NE FOR SUBMI TTAL)

1 [ Accept ance of  Fact or y Test  
Repor t ] [ Not i ce t o pr oceed] [ _____]

2 S Exi st i ng Condi t i ons Repor t [ _____]  days af t er   #1

3 S Desi gn Dr awi ngs [ _____]  days af t er  #1

4 S Pr oduct  Dat a Sheet s and 
Cer t i f i cat e of  Net wor t hi ness 
Document at i on

[ _____]  days af t er  #1

5 S UMCS I P Net wor k Bandwi dt h Usage 
Est i mat e

[ _____]  days af t er  #1

6 S Pr e- const r uct i on QC Checkl i st [ _____]  days af t er  #1

7 E I nst al l  UMCS AAO #2 t hr u #6
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TABLE I .  PROJECT SEQUENCI NG

I TEM TYPE DESCRI PTI ON SEQUENCI NG
( START OF ACTI VI TY or

DEADLI NE FOR SUBMI TTAL)

8 E St ar t - Up and St ar t - Up Test i ng ACO #7

9 S Post - Const r uct i on QC Checkl i st [ _____]  days ACO #8

10 S Comput er  Sof t war e [ _____]  days ACO #8

11 S St ar t - Up and St ar t - Up Test i ng 
Repor t

[ _____]  days ACO #8

12 S Dr af t  As- Bui l t  Dr awi ngs [ _____]  days ACO #8

13 S PVT Phase I  Pr ocedur es [ _____]  days bef or e schedul ed st ar t  
of  #14 and AAO #11

14 E PVT Phase I AAO #13 and #12

15 S PVT Phase I  Repor t [ _____]  days ACO #14

16 S Pr event i ve Mai nt enance Wor k Pl an AAO #11

17 S O&M I nst r uct i ons AAO #11

18 S Basi c Tr ai ni ng Document at i on AAO #11 and [ _____]  days bef or e 
schedul ed st ar t  of  #19

19 E Basi c Tr ai ni ng ( PVT Phase I I ) AAO #16,  #17 and #18

20 S PVT Phase I I  Repor t [ _____]  days ACO #19

21 S Fi nal  As- Bui l t  Dr awi ngs [ _____]  days AAO #20

22 S Advanced Tr ai ni ng Document at i on [ _____]  days bef or e schedul e st ar t  
of  #23 and AAO #18

23 E Advanced Tr ai ni ng ACO #19,  [ _____]  days AAO #22,  and 
no l at er  t han [ 60]  days ACO #19

24 S Ref r esher  Tr ai ni ng Document at i on [ _____]  days bef or e #25 and AAO #18 
and #22

25 E Ref r esher  Tr ai ni ng bet ween [ _____]  and [ _____]  days ACO 
#19 and AAO #24
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TABLE I .  PROJECT SEQUENCI NG

I TEM TYPE DESCRI PTI ON SEQUENCI NG
( START OF ACTI VI TY or

DEADLI NE FOR SUBMI TTAL)

26 S Cl oseout  QC Checkl i st ACO #23

1. 7   QUALI TY CONTROL ( QC)  CHECKLI STS

The Cont r act or ' s Chi ef  Qual i t y Cont r ol  ( QC)  Repr esent at i ve must  compl et e 
t he QC Checkl i st  i n APPENDI X A,  and must  submi t  t he Pr e- Const r uct i on QC 
Checkl i st ,  Post - Const r uct i on QC Checkl i st  and Cl oseout  QC Checkl i st  as 
speci f i ed.   The QC Repr esent at i ve must  ver i f y each i t em i n t he Checkl i st  
and i ni t i al  i n t he pr ovi ded ar ea t o i ndi cat e t hat  t he r equi r ement  has been 
met .   The QC Repr esent at i ve must  s i gn and dat e t he Checkl i st  pr i or  t o 
submi ssi on t o t he Gover nment . [

The APPENDI X A QC Checkl i st  i s  avai l abl e as an edi t abl e f i l e at  
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/ uf gs- 25- 10- 10

]

1. 8   OPERATI ON AND MAI NTENANCE ( O&M)  I NSTRUCTI ONS

Pr ovi de UMCS Oper at i on and Mai nt enance I nst r uct i ons whi ch i ncl ude:

a.   Pr ocedur es f or  t he UMCS syst em st ar t - up,  oper at i on and shut - down.

b.   Fi nal  As- Bui l t  dr awi ngs.  

c.   Rout i ne mai nt enance checkl i st ,  ar r anged i n a col umnar  f or mat :   The 
f i r st  col umn l i s t i ng al l  i nst al l ed devi ces,  t he second col umn st at i ng 
t he mai nt enance act i v i t y or  st at i ng t hat  no mai nt enance r equi r ed,  t he 
t hi r d col umn st at i ng t he f r equency of  t he mai nt enance act i v i t y,  and 
t he f our t h col umn pr ovi di ng any addi t i onal  comment s or  r ef er ence.

d.   Qual i f i ed ser vi ce or gani zat i on l i s t  i ncl udi ng poi nt s of  cont act  wi t h 
phone number s.

e.   St ar t - Up and St ar t - Up Test i ng Repor t .

f .   Per f or mance Ver i f i cat i on Test  ( PVT)  Pr ocedur es and Repor t s.

PART 2   PRODUCTS

2. 1   EQUI PMENT REQUI REMENTS

2. 1. 1   Pr oduct  Cer t i f i cat i ons

For  comput i ng devi ces,  as def i ned i n FCC Par t  15,  suppl i ed as par t  of  t he 
UMCS pr ovi de devi ces whi ch ar e cer t i f i ed t o compl y wi t h t he r equi r ement s 
of  Cl ass B comput i ng devi ces.

2. 1. 2   Pr oduct  Sour ci ng

For  uni t s of  t he same t ype of  equi pment ,  pr ovi de pr oduct s of  a s i ngl e 
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manuf act ur er .   For  each maj or  component  of  equi pment  pr ovi de equi pment  
wi t h t he manuf act ur er ' s name and t he model  and ser i al  number  i n a 
conspi cuous pl ace.   For  mat er i al s and equi pment ,  pr ovi de new st andar d 
unmodi f i ed pr oduct s of  a manuf act ur er  r egul ar l y engaged i n t he 
manuf act ur i ng of  such pr oduct s.

2. 1. 3   Gener al  Requi r ement s

Pr ovi de component s t hat  meet  t he f ol l owi ng r equi r ement s:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I n par t i cul ar l y hot  or  col d envi r onment s,  
i ncr ease t he t emper at ur e r ange r equi r ement s f or  
equi pment  i n uncondi t i oned space

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Por t i ons of  t he dat a communi cat i ons equi pment  syst em i nst al l ed i n 
uncondi t i oned spaces must  oper at e pr oper l y i n an envi r onment  wi t h 
ambi ent  t emper at ur es bet ween [ 0 and 49]  [ _____]  degr ees C [ 32 and 120]  
[ _____]  degr ees F and ambi ent  r el at i ve humi di t y bet ween 10 per cent  and 
90 per cent  noncondensi ng.

b.   Component s must  accept  100 t o 125 vol t s AC ( Vac) ,  60 Hz,  s i ngl e phase,  
t hr ee wi r e wi t h a t hr ee- pr onged,  dedi cat ed ci r cui t  out l et  or  be 
pr ovi ded wi t h a t r ansf or mer  t o meet  t he component ' s power  r equi r ement s.

c.   The equi pment  must  meet  t he r equi r ement s of  NFPA 70,  UL 60950,  NFPA 262,  
FCC EMC,  and FCC Par t  15.

2. 1. 4   Namepl at es

Pr ovi de namepl at es of  l ami nat ed pl ast i c i dent i f y i ng t he f unct i on,  net wor k 
addr ess,  i f  appl i cabl e,  and i dent i f i er  of  t he devi ce.   Lami nat ed pl ast i c 
must  be at  l east  3 mm 0. 125 i nch t hi ck,  whi t e wi t h bl ack cent er  cor e.   
Namepl at es must  be a mi ni mum of  25 by 75 mm 1 by 3 i nch wi t h mi ni mum 6 mm 
0. 25 i nch hi gh engr aved bl ock l et t er i ng.

2. 1. 5   Pr oduct  Dat a Sheet s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:   The 
sent ence cont ai ni ng t he PI CS r equi r ement  i s onl y 
i ncl uded when t he BACNET t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  al l  pr oduct s ( equi pment )  speci f i ed i n PART 2 and suppl i ed under  t hi s 
cont r act ,  submi t  copi es of  al l  manuf act ur er  cat al og cut s and speci f i cat i on 
sheet s t o i ndi cat e conf or mance t o pr oduct  r equi r ement s.   For  Moni t or i ng 
and Cont r ol  ( M&C)  Sof t war e al so i ncl ude t he PI CS ver i f y i ng BTL Li st i ng as 
a B- AWS.

2. 2   CONTROL HARDWARE

2. 2. 1   Cont r ol  Pr ot ocol  Rout er s

2. 2. 1. 1   LonWor ks/ I P Rout er

Pr ovi de LonWor ks/ I P Rout er s whi ch per f or m l ayer  3 r out i ng of  CEA- 709. 1- D 
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packet s over  an I P net wor k i n accor dance wi t h CEA- 852- C.   The r out er  must  
pr ovi de t he appr opr i at e connect i on t o t he I P net wor k and connect i ons t o 
t he CEA- 709. 3 TP/ FT- 10 or  TP/ XF- 1250 net wor k.   LonWor ks/ I P Rout er s must  
suppor t  t he Dynami c Host  Conf i gur at i on Pr ot ocol  ( DHCP;  I ETF RFC 4361)  f or  
I P conf i gur at i on and t he use of  an CEA- 852- C Conf i gur at i on Ser ver  ( f or  
CEA- 852- C conf i gur at i on) ,  but  must  not  r el y on t hese ser vi ces f or  
conf i gur at i on.   LonWor ks/ I P Rout er s must  be capabl e of  manual  
conf i gur at i on v i a a consol e RS- 232 por t .

2. 2. 1. 2   BACnet / I P Rout er

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude t he br acket ed t ext  " [ ,  or  ot her  
ASHRAE 135] "  as needed t o al l ow f or  i nt egr at i on t o 
non- MS/ TP net wor ks.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de BACnet / I P Rout er s whi ch per f or m l ayer  3 r out i ng of  ASHRAE 135 
packet s over  an I P net wor k i n accor dance wi t h ASHRAE 135 Annex J and 
Cl ause 6.   The r out er  must  pr ovi de t he appr opr i at e connect i on t o t he I P 
net wor k and connect i ons t o a ASHRAE 135 MS/ TP[ ,  or  ot her  ASHRAE 135]  
net wor k.     Devi ces used as BACnet / I P Rout er s must  be BTL Li st ed and must  
suppor t  t he Net wor k Management - Rout er  Conf i gur at i on- B ( NM- RC- B)  BI BB.  

2. 2. 1. 3   Modbus/ I P Rout er

Pr ovi de Modbus/ I P Rout er s whi ch per f or m l ayer  3 r out i ng of  MODBUS Pr ot ocol /
MODBUS TCP/ I P packet s over  an I P net wor k i n accor dance wi t h MODBUS Pr ot ocol
/ MODBUS TCP/ I P.   The r out er  must  pr ovi de t he appr opr i at e connect i on t o t he 
I P net wor k and connect i ons t o a non- I P MODBUS Pr ot ocol / MODBUS TCP/ I P 
net wor k.   Modbus/ I P Rout er s must  suppor t  t he Dynami c Host  Conf i gur at i on 
Pr ot ocol  ( DHCP;  I ETF RFC 4361)  f or  I P conf i gur at i on but  must  not  r el y on 
t hi s ser vi ce f or  conf i gur at i on.   Modbus/ I P Rout er s must  be capabl e of  
di sabl i ng t he capabi l i t y  f or  r emot e conf i gur at i on of  Modbus r out i ng 
i nf or mat i on f r om t he I P net wor k.

2. 2. 2   Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:   " a 
Ni agar a Fr amewor k Super vi sor y Gat eway"  i s onl y 
i ncl uded when t he NI AGARA FRAMEWORK t ai l or i ng opt i on 
i s sel ect ed.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e whi ch i s a 
Ni agar a Fr amewor k Super vi sor y Gat eway or  a mi cr opr ocessor - based di r ect  
di gi t al  cont r ol  har dwar e and whi ch communi cat es over  t he UMCS I P net wor k 
usi ng one of :

a.  CEA- 709. 1- D i n accor dance wi t h CEA- 852- C and usi ng onl y St andar d 
Net wor k Var i abl e Types ( SNVTs)  as def i ned by t he LonMar k SNVT Li st .

b.  ASHRAE 135 i n accor dance wi t h ASHRAE 135 Annex J and usi ng onl y 
St andar d ASHRAE 135 ser vi ces.

Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e must  ei t her  meet  t he 
r equi r ement s of  t he LonMar k I nt er oper abi l i t y  Gui de or  be BTL Li st ed.
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2. 2. 3   BACnet  Super vi sor y Cont r ol l er  Har dwar e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o BACnet  syst ems 
and i s onl y i ncl uded when t he BACNET t ai l or i ng 
opt i on i s onl y i ncl uded when t he BACNET t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de BACnet  Super vi sor y Cont r ol l er  Har dwar e whi ch i s di r ect  di gi t al  
cont r ol  har dwar e and whi ch:

a.   i s  BTL Li st ed

b.   communi cat es usi ng ASHRAE 135 over  an I P net wor k i n accor dance wi t h 
ASHRAE 135 Annex J

c.   has a conf i gur abl e Obj ect _Name Pr oper t y

d.   suppor t s t he f ol l owi ng BI BBS

( 1)  DS- RP- B ( Dat a Shar i ng–Read Pr oper t y–B)  BI BB f or  Obj ect s r equi r i ng 
r ead access f r om t he M&C Sof t war e

( 2)  DS- WP- B ( Dat a Shar i ng–Wr i t e Pr oper t y–B)  BI BB f or  Obj ect s r equi r i ng 
wr i t e access f r om t he M&C Sof t war e.

( 3)  SCHED- E- B ( Schedul i ng- Ext er nal - B)

( 4)  AE- N- I - B ( Al ar m and Event - Not i f i cat i on I nt er nal - B)

( 5)  AE- ACK- B ( Al ar m and Event - ACK- B)

( 6)  T- VMT- I - B ( Tr endi ng- Vi ewi ng and Modi f y i ng Tr ends- I nt er nal - B)

( 7)  T- ATR- B ( Tr endi ng- Aut omat ed Tr end Ret r i eval - B)

e.   has a Wr i t abl e Reci pi ent _Li st  Pr oper t y of  t he Not i f i cat i on Cl ass Obj ect

2. 2. 4   Cont r ol  Pr ot ocol  Gat eways

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   FYI :  Except  f or  t he use of  Ni agar a Fr amewor k 
Super vi sor y Gat eways wi t h Ni agar a Fr amewor k M&C 
Sof t war e,  Gat eways shoul d be used onl y f or  t he 
i nt egr at i on of  l egacy bui l di ng cont r ol  syst ems 
( HVAC,  l i ght i ng et c)  or  f or  t he i nt egr at i on of  new 
or  l egacy ut i l i t y  cont r ol  syst ems.  Gat eways shoul d 
not  be used t o per mi t  t he i nst al l at i on of  new 
bui l di ng cont r ol  syst ems whi ch do not  use, CEA- 709. 1- D
 or  ASHRAE 135.

I ndi cat e i f  addi t i onal  capabi l i t y  may be r equi r ed.   
Not e t hat  s i nce t he Legacy syst em shoul d not  change 
t hi s r equi r ement  shoul dn' t  be needed,  and when used 
wi l l  nor mal l y be i nt ended t o cover  t he case of  
' f or got t en'  poi nt s ( when t he mappi ng r equi r ement s 
f r om t he l egacy syst em have not  been f ul l y/ pr oper l y 
i dent i f i ed) .  Requi r i ng excess capaci t y may add cost .   
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons.   Fox 
Pr ot ocol  i s  i ncl uded i n t he pr ot ocol  l i s t  onl y when 
t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de Cont r ol  Pr ot ocol  Gat eways whi ch per f or m bi - di r ect i onal  pr ot ocol  
t r ansl at i on bet ween t wo of  t he f ol l owi ng pr ot ocol s,  or  bet ween one of  t he 
f ol l owi ng pr ot ocol s and anot her  pr ot ocol :  CEA- 709. 1- D,  ASHRAE 135,  
MODBUS Pr ot ocol ,  MODBUS TCP/ I P,  Fox pr ot ocol ,  and OPC DA.  Pr ovi de Cont r ol  
Pr ot ocol  Gat eways whi ch al so meet  t he f ol l owi ng r equi r ement s.

a.   Gat eways must  have t wo or  mor e separ at e net wor k connect i ons,  each 
appr opr i at e f or  t he pr ot ocol  and medi a used.   A s i ngl e net wor k 
connect i on must  not  be used f or  bot h pr ot ocol s.  

b.   Gat eways must  be capabl e of  bei ng i nst al l ed,  conf i gur ed and pr ogr ammed 
t hr ough t he use of  i nst r uct i ons i n t he manual  suppl i ed by t he 
Cont r act or .  

c.   Pr ovi de and l i cense t o t he Gover nment  al l  sof t war e r equi r ed f or  
gat eway conf i gur at i on.  

d.   Gat eways must  r et ai n t hei r  conf i gur at i on af t er  a power  l oss of  an 
i ndef i ni t e t i me,  and must  aut omat i cal l y r et ur n t o t hei r  pr e- power  l oss 
st at e once power  i s r est or ed.  

e.   Gat eways must  pr ovi de capaci t y f or  mappi ng al l  r equi r ed poi nt s as 
i ndi cat ed[  pl us an addi t i onal  [ 10 per cent ] [ _____] ]  bet ween t he t wo 
pr ot ocol s i t  uses.  

f .   Gat eways must ,  i n addi t i on,  meet  al l  r equi r ement s speci f i ed ( i n t he 
f ol l owi ng subpar agr aphs)  f or  each of  t he t wo pr ot ocol s i t  t r ansl at es.

2. 2. 4. 1   Gat eway f or  CEA- 709. 1

For  a gat eways usi ng CEA- 709. 1- D pr ovi de gat eways whi ch meet  t he f ol l owi ng 
r equi r ement s i n addi t i on t o t he r equi r ement s f or  al l  gat eways:

a.   I t  must  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o 
St andar d Net wor k Var i abl e Types ( SNVTs)  accor di ng t o t he 
LonMar k SNVT Li st .

b.   Gat eways communi cat i ng CEA- 709. 1- D over  an I P net wor k must  communi cat e 
i n accor dance wi t h CEA- 852- C.

c.   I t  must  al l ow of  i t s  st andar d net wor k var i abl es ( SNVTs)  and suppor t  
t r ansmi t t i ng dat a usi ng t he " mi n,  max,  and del t a"  ( t hr ot t l i ng and 
hear t beat )  met hodol ogy.

d.   I t  must  pr ovi de t he abi l i t y  t o l abel  SNVTs.

e.   I t  must  suppl y a LonMar k ext er nal  i nt er f ace f i l e ( XI F)  as def i ned i n 
t he LonMar k XI F Gui de f or  use wi t h LNS t ool s and ut i l i t i es.

f .   I t  must  have a  " ser vi ce pi n"  whi ch,  when pr essed,  wi l l  cause t he 
Gat eway t o br oadcast  i t s 48- bi t  NodeI D and Pr ogr amI D over  t he net wor k.
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g.   I t  must  pr ovi de a conf i gur abl e sel f - document i ng st r i ng.

2. 2. 4. 2   Gat eway f or  ASHRAE 135

For  gat eways usi ng ASHRAE 135 pr ovi de gat eways whi ch meet s t he f ol l owi ng 
r equi r ement s i n addi t i on t o t he r equi r ement s f or  al l  gat eways:

a.   I t  must  al l ow bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o 
St andar d Obj ect s as def i ned i n ASHRAE 135.

b.   Al l  ASHRAE 135 Obj ect s must  have a conf i gur abl e Obj ect _Name Pr oper t y.

c.   I t  must  be BTL Li st ed.

d.   Gat eways communi cat i ng ASHRAE 135 over  an I P net wor k must  communi cat e 
i n accor dance wi t h ASHRAE 135 Annex J.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng 2 r equi r ement s cover  2 ways i n 
whi ch t he gat eway can be used:

1)  The gat eway communi cat es wi t h a BACnet  bui l di ng 
cont r ol  syst em.   I n t hi s case t he gat eway has t o be 
abl e t o r ead f r om and wr i t e t o devi ces i n t he BACnet  
bui l di ng cont r ol  syst em.

2)  The gat eway communi cat es wi t h a BACnet  f r ont - end 
( M&C Sof t war e) .   I n t hi s case t he gat eway must  be 
abl e t o be r ead f r om and be wr i t t en t o by t he M&C 
Sof t war e.   I n addi t i on,  t he gat eway must  pr ovi de 
schedul i ng,  al ar mi ng and t r endi ng f or  t he bui l di ng 
syst em.  

Not e t hat  i t  woul d be possi bl e t o have a 
BACnet - BACnet  gat eway t hat  i s used i n bot h of  t hese 
ways at  t he same t i me.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

e.   Gat eways communi cat i ng ASHRAE 135 t o a f i el d cont r ol  syst ems must  
suppor t  t he DS- RP- A ( Dat a Shar i ng–Read Pr oper t y–A)  BI BB and t he 
DS- WP- A ( Dat a Shar i ng–Wr i t e Pr oper t y–A)  BI BB.

f .   Gat eways communi cat i ng ASHRAE 135 t o t he M&C Sof t war e or  t o a BACnet  
Super vi sor y Cont r ol l er  must  suppor t  t he DS- RP- B ( Dat a Shar i ng–Read 
Pr oper t y–B)  BI BB f or  Obj ect s r equi r i ng r ead access f r om t he M&C 
Sof t war e and t he DS- WP- B ( Dat a Shar i ng–Wr i t e Pr oper t y–B)  BI BB f or  
Obj ect s r equi r i ng wr i t e access f r om t he M&C Sof t war e

2. 2. 4. 3   Gat eway f or  Modbus

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons.   
Requi r ement s f or  t he pr esent at i on of  dat a i n 
accor dance wi t h t he MODBUS REQUI REMENTS par agr aph i s 
onl y i ncl uded when t he MODBUS t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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For  gat eways t hat  use MODBUS Pr ot ocol / MODBUS TCP/ I P pr ovi de gat eways t hat  
meet  t he r equi r ement s speci f i ed f or  al l  gat eways and whi ch al l ow 
bi - di r ect i onal  mappi ng of  dat a i n t he Gat eway t o MODBUS Pr ot ocol /
MODBUS TCP/ I P r egi st er s usi ng t he f our  st andar d Modbus r egi st er  t ypes 
( Di scr et e I nput ,  Coi l ,  I nput  Regi st er , and Hol di ng Regi st er ) .   Gat eways 
communi cat i ng MODBUS Pr ot ocol / MODBUS TCP/ I P t o t he M&C Sof t war e must  
communi cat e v i a MODBUS Pr ot ocol / MODBUS TCP/ I P over  TCP/ I P and must  pr esent  
f l oat i ng poi nt  val ues,  char act er  val ues,  and dat e val ues usi ng t he 
appr opr i at e dat a t ype as speci f i ed i n par agr aph MODBUS REQUI REMENTS.   

2. 2. 4. 4   Gat eway f or  OPC

For  gat eways t hat  use OPC DA,  pr ovi de gat eways t hat  meet  t he r equi r ement s 
speci f i ed f or  al l  gat eways and whi ch al l ow bi - di r ect i onal  mappi ng of  dat a 
i n t he Gat eway usi ng OPC DA t ags and whi ch communi cat e over  an I P net wor k 
i n accor dance wi t h OPC DA.

2. 2. 4. 5   Gat eway f or  DNP3

For  gat eways t hat  use DNP3,  pr ovi de gat eways t hat  meet  t he r equi r ement s 
speci f i ed f or  al l  gat eways and whi ch al l ow bi - di r ect i onal  mappi ng of  dat a 
i n t he Gat eway t o DNP3 obj ect  gr oups and var i at i ons as def i ned by I EEE 1815.   
Gat eways communi cat i ng DNP3 over  an I P net wor k must  communi cat e i n 
accor dance wi t h t he LAN/ WAN Net wor ki ng vol ume of  I EEE 1815.  

2. 2. 4. 6   Ni agar a Fr amewor k Super vi sor y Gat eway

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  i s  onl y r equi r ed f or  Ni agar a 
Fr amewor k syst ems,  or  f or  Navy Pr oj ect s and i s onl y 
i ncl uded when t he NI AGARA FRAMEWORK or  NAVY 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   FYI  -  The Ni agar a Fr amewor k Super vi sor y 
Gat eway i s known by many names wi t hi n i ndust r y,  and 
t hi s speci f i cat i on uses t he name " Ni agar a Fr amewor k 
Super vi sor y Gat eway"  i n or der  t o r emai n vendor  
neut r al .   Pr obabl y t he most  common t er m used f or  
t hi s devi ce i n i ndust r y i s a " Java Appl i cat i on 
Cont r ol  Engi ne" ,  or  JACE.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Ni agar a Fr amewor k Super vi sor y Gat eway Har dwar e must :

a.   be di r ect  di gi t al  cont r ol  har dwar e.

b.   have an unr est r i ct ed i nt er oper abi l i t y  l i cense and a Ni agar a 
Compat i bi l i t y  St at ement  ( Ni CS)  t hat  f ol l ows t he Tr i di um Open Ni CS 
Speci f i cat i on.

c.   manage communi cat i ons bet ween a f i el d cont r ol  net wor k and t he Ni agar a 
Fr amewor k Moni t or i ng and Cont r ol  Sof t war e and bet ween i t sel f  and ot her  
Ni agar a Fr amewor k Super vi sor y Gat eways.   Ni agar a Fr amewor k Super vi sor y 
Gat eway Har dwar e must  use Fox pr ot ocol  f or  communi cat i on wi t h ot her  
Ni agar a Fr amewor k Component s.

d.   be f ul l y  pr ogr ammabl e usi ng t he Ni agar a Fr amewor k Engi neer i ng Tool  and 
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suppor t  t he f ol l owi ng:

( 1)  Ti me synchr oni zat i on,  Cal endar ,  and Schedul i ng usi ng Ni agar a 
Schedul i ng Obj ect s

( 2)  Al ar m gener at i on and r out i ng usi ng t he Ni agar a Al ar m Ser vi ce

( 3)  Tr endi ng usi ng t he Ni agar a Hi st or y Ser vi ce and Ni agar a Tr end Log 
Obj ect s

( 4)  I nt egr at i on of  f i el d cont r ol  net wor ks usi ng t he Ni agar a Fr amewor k 
Engi neer i ng Tool

( 5)  Conf i gur at i on of  i nt egr at ed f i el d cont r ol  syst em usi ng t he Ni agar a 
Fr amewor k Engi neer i ng Tool  when suppor t ed by t he f i el d cont r ol  
syst em

e.   meet  t he f ol l owi ng mi ni mum har dwar e r equi r ement s:

( 1)  [ One] [ Two]  10/ 100/ 1000 Mbps Et her net  Por t s

( 2)  One por t  compat i bl e wi t h t he f i el d cont r ol  syst em t o be i nt egr at ed 
usi ng t hi s pr oduct . [

( 3)  Cent r al  Pr ocessi ng Uni t  of  600 Mhz or  hi gher . ] [

( 4)  Embedded oper at i ng syst em. ]

f .   pr ovi de access t o f i el d cont r ol  net wor k dat a and super vi sor y f unct i ons 
v i a web i nt er f ace and suppor t  a mi ni mum of  16 si mul t aneous user s

2. 3   COMPUTER HARDWARE

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he ser ver ( s)  wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed.   I f  Gover nment  Fur ni shed 
r emove t he f ol l owi ng br acket ed t ext .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
For  comput er  har dwar e f ur ni shed under  t hi s speci f i cat i on pr ovi de st andar d 
pr oduct s of  a s i ngl e manuf act ur er  whi ch adver t i ses ser vi ce i n al l  48 
cont i guous st at es,  and pr ovi de onl y model  cur r ent l y i n pr oduct i on.  Except  
f or  PCI - E car ds i nst al l ed i nt o expansi on sl ot s pr ovi ded i n a deskt op or  
ser ver  comput er  i n or der  t o meet  t he r equi r ement s of  t hi s speci f i cat i on,  
do not  modi f y comput er  har dwar e f r om t he manuf act ur er  conf i gur at i on.

2. 3. 1   Ser ver  Har dwar e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he ser ver ( s)  wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed.   

I f  cont r act or  suppl i ed,  coor di nat e wi t h t he Pr oj ect  
Si t e' s NEC ( I T gr oup)  and i ncl ude t he si t es 
' st andar d'  ser ver  r edundancy r equi r ement s.

Not e t hat  comput er  t echnol ogy changes qui ckl y and 
t hese r equi r ement s shoul d be edi t ed t o r ef l ect  

SECTI ON 25 10 10  Page 44



cur r ent  pr oduct s.    Def aul t  r equi r ement s ( cur r ent  as 
of  2012)  have been pr ovi ded i n br acket s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Comput er  Ser ver  Har dwar e ( ser ver )  [ wi l l  be f ur ni shed by t he Gover nment ]  
[ must  be a deskt op or  ser ver  comput er  meet i ng t he f ol l owi ng mi ni mum 
r equi r ement s: ]

[ 2. 3. 1. 1   Pr ocessor

[ _____] [ Quad- cor e pr ocessor  desi gned f or  ser ver  appl i cat i ons.   Pr ocessor  
speed must  be at  l east  50 per cent  of  t he speed of  t he f ast est  I nt el  ser ver  
pr ocessor  commer ci al l y avai l abl e] .

2. 3. 1. 2   Random Access Memor y ( RAM)

[ _____] [ 300 per cent  of  t he r ecommended r equi r ement s of  t he sof t war e t o be 
i nst al l ed on t he ser ver [ and no l ess t han 24GB] . ]

2. 3. 1. 3   Communi cat i ons Por t s

[ _____] [ Four  USB por t s. ]

2. 3. 1. 4   Har d Dr i ves

2. 3. 1. 4. 1   I nt er nal  Har d Dr i ves

[ ____] [ Har d dr i ves wi t h SATA- 3 Cont r ol l er  pr ovi di ng at  l east  [ 2TB] [ ____]  
usabl e di sk space.   Har d dr i ves must  use RAI D ( Redundant  Ar r ay of  
I nexpensi ve Di sks)  at  l evel s 1 or  5 ( RAI D- 1 or  RAI D- 5) . ]

2. 3. 1. 4. 2   Ext er nal  Har d Dr i ve

[ ____] [ [ 4TB] [ ____]  di sk space wi t h a USB 3. 0 i nt er f ace. ]

2. 3. 1. 5   Opt i cal  Dr i ve

[ ____] [ Bl uer ay bur ner  dr i ve. ]

2. 3. 1. 6   Vi deo Out put

[ ____] [ 32- bi t  col or  at  a mi ni mum r esol ut i on of  1920 by 1080 at  a mi ni mum 
r ef r esh r at e of  70 Hz and a DVI  or  di spl ay por t  out put . ]

2. 3. 1. 7   Net wor k I nt er f ace

[ ____] [ [ Two]  i nt egr at ed 1000Base- T Et her net  wi t h RJ45 connect or . ]

2. 3. 1. 8   Moni t or

[ ____] [ Wi descr een f l at  panel  LCD moni t or  s i zed as i ndi cat ed but  no l ess 
t han 24 i nch nomi nal  wi t h a mi ni mum r esol ut i on of  1600 by 1050 pi xel s and 
a mi ni mum r ef r esh r at e of  70Hz. ]

2. 3. 1. 9   Keyboar d

[ ____] [ 101 key wi r ed USB keyboar d havi ng a mi ni mum 64 char act er  st andar d 
ASCI I  char act er  set  based on ANSI  I NCI TS 154 and an i nt egr al  smar t  car d 
r eader  compat i bl e wi t h a Depar t ment  of  Def ense Common Access Car d ( CAC) . ]
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2. 3. 1. 10   Mouse

[ ____] [ 2- but t on wi r ed USB opt i cal  scr ol l  mouse wi t h a mi ni mum r esol ut i on 
of  400 dot s per  i nch. ]

 2. 3. 1. 11   Power  Suppl i es

[ ____] [ Hot - swappabl e r edundant  power  suppl i es. ]

] 2. 3. 2   Wor kst at i on Har dwar e ( Deskt op and Lapt op)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he wor kst at i on( s)  wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed,  or  a mi x wher e some 
wor kst at i ons ar e Gov' t  f ur ni shed and ot her s ar e 
cont r act or  suppl i ed:

" Repl ace Br acket s"  i nst r uct i ons
1)  Gover nment  f ur ni shed onl y :  Keep f i r st  br acket ed 
t ext  and r emove t he [ as i ndi cat ed] .

2)  Cont r act or  suppl i ed onl y:  Keep t he second 
br acket ed t ext .

3)  Combi nat i on of  Gover nment  f ur ni shed and 
Cont r act or  suppl i ed:  Keep al l  br acket ed t ext .

When keepi ng br acket ed t ext  ( Cont r act or  suppl i ed or  
combi nat i on of  Gover nment  and Cont act or  suppl i ed)  
not e t hat  comput er  t echnol ogy changes qui ckl y and 
t hese r equi r ement s shoul d be edi t ed t o r ef l ect  
cur r ent  pr oduct s.    Def aul t  r equi r ement s ( cur r ent  as 
of  2012)  have been pr ovi ded i n br acket s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ The Gover nment  wi l l  pr ovi de t he]  [ Pr ovi de a st andar d deskt op comput er  or  
a l apt op meet i ng t he f ol l owi ng mi ni mum r equi r ement s f or  t he]  Comput er  
Wor kst at i on Har dwar e ( wor kst at i on)  [ as i ndi cat ed] .

[ 2. 3. 2. 1   Pr ocessor

2. 3. 2. 1. 1   Deskt op

Quad- cor e pr ocessor  desi gned f or  deskt op appl i cat i ons.   Pr ocessor  speed 
must  be at  l east  75 per cent  of  t he speed of  t he f ast est  I nt el  deskt op 
pr ocessor  commer ci al l y avai l abl e.

2. 3. 2. 1. 2   Lapt op

Quad- cor e pr ocessor  desi gned f or  l apt op appl i cat i ons.   Pr ocessor  speed 
must  be at  l east  50 per cent  of  t he speed of  t he f ast est  I nt el  l apt op 
pr ocessor  commer ci al l y avai l abl e.

2. 3. 2. 2   Random Access Memor y ( RAM)

[ ____] [ 300 per cent  of  t he r ecommended r equi r ement s of  t he sof t war e t o be 
i nst al l ed on t he ser ver [  and no l ess t han 8GB] . ]
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2. 3. 2. 3   Communi cat i ons Por t s

2. 3. 2. 3. 1   Deskt op

[ ____] [ Si x USB por t s. ]

2. 3. 2. 3. 2   Lapt op

[ ____] [ Two USB por t s,  pl us a PCMCI A car d s l ot  or  an addi t i onal  USB por t ,  
pl us an i nt egr al  RS- 232 ser i al  por t  or  an addi t i onal  USB por t  and a USB t o 
RS- 232 ser i al  adapt er . ]

2. 3. 2. 4   Har d Dr i ve and Cont r ol l er

2. 3. 2. 4. 1   Deskt op

[ ____] [ [ 1. 5TB] [ ____]  or  l ar ger  wi t h a SATA- 3 cont r ol l er . ]

2. 3. 2. 4. 2   Lapt op

[ ____] [ [ 250GB] [ ____]  or  l ar ger  sol i d st at e dr i ve. ]

2. 3. 2. 5   Opt i cal  Dr i ve

[ ____] [ DVD- RW dr i ve]

2. 3. 2. 6   Vi deo Out put   

2. 3. 2. 6. 1   Deskt op

[ ____] [ 32- bi t  col or  wi t h dual  moni t or  suppor t  mi ni mum r esol ut i ons of  1920 
by 1080 at  mi ni mum r ef r esh r at es of  70 Hz and dual  DVI  or  di spl ay por t  
out put s. ]

2. 3. 2. 6. 2   Lapt op

[ ____] [ 32- bi t  col or  wi t h a mi ni mum r esol ut i on of  1920 by 1080 at  mi ni mum 
r ef r esh r at es of  70 Hz and VGA or  HDMI  out put . ]

2. 3. 2. 7   Net wor k I nt er f ace

2. 3. 2. 7. 1   Deskt op

[ ____] [ I nt egr at ed 1000Base- T Et her net  wi t h RJ45 connect or . ]

2. 3. 2. 7. 2   Lapt op

[ ____] [ I nt egr at ed 1000Base- T Et her net  wi t h RJ45 connect or  and an 
i nt egr at ed I EEE 802. 11b/ g/ n wi r el ess i nt er f ace.   The Lapt op must  have a 
physi cal  swi t ch f or  act i vat i on and deact i vat i on of  t he wi r el ess i nt er f ace. ]

2. 3. 2. 8   Moni t or

2. 3. 2. 8. 1   Deskt op

[ ____] [ Dual  wi descr een f l at  panel  LCD moni t or s s i zed as i ndi cat ed but  no 
l ess t han600 mm 24 i nch nomi nal  wi t h mi ni mum r esol ut i ons of  1920 by 1080 
pi xel s and a mi ni mum r ef r esh r at e of  70Hz. ]
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2. 3. 2. 8. 2   Lapt op

[ ____] [ LCD Scr een si zed as i ndi cat ed but  no l ess t han 325 mm 13 i nch 
nomi nal  wi t h a maxi mum suppor t ed r esol ut i on of  no l ess t han 1600 by 900 
pi xel s. ]

2. 3. 2. 9   Keyboar d and Smar t  Car d Reader

2. 3. 2. 9. 1   Deskt op

[ ____] [ 101 key wi r ed USB keyboar d havi ng a mi ni mum 64 char act er  st andar d 
ASCI I  char act er  set  based on ANSI  I NCI TS 154 and an i nt egr al  smar t  car d 
r eader  compat i bl e wi t h a Depar t ment  of  Def ense Common Access Car d ( CAC) . ]

2. 3. 2. 9. 2   Lapt op

[ ____] [ St andar d l apt op keyboar d.   I nt er nal  smar t  car d r eader  compat i bl e 
wi t h a Depar t ment  of  Def ense Common Access Car d ( CAC) . ]

2. 3. 2. 10   Mouse

2. 3. 2. 10. 1   Deskt op

[ ____] [ 2- but t on wi r ed USB opt i cal  scr ol l  mouse wi t h a mi ni mum r esol ut i on 
of  400 dot s per  i nch. ]

2. 3. 2. 10. 2   Lapt op

[ ____] [ I nt egr at ed t ouch- pad pl us a 2- but t on wi r ed USB opt i cal  scr ol l  mouse 
wi t h a mi ni mum r esol ut i on of  400 dot s per  i nch. ]

] 2. 3. 3   Pr i nt er s

Pr ovi de l ocal  or  net wor k pr i nt er s as i ndi cat ed.   Pr ovi de l ocal  pr i nt er s 
whi ch have a USB i nt er f ace.   Pr ovi de net wor k pr i nt er s whi ch have a 
100Base- T or  f ast er  i nt er f ace wi t h an RJ45 connect i on and a f i r mwar e pr i nt  
spool er  compat i bl e wi t h t he Oper at i ng Syst em pr i nt  spool er .

2. 3. 3. 1   Al ar m Pr i nt er

Pr ovi de al ar m pr i nt er s whi ch use spr ocket - f ed f anf ol d paper  wi t h 
adj ust abl e spr ocket s f or  paper  wi dt h up t o 280 mm 11 i nches.   Al r m 
pr i nt er s must  have pr ogr ammabl e cont r ol  of  t op- of - f or m.   [ Pr ovi de f l oor  
st ands wi t h paper  r acks f or  al ar m pr i nt er s. ]

2. 3. 3. 2   Laser  Pr i nt er

Pr ovi de l aser  pr i nt er s as i ndi cat ed meet i ng t he f ol l owi ng mi ni mum 
r equi r ement s:

Resol ut i on 600 by 600 dot s per  i nch

Pr i nt i ng Ti me 10 pages per  mi nut e

Dat a Buf f er  Si ze 16 Megabyt es
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Medi a Type Paper  and t r anspar ency f i l m

Medi a Si ze ANSI  A(  216 by 279 mm 8. 5 by 11 i nches )  
and ot her  si zes as i ndi cat ed

Paper  Casset t e 250 sheet  capaci t y

2. 4   COMPUTER SOFTWARE

2. 4. 1   Oper at i ng Syst em ( OS)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he OS l i cense wi l l  be cont r act or  suppl i ed or  
Gover nment  Fur ni shed.   

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons t o 
i ndi cat e t he Gol d Mast er  ver si on t o use.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de t he l at est  ver si on of  t he Ar my [ DI SA] [ ____]  Gol d Mast er  Wi ndows 
Oper at i ng Syst em.   The Oper at i ng Syst em medi a wi l l  be f ur ni shed by t he 
Gover nment .   [ Pr ovi de ] [ The Gover nment  wi l l  pr ovi de]  t he Oper at i ng Syst em 
l i cense.

2. 4. 2   Of f i ce Aut omat i on Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he Of f i ce Aut omat i on Sof t war e wi l l  be cont r act or  
suppl i ed or  Gover nment  Fur ni shed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de Of f i ce Aut omat i on Sof t war e consi st i ng of  t he [ e- mai l , ]  
spr eadsheet  and wor d pr ocessi ng por t i ons of  t he pr oj ect  s i t e' s st andar d 
of f i ce aut omat i on sof t war e. ]  [ Of f i ce Aut omat i on Sof t war e wi l l  be f ur ni shed 
by t he Gover nment . ]

2. 4. 3   Vi r us Pr ot ect i on Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  t he Vi r us Pr ot ect i on Sof t war e wi l l  be cont r act or  
suppl i ed or  Gover nment  Fur ni shed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de Vi r us Pr ot ect i on Sof t war e consi st i ng of  t he pr oj ect  s i t e' s 
st andar d v i r us pr ot ect i on sof t war e compl et e wi t h a v i r us def i ni t i on updat e 
subscr i pt i on]  [ Vi r us Pr ot ect i on Sof t war e wi l l  be f ur ni shed by t he 
Gover nment ] .

2. 4. 4   Di sk I magi ng ( Backup)  Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
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i f  t he Di sk I magi ng ( Backup)  Sof t war e wi l l  be 
cont r act or  suppl i ed or  Gover nment  Fur ni shed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Pr ovi de Di sk i magi ng ( backup)  sof t war e capabl e of  per f or mi ng a bar e- met al  
r est or e ( i magi ng and r est or i ng t o a new bl ank har d dr i ve such t hat  
r est or at i on of  t he i mage i s suf f i c i ent  t o r est or e syst em oper at i on t o t he 
i maged st at e wi t hout  t he need f or  r e- i nst al l at i on of  sof t war e) . ]  [ Pr ovi de 
Di sk i magi ng ( backup)  sof t war e consi st i ng of  t he pr oj ect  s i t e' s st andar d 
di sk i magi ng sof t war e. ]  [ Di sk i magi ng ( backup)  sof t war e wi l l  be f ur ni shed 
by t he Gover nment . ]

2. 4. 5   M&C Cont r ol l er  Har dwar e Conf i gur at i on Sof t war e

Pr ovi de M&C Cont r ol l er  Har dwar e Conf i gur at i on Sof t war e consi st i ng of  t he 
sof t war e r equi r ed t o conf i gur e,  pr ogr am,  or  conf i gur e and pr ogr am each 
Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e pr ovi ded f or  t he 
f unct i ons i t  per f or ms.

2. 4. 6   CEA- 852- C Conf i gur at i on Ser ver

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o LonWor ks syst ems 
and i s onl y i ncl uded when t he LONWORKS t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de CEA- 852- C conf i gur at i on ser ver  sof t war e meet i ng t he r equi r ement s 
of  CEA- 852- C.

2. 4. 7   CEA- 709. 1- D Net wor k Conf i gur at i on Tool

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o LonWor ks syst ems 
and i s onl y i ncl uded when t he LONWORKS t ai l or i ng 
opt i on i s sel ect ed. .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de a net wor k conf i gur at i on t ool  sof t war e whi ch:

a.   Sol el y uses LonWor ks Net wor k Ser vi ces ( LNS)  f or  al l  net wor k 
conf i gur at i on and management  of  CEA- 709. 1- D devi ces.

b.   I s capabl e of  execut i ng LNS pl ug- i ns.

c.   I s capabl e of  per f or mi ng net wor k dat abase r econst r uct i on of  an 
CEA- 709. 1- D cont r ol  net wor k,  such t hat  i f  connect ed t o an exi st i ng 
CEA- 709. 1- D net wor k i t  has t he abi l i t y  t o quer y t he net wor k and cr eat e 
an LNS dat abase f or  t hat  net wor k.

d.   Al l ows conf i gur at i on of  t he net wor k whi l e of f - l i ne such t hat  an 
oper at or  may set  up changes t o t he net wor k whi l e di sconnect ed f r om t he 
net wor k,  and t hen execut e al l  of  t hem once connect ed.

e.   I ncl udes t he st andar d LNS Repor t  Gener at or  and i s capabl e of  
gener at i ng and pr i nt i ng t he f ol l owi ng r epor t s:

( 1)  A t abl e cont ai ni ng domai n/ subnet / node addr ess and node i dent i f i er  
f or  t he ent i r e net wor k or  any subset  t her eof ,  sel ect ed by t he user .
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( 2)  A t abl e cont ai ni ng St andar d Net wor k Var i abl e ( SNVT)  i nput  and 
out put  det ai l s f or  any CEA- 709. 1- D devi ce on t he net wor k.

( 3)  A t abl e cont ai ni ng St andar d and User - Def i ned Conf i gur at i on 
Pr oper t i es ( SCPTs and UCPTs)  f or  any CEA- 709. 1- D devi ce on t he 
net wor k.

f .   I s capabl e of  mer gi ng t wo exi st i ng st andar d LNS dat abases i nt o a 
s i ngl e st andar d LNS dat abase.

2. 4. 8   BACnet  Net wor k Br owser

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o BACnet  syst ems 
and i s onl y i ncl uded when t he BACNET t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de a BACnet  Net wor k Br owser  sof t war e t hat :

a.   Can per f or m f ul l  di scover y of  a ASHRAE 135 syst em i ncl udi ng but  not  
l i mi t ed t o di scover y of  al l  ASHRAE 135 devi ces,  t he ASHRAE 135 Obj ect s 
and Pr oper t i es of  each devi ce,  and t he st andar d ASHRAE 135 ser vi ces 
suppor t ed by each devi ce.

b.   Can r ead any ASHRAE 135 Pr oper t y of  any Obj ect  i n any devi ce.  
Pr opr i et ar y Pr oper t i es may be pr esent ed as r ead wi t hout  f ur t her  
i nt er pr et at i on.

c.   Can wr i t e any St andar d ASHRAE 135 Pr oper t y of  any Obj ect  i n any devi ce.

d.   Suppor t s segment at i on.   

e.   Suppor t s al l  of  t he f ol l owi ng BI BBs:

( 1)  DM- ANM- A ( Devi ce Management - Aut omat i c Net wor k Management - A)

( 2)  DM- ADM- A ( Devi ce Management - Aut omat i c Devi ce Management - A)

( 3)  DM- DDB- A ( Devi ce Management - Dynami c Devi ce Bi ndi ng- A)

( 4)  DM- DOB- A ( Devi ce Management - Dynami c Obj ect  Bi ndi ng- A)

( 5)  DS- RP- A ( Dat a Shar i ng- Read Pr oper t y- A)

( 6)  DS- RPM- A ( Dat a Shar i ng- Read Pr oper t y Mul t i pl e- A)

( 7)  DS- WP- A ( Dat a Shar i ng- Wr i t e Pr oper t y- A)

2. 4. 9   Ni agar a Fr amewor k Engi neer i ng Tool

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o Ni agar a 
Fr amewor k syst ems and i s onl y i ncl uded when t he 
NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de Ni agar a Fr amewor k engi neer i ng t ool  sof t war e whi ch:  
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a.   has unr est r i ct ed i nt er oper abi l i t y  l i cense and a Ni agar a Compat i bi l i t y  
St at ement  ( Ni CS)  whi ch f ol l ows t he Tr i di um Open Ni CS Speci f i cat i on.

b.   i s  capabl e of  per f or mi ng net wor k conf i gur at i on f or  Ni agar a Fr amewor k 
Super vi sor y Gat eways and Ni agar a Fr amewor k Moni t or i ng and Cont r ol  
Sof t war e.

c.   i s  capabl e of  pr ogr ammi ng and conf i gur i ng Ni agar a Fr amewor k 
Super vi sor y Gat eways and Ni agar a Fr amewor k Moni t or i ng and Cont r ol  
Sof t war e.

d.   i s  capabl e of  di scover y of  Ni agar a Fr amewor k Super vi sor y Gat eways and 
al l  poi nt s mapped i nt o each Ni agar a Fr amewor k Super vi sor y Gat eway and 
maki ng t hese poi nt s accessi bl e t o Ni agar a Fr amewor k Moni t or i ng and 
Cont r ol  Sof t war e.

2. 4. 10   Moni t or i ng and Cont r ol  ( M&C)  Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  shoul d choose t he mi ni mum number  of  
poi nt s and cl i ent s t he M&C sof t war e i s r equi r ed t o 
accommodat e based on t he pr oj ect  s i t e' s mast er  
pl an.   The i ni t i al  number  of  poi nt s t o be 
accommodat ed shoul d be chosen such t hat  i t  i s  
suf f i c i ent  t o cover  al l  cur r ent  and known f ut ur e 
pr oj ect s.   The t ot al  syst em expansi on r equi r ement  
shoul d be based on pot ent i al / ant i c i pat ed f ut ur e 
pr oj ect s.   

I t ' s  a good i dea t o obt ai n pr i c i ng f or  sever al  
pr i ce- poi nt s bet ween t he cur r ent  speci f i ed 
poi nt s/ c l i ent s and t he f ut ur e number  of  
poi nt s/ c l i ent s.   Dependi ng on t he vendor  t he cost  
i ncr ease f or  syst em expansi on may be dr ast i cal l y 
di f f er ent .

For  non- Ni agar a Fr amewor k syst ems,  poi nt s means 
" poi nt s t hat  t he M&C sof t war e can r ead/ wr i t e on t he 
net wor k" .   I n gener al ,  poi nt s wi l l  be SNVTs f or  
LonWor ks and t he Pr esent  Val ue Pr oper t y of  Obj ect s 
f or  BACnet .   Ot her  exampl es of  Poi nt s ar e ot her  
BACnet  Pr oper t i es or  LonWor ks conf i gur at i on 
pr oper t i es/ conf i gur at i on net wor k var i abl es.   For  
Modbus,  a poi nt  wi l l  gener al l y be a Modbus r egi st er .  
For  OPC,  a poi nt  wi l l  be an OPC " t ag" .

For  t he Ni agar a Fr amewor k,  poi nt  l i censi ng onl y 
appl i es t o poi nt s di r ect l y i nt egr at ed t o t he M&C 
Sof t war e wi t hout  f i r st  bei ng br ought  i nt o a Ni agar a 
Fr amewor k Super vi sor y Gat eway.   Di scuss wi t h t he 
i nst al l at i on whet her  i nt egr at i on wi l l  gener al l y be 
accompl i shed vi a Ni agar a Fr amewor k Super vi sor y 
Gat eways ( t hi s i s t he nor mal  met hod)  or  not  bef or e 
det er mi ni ng a poi nt  l i censi ng r equi r ement   When 
i nt egr at i on wi l l  " al ways"  be t hr ough a Ni agar a 
Fr amewor k Super vi sor y Gat eway change t he number  of  
net wor k poi nt s r equi r ed bel ow t o zer o or  a ver y 
smal l  number .   When r equi r i ng net wor k poi nt s 

SECTI ON 25 10 10  Page 52



i ndi cat e i n t he space pr ovi ded t he pr ot ocol  dr i ver s 
r equi r ed and net wor k poi nt s r equi r ed t o be l i censed 
by each.

Thi s UFGS r equi r es t he use of  Web based cl i ent s 
( pr evi ous ver si ons of  t hi s UFGS di d not ,  but  most  
vendor s suppor t  web- br owser  based cl i ent s and t hi s 
no l onger  over l y r est r i ct s compet i t i on. )

FYI :   The f ol l owi ng par agr aphs/ pages ( t he M&C 
sof t war e r equi r ement s)  speci f y f unct i onal i t y t hat  i s  
r equi r ed f or  t he M&C Sof t war e but  t hat  may not  be 
achi evabl e due t o l ack of  dat a/ suppor t  at  t he 
bui l di ng l evel .   I n or der  t o meet  f ut ur e needs t hese 
r equi r ement s shoul d be kept .   I t  i s  expect ed t hat  
t hey ar e usual l y par t  of  t he ' st andar d'  capabi l i t i es 
of  t hi s t ype of  sof t war e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons t o 
i ndi cat e r equi r ement s f or  t he M&C sof t war e i n t he 
f i r st  par agr aph.   Onl y r equi r ement s r el at ed t o 
sel ect ed t ai l or i ng opt i ons ar e i ncl uded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de moni t or i ng and cont r ol  ( M&C)  sof t war e whi ch i s a c l i ent - ser ver  
sof t war e package wi t h a gr aphi cal  user  i nt er f ace ( GUI )  usi ng web- br owser  
based cl i ent s.  Pr ovi de Ni agar a Fr amewor k moni t or i ng and cont r ol  sof t war e 
whi ch communi cat es wi t h Ni agar a Fr amewor k f i el d cont r ol  syst ems usi ng t he 
Fox pr ot ocol .  Pr ovi de M&C Sof t war e whi ch communi cat es v i a CEA- 709. 1- D,  and 
ASHRAE 135,  and MODBUS Pr ot ocol / MODBUS TCP/ I P,  and OPC DA.  The M&C 
Sof t war e may suppor t  ot her  f i el d cont r ol  pr ot ocol s.   Pr ovi de M&C Sof t war e 
whi ch i s BACnet  Test i ng Labor at or i es Cer t i f i ed ( " Li st ed" )  as a B- AWS.

Pr ovi de a s i ngl e sof t war e package whi ch i mpl ement s t he Schedul i ng,  
Al ar mi ng,  Tr endi ng,  Gr aphi cal  Syst em Di spl ay,  and Syst em Di spl ay Edi t or  
f unct i onal i t y.   Ot her  speci f i ed M&C f unct i onal i t y may be i mpl ement ed i n 
t he same sof t war e package or  i n addi t i onal  sof t war e packages.   As 
speci f i ed i n PART 3 EXECUTI ON,  t he M&C Sof t war e must  oper at e on Ser ver  
har dwar e,  except  t hat  sof t war e f or  Poi nt  Cal cul at i ons and Demand Li mi t i ng 
may oper at e on M&C Cont r ol l er  Har dwar e.

2. 4. 10. 1   M&C Sof t war e Li cense

Li cense t he M&C Sof t war e as speci f i ed.   Use of  mul t i pl e copi es of  M&C 
Ser ver  sof t war e wor ki ng i n coor di nat i on and shar i ng dat a bet ween t hem such 
t hat  t hey f unct i on as,  and appear  t o an oper at or  as,  a s i ngl e M&C Ser ver  
i s per mi t t ed t o meet  t hese r equi r ement s.

2. 4. 10. 1. 1   Net wor k Poi nt s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:
1)  The sent ence r ef er r i ng t o Ni agar a Fr amewor k 
syst ems i s i ncl uded onl y when t he NI AGARA FRAMEWORK 
t ai l or i ng opt i on i s sel ect ed.

2)  The sent ence r ef er r i ng t o NI AGARA FRAMEWORK M&C 
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Sof t war e i s onl y i ncl uded when t he NI AGARA FRAMEWORK 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  Ni agar a Fr amewor k syst ems,  a net wor k poi nt  i s  a poi nt  br ought  di r ect l y 
i nt o t he Web Super vi sor  M&C Sof t war e t hr ough a pr ot ocol  ot her  t han t he Fox 
Pr ot ocol  and vi a a Ni agar a Fr amewor k Super vi sor y Gat eway.   Pr ovi de M&C 
Sof t war e and l i censi ng t o suppor t  no l ess t han t han [ _____]  net wor k 
poi nt s,  and t o be capabl e of  expansi on t o suppor t  no l ess t han [ 50, 000]  
[ _____]  net wor k poi nt s.   [ Pr ovi de Ni agar a Fr amewor k M&C Sof t war e whi ch 
i ncl udes t he f ol l owi ng dr i ver s,  each of  whi ch i s l i censed f or  a number  of  
net wor k poi nt s as f ol l ows:  [ ____] . ]

2. 4. 10. 1. 2   Web Cl i ent s

Pr ovi de M&C Sof t war e and l i censi ng t o suppor t  no l ess t han [ 10]  [ ____]  
s i mul t aneous web cl i ent s wi t h no l i mi t  on t he t ot al  number  of  web 
cl i ent s.   M&C Sof t war e must  be capabl e of  expansi on t o suppor t  no l ess 
t han [ 30]  [ _____]  s i mul t aneous web cl i ent s.

2. 4. 10. 1. 3   Cal cul at i ons

Pr ovi de M&C Sof t war e and l i censi ng t o suppor t  no l ess t han one cal cul at ed 
poi nt  f or  ever y t en net wor k poi nt s ( see " Net wor k Poi nt s"  above) .

2. 4. 10. 1. 4   Ot her  Poi nt s

For  i nst al l at i ons usi ng M&C Sof t war e i nst al l ed on M&C Cont r ol l er  Har dwar e 
( as opposed t o Ser ver  har dwar e) ,  pr ovi de addi t i onal  l i censi ng t o suppor t  
addi t i onal  net wor k poi nt s f or  t he communi cat i ons bet ween por t i ons of  t he 
M&C Sof t war e i nst al l ed on di f f er ent  har dwar e.   For  exampl e,  i f  t he 
Cal cul at i ons r equi r ement  i s per f or med by M&C Sof t war e i nst al l ed on 
Cont r ol l er  har dwar e,  t he M&C Sof t war e must  be l i censed f or  addi t i onal  
net wor k poi nt s t o cover  t he net wor k poi nt s r equi r ed f or  communi cat i on 
bet ween t he Cont r ol l er  har dwar e and t he Ser ver  har dwar e.

2. 4. 10. 1. 5   Al ar mi ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons:
1)  t he phr ase " al ar m gener at i on and"  and t he wor k 
" poi nt s"  i s i ncl uded i f  t he LONWORKS,  MODBUS or  OPC 
t ai l or i ng opt i on i s sel ect ed.

2)  t he phr ase " ASHRAE 135 Al ar m Event  Not i f i cat i ons"  
i s i ncl uded i f  t he BACNET t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e and l i censi ng t o suppor t  al ar m gener at i on and t he 
handl i ng ( r out i ng)  of  al ar ms f or  no l ess t han [ 10, 000]  [ _____]  poi nt s and 
ASHRAE 135 Al ar m Event  Not i f i cat i ons.

2. 4. 10. 1. 6   Tr endi ng

Pr ovi de M&C Sof t war e and l i censi ng t o suppor t  a mi ni mum of  [ 8, 000]  [ _____]  
s i mul t aneous t r ends.
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[ 2. 4. 10. 1. 7   Schedul i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o LonWor ks,  
Modbus,  or  OPC syst ems and i s onl y i ncl uded when t he 
LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   When LonWor ks t ai l or i ng i s sel ect ed,  t hi s 
par agr aph appear s i n br acket s.   Thi s i s due t o 
changes i n t he r equi r ement s f or  LonWor ks f i el d 
cont r ol  syst ems.   Unt i l  r ecent l y LonWor ks di d not  
suppor t  an open means of  conf i gur i ng schedul es i n 
f i el d cont r ol  syst ems,  so al l  schedul i ng was done at  
t he M&C Sof t war e.   The Si mpl e Schedul e Funct i onal  
Pr of i l e now pr ovi des a st andar d means f or  schedul e 
conf i gur at i on i n t he f i el d cont r ol  syst ems,  and i s a 
r equi r ement  i n Sect i on 23 09 23. 01 LONWORKS DI RECT 
DI GI TAL CONTROL FOR HVAC AND OTHER BUI LDI NG CONTROL 
SYSTEMS.   

Keep t he br acket ed t ext  f or  Modbus or  OPC,  or  t o 
mai nt ai n compat i bi l i t y  wi t h LonWor ks syst ems whi ch 
do not  empl oy t he Si mpl e Schedul er  and t hus r equi r e 
schedul i ng at  t he M&C Sof t war e.   I f  Modbus and OPC 
ar e not  r equi r ed and al l  LonWor ks f i el d cont r ol  
syst ems wi l l  use t he Si mpl e Schedul er ,  t he br acket ed 
t ext  can be r emoved.   

When uncer t ai n,  keep t he br acket ed t ext  as most  M&C 
Sof t war e can suppor t  t hi s r equi r ement  and keepi ng 
t he abi l i t y  t o per f or m schedul i ng at  t he M&C 
Sof t war e wi l l  suppor t  a wi der  r ange of  f i el d cont r ol  
syst ems.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e and l i censi ng t o suppor t  a mi ni mum of  [ 200]  [ _____]  
user - def i nabl e schedul es.

] 2. 4. 10. 1. 8   Ni agar a Fr amewor k Open Li cense

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o Ni agar a 
Fr amewor k syst ems and i s onl y i ncl uded when t he 
NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e wi t h an unr est r i ct ed i nt er oper abi l i t y  l i cense and a 
Ni agar a Compat i bi l i t y  St at ement  ( Ni CS)  whi ch f ol l ows t he Tr i di um Open Ni CS 
Speci f i cat i on.

2. 4. 10. 2   M&C Sof t war e Updat e Li censi ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The i nst al l at i on may pr ocur e i t s own sof t war e 
updat e l i censi ng or  cont r act  and t hus need l ess t han 
5 year s.   Al t er nat i vel y t he i nst al l at i on may r equi r e 
l onger  t han f i ve year s ( al t hough t hi s wi l l  l i kel y 
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i ncr ease t he cost s s i gni f i cant l y) .   Coor di nat e wi t h 
t he i nst al l at i on t o det er mi ne i f  t hey have any 
speci f i c  r equi r ement ;   i f  t hey don' t  t hen keep t he 5 
year  r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I n addi t i on t o al l  ot her  l i censi ng r equi r ement s,  pr ovi de M&C Sof t war e 
l i censi ng whi ch i ncl udes l i censi ng of  t he f ol l owi ng sof t war e updat es f or  a 
per i od [ of  no l ess t han 5 year s] [ ____] :

a.   Secur i t y and bug- f i x pat ches i ssued by t he M&C Sof t war e manuf act ur er .  

b.   Secur i t y pat ches t o addr ess any vul ner abi l i t y  i dent i f i ed i n t he 
Nat i onal  Vul ner abi l i t y  Dat abase at  ht t p: / / nvd. ni st . gov wi t h a Common 
Vul ner abi l i t y  Scor i ng Syst em ( CVSS)  sever i t y r at i ng of  MEDI UM or  
hi gher .

2. 4. 10. 3   Suppor t ed Fi el d Cont r ol  Pr ot ocol s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   FYI :  one of  t he i nt egr at i on met hods f or  
l egacy syst ems i s t o use a pr ot ocol  dr i ver  ( a 
' sof t war e gat eway' )  i n t he M&C sof t war e t o i nt egr at e 
t he l egacy syst em,  and t hese r equi r ement s per mi t  t he 
M&C Sof t war e t o suppor t  pr ot ocol s ot her  t han t hose 
speci f i cal l y r equi r ed i n t hi s speci f i cat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   WARNI NG -  The BACnet  t ai l or i ng opt i on has 
been sel ect ed wi t h anot her  pr ot ocol  t ai l or i ng opt i on 
( LonWor ks,  Modbus,   OPC) .  As descr i bed i n UFC 
3- 470- 01,  many of  t he Moni t or i ng and Cont r ol  
Sof t war e packages whi ch suppor t  BACnet  suppor t  ONLY 
BACnet ,  so t he i ncl usi on of  ot her  pr ot ocol  t ai l or i ng 
opt i ons may unnecessar i l y  l i mi t  t he number  of  
vendor s abl e t o pr ovi de t he UMCS.   The need f or  
suppor t i ng mul t i pl e pr ot ocol s at  t he Moni t or i ng and 
Cont r ol  Sof t war e shoul d be ver i f i ed/ checked wi t h t he 
pr oj ect  s i t e.   Not e t hat  any pr ot ocol  can be 
i nt egr at ed t o t he UMCS wi t h t he use of  a gat eway,  so 
omi t t i ng a t ai l or i ng opt i on does not  pr ohi bi t  t he 
i nt egr at i on of  syst ems usi ng t hat  pr ot ocol .

See UFC 3- 470- 01 f or  mor e i nf or mat i on.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   WARNI NG -  The Ni agar a Fr amewor k t ai l or i ng 
opt i on has been sel ect ed wi t h t he LonWor ks t ai l or i ng 
opt i on.   As descr i bed i n UFC 3- 470- 01,  LNS- based 
LonWor ks ( r equi r ed by t he LonWor ks t ai l or i ng opt i on)  
i s gener al l y not  compat i bl e wi t h t he Ni agar a 
Fr amewor k.

See UFC 3- 470- 01 f or  mor e i nf or mat i on.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e whi ch suppor t s f i el d cont r ol  pr ot ocol s as f ol l ows:
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Due t o t he use of  t ai l or i ng opt i ons i n t he 
f ol l owi ng l i s t  of  r equi r ement s not  al l  r equi r ement s 
wi l l  be i ncl uded i n al l  pr oj ect s and i t ems may 
r equi r e r enumber i ng.    

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he LONWORKS t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
a.   The M&C Sof t war e must  i ncl ude a dr i ver  t o LNS,  or  a dr i ver  t o an OPC 

i nt er f ace t o LNS,  or  a dr i ver  t o CEA- 852- C,  and must  be capabl e of  
r eadi ng and wr i t i ng any SNVT on t he CEA- 852- C net wor k.   Sof t war e wi t h 
a dr i ver  t o LNS or  a dr i ver  t o an OPC i nt er f ace t o LNS must  
communi cat e wi t h f i el d cont r ol  syst ems vi a LNS usi ng t hi s dr i ver .   
Sof t war e wi t h a dr i ver  t o CEA- 852- C must  obt ai n al l  communi cat i on 
i nf or mat i on ( such as devi ce addr esses and net wor k var i abl e i ndi ces)  
f r om LNS and must  aut omat i cal l y updat e t hi s i nf or mat i on whenever  t he 
LNS Dat abase changes.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he BACNET t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
b.   The M&C Sof t war e must  i ncl ude a dr i ver  t o ASHRAE 135 over  I P i n 

accor dance wi t h ASHRAE 135 Annex J.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he MODBUS t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
c.   The M&C Sof t war e must  i ncl ude a dr i ver  t o MODBUS Pr ot ocol / MODBUS TCP/ I P

 over  TCP/ I P.   The M&C Sof t war e must  be capabl e of  r eadi ng and wr i t i ng 
t he Modbus dat a t ypes as def i ned i n par agr aph MODBUS REQUI REMENTS and 
must ,  i n addi t i on,  be capabl e of  mani pul at i ng and pr esent i ng ar bi t r ar y 
dat a f or mat s der i ved f r om t he f our  st andar d Modbus dat a t ypes.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he OPC t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
d.   The M&C Sof t war e must  be an OPC DA cl i ent .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
e.   The Sof t war e must  use t he Ni agar a Fr amewor k and must  communi cat e wi t h 

Ni agar a Fr amewor k Super vi sor y Gat eways usi ng t he Fox pr ot ocol .

f .   The M&C Sof t war e may,  i n addi t i on,  i ncl ude dr i ver s t o ot her  pr ot ocol s.
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Pr ovi de M&C Sof t war e capabl e of  r eadi ng val ues f r om and wr i t i ng val ues t o 
poi nt s v i a any suppor t ed f i el d pr ot ocol ,  and capabl e of  r eadi ng val ues 
f r om one f i el d pr ot ocol  and wr i t i ng t hem t o anot her .   Al l  poi nt s obt ai ned 
f r om any f i el d pr ot ocol  must  be avai l abl e t o al l  M&C Sof t war e 
f unct i onal i t y.  

2. 4. 10. 4   Suppor t ed Ent er pr i se Pr ot ocol s

Pr ovi de M&C Sof t war e whi ch suppor t s oBI X,  BACnet  Web Ser vi ces or  OPC as an 
ent er pr i se pr ot ocol  and whi ch meet s t he f ol l owi ng r equi r ement s:  

a.   I t  i s  abl e t o r ead val ues f r om any poi nt  or  col l ect i on of  poi nt s 
( net wor k poi nt ,  i nt er nal  poi nt ,  t r end l og or  schedul e)  and t r ansmi t  
t hese val ues vi a t he ent er pr i se pr ot ocol .  

b.   I t  i s  abl e t o r ecei ve dat a v i a t he ent er pr i se pr ot ocol  and use t hi s 
dat a t o change t he val ue of  any poi nt .

c.   Li cense t he ent er pr i se pr ot ocol  i nt er f ace t o t he pr oj ect  s i t e and 
document  he i nt er f ace such t hat  any syst em capabl e of  communi cat i ng 
wi t h t hat  pr ot ocol  can be used t o r ead and wr i t e dat a f r om t he M&C 
Sof t war e.

2. 4. 10. 5   Poi nt  I nf or mat i on

Ever y poi nt ,  bot h net wor k and i nt er nal ,  i n t he M&C Sof t war e must  cont ai n 
t he f ol l owi ng f i el ds:

2. 4. 10. 5. 1   Name

A conf i gur abl e name used f or  i dent i f i cat i on of  t he poi nt  wi t hi n t he M&C 
Sof t war e.

2. 4. 10. 5. 2   Descr i pt i on

A conf i gur abl e descr i pt i on of  no l ess t han 80 al pha- numer i c char act er s.  

2. 4. 10. 5. 3   Val ue

A f i el d cont ai ni ng t he cur r ent  poi nt  val ue.

2. 4. 10. 5. 4   Uni t s

A f i el d cont ai ni ng t he engi neer i ng uni t s.

2. 4. 10. 5. 5   Sour ce

A f i el d i dent i f y i ng t he sour ce of  t he poi nt .   For  net wor k poi nt s,  t hi s i s  
gener al l y t he addr ess or  i dent i f i cat i on of  t he f i el d devi ce ( f or  exampl e,  
t he Domai n- Subnet - Node addr ess f or  LonWor ks f i el d cont r ol  devi ces or  t he 
Devi ceI D f or  BACnet  devi ces) .  

2. 4. 10. 6   Poi nt  Cal cul at i ons

Pr ovi de M&C sof t war e capabl e of  per f or mi ng cal cul at i ons and comput i ng t he 
val ue of  a cal cul at ed poi nt  based on t he val ues of  t wo or  mor e net wor k 
poi nt s and cal cul at ed poi nt s.   Mat hemat i cal  oper at or s must  i ncl ude:  
addi t i on,  subt r act i on,  mul t i pl i cat i on,  di v i s i on,  exponent i at i on ( y^x,  
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power ) ,  squar e r oot ,  r eci pr ocal ,  nat ur al  l ogar i t hm,  s i n,  cos,  t an,  ar csi n,  
ar ccos,  ar ct an,  and par ent hesi s.   Pi  and e must  be avai l abl e as const ant s 
f or  use i n cal cul at i ons.

2. 4. 10. 7   Br owser - Based Gr aphi cal  User  I nt er f ace ( GUI )

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The cont r act or  wi l l  r equi r e a cer t i f i cat e f or  
t he M&C Web Ser ver  ( i n or der  t o use HTTPS as 
r equi r ed her e) .   Coor di nat e wi t h t he pr oj ect  s i t e I T 
or gani zat i on ( NEC)  t o obt ai n t hi s cer t i f i cat e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e whi ch i ncl udes a web- br owser  based ( c l i ent - ser ver )  
gr aphi cal  user  i nt er f ace t hr ough whi ch al l  M&C Sof t war e f unct i onal i t y,  
except  f or  t he Gr aphi cs Edi t or ,  Syst em Di spl ay Edi t or ,  r epor t  
conf i gur at i on,  poi nt  cal cul at i on conf i gur at i on,  and ent er pr i se pr ot ocol  
conf i gur at i on,  i s  accessi bl e.

Pr ovi de gr aphi cal  user  i nt er f ace web ser ver  and web cl i ent s meet i ng t he 
f ol l owi ng r equi r ement s:

a.   The web ser ver  must  use HTTPS based on t he Tr anspor t  Layer  Secur i t y 
( TLS)  Pr ot ocol  i n accor dance wi t h I ETF RFC 7465 usi ng a 
Gover nment - f ur ni shed cer t i f i cat e.

b.   The gr aphi cal  user  i nt er f ace must  be Common Access Car d ( CAC)  enabl ed:  
I t  must  suppor t  web cl i ent  aut hent i cat i on usi ng cer t i f i cat es obt ai ned 
f r om a Depar t ment  of  Def ense Common Access Car d ( CAC)  Smar t  Car d.

c.   The web cl i ent  must  oper at e on any ver si on of  Wi ndows cur r ent l y 
suppor t ed by Mi cr osof t .

d.   The web cl i ent  must  f unct i on i n t he most  r ecent  t hr ee ver si on of  
I nt er net  Expl or er  [ and  [ t he most  r ecent  t hr ee ver si ons of  
Fi r ef ox] [ ____] ] .

e.   The web cl i ent  must  not  r equi r e a connect i on t o any ser ver  ot her  t han 
t he M&C Ser ver .

f .   The web cl i ent  must  f unct i on i n a br owser  wi t h Java,  Shockwave,  
Si l ver l i ght ,  and Fl ash i nst al l ed.   The cl i ent  may r equi r e a downl oad 
of  mobi l e code f r om t he M&C Ser ver ,  but  must  not  r equi r e t he downl oad 
of  addi t i onal  br owser  pl ug- i ns or  add- i ns and t her e must  be no l i mi t  
on t he number  of  downl oads.  The cl i ent  must  not  r equi r e Act i veX.

2. 4. 10. 8   Passwor ds

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  must  choose i f  passwor d management  
f or  M&C sof t war e i s per f or med

a)  by t he OS
or
b)  by t he M&C sof t war e i t sel f
or
c)  i f  t he deci s i on i s l ef t  t o t he Cont r act or .

The passwor d r equi r ement s her e pr ovi de a s i mpl e 
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basi s f or  user  aut hent i cat i on.   Mor e compl ex 
passwor d schemes may be r equi r ed by t he 
i nst al l at i on.   Coor di nat e wi t h t he i nst al l at i on and 
i f  t hey have mor e det ai l ed or  compl ex passwor d 
r equi r ement s ent er  t hem i n t he space pr ovi ded.   
Ot her wi se keep t he br acket ed def aul t s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C sof t war e wi t h user - based access cont r ol  t o M&C f unct i onal i t y.   
The M&C Sof t war e must  r ecogni ze at  l east  [ 100]  [ _____]  separ at e user s and 
have [ at  l east  4]  [ ____]  l evel s of  user  per mi ssi ons.   User  per mi ssi on 
l evel s ( f r om most  r est r i ct i ve t o most  per mi ssi ve)  must  i ncl ude: [

a.   Per mi ssi on Level  1:  Vi ew- onl y access t o t he gr aphi cal  user  i nt er f ace.

b.   Per mi ssi on Level  2:  Per mi ssi on Level  1 pl us acknowl edge al ar ms and set  
up ( conf i gur e)  t r ends and r epor t s.

c.   Per mi ssi on Level  3:  Per mi ssi on Level  2 pl us over r i de poi nt s and set  up 
( conf i gur e)  al ar ms,  schedul es and demand l i mi t i ng.

d.   Per mi ssi on Level  4:  Per mi ssi on Level  3 pl us cr eat e and modi f y 
Gr aphi cal  Syst em Di spl ays usi ng t he Syst em Di spl ay Edi t or . ] [ ____]

Passwor ds must  not  be di spl ayed and must  not  be l ogged.   The syst em must  
mai nt ai n a di sk f i l e on t he ser ver  har dwar e l oggi ng al l  act i v i t y of  t he 
syst em.     Thi s f i l e must  mai nt ai n,  as a mi ni mum,  a r ecor d of  al l  
oper at or s l ogged ont o t he syst em,  al ar m acknowl edgment s,  commands i ssued 
and al l  dat abase modi f i cat i ons.  I f  t he f i l e f or mat  i s not  pl ai n ASCI I  
t ext ,  pr ovi de a means t o expor t  or  conver t  t he f i l e t o pl ai n ASCI I  t ext .   
Pr ovi de a mechani sm f or  ar chi v i ng t he l og f i l es f or  l ong t er m r ecor d 
st or age.

2. 4. 10. 9   Gr aphi cal  Syst em Di spl ays

Pr ovi de gr aphi cal  di spl ays consi st i ng of  bui l di ng syst em ( ai r  handl er  
uni t s,  VAV boxes,  chi l l er s,  cool i ng t ower s,  boi l er s,  et c. )  gr aphi c 
di spl ays.   Dat a associ at ed wi t h an act i ve di spl ay must  be updat ed at  l east  
once ever y 5 seconds.

2. 4. 10. 9. 1   Navi gat i on Scheme

Syst em gr aphi c di spl ays of  bui l di ng syst ems and poi nt s must  be 
hi er ar chi cal  di spl ays usi ng a bui l di ng- t o- equi pment  poi nt - and- cl i ck 
navi gat i on scheme whi ch al l ows navi gat i on f r om a gar r i son- wi de di spl ay,  
t hr ough a bui l di ng- wi de di spl ay t o t he i ndi v i dual  uni t s.  Each di spl ay must  
show t he bui l di ng name and number .   Each di spl ay must  show syst em wi de 
dat a such as out si de ai r  t emper at ur e and humi di t y i n t he case of  an HVAC 
syst em appl i cat i on.

a.   For  each Bui l di ng or  Bui l di ng Sub- Ar ea di spl ay,  show t he bui l di ng f oot  
pr i nt  and basi c f l oor  pl an,  and cl ear l y show and di st i ngui sh bet ween 
t he i ndi v i dual  zones and t he equi pment  ser vi ng each zone and space.   
Show al l  space sensor  and st at us r eadi ngs,  as appl i cabl e,  f or  t he 
i ndi v i dual  zones such as space t emper at ur e,  humi di t y,  occupancy 
st at us,  et c.   Show t he l ocat i ons of  i ndi v i dual  pi eces of  moni t or ed and 
cont r ol l ed equi pment .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e and sel ect  
t he st y l e of  r epr esent at i on f or  equi pment .

When maki ng t hi s sel ect i on consi der  t he ef f ect  t hat  
det ai l ed gr aphi cs have on t he per f or mance of  t he 
user  i nt er f ace;  t he mor e compl ex t he gr aphi c,  t he 
l onger  i t  wi l l  t ake f or  t he page t o l oad.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.   For  each equi pment  di spl ay show a [ one- l i ne di agr am cont r ol  
schemat i c] [ 3- di mensi onal ]  r epr esent at i on of  t he i ndi v i dual  pi eces of  
equi pment  usi ng t he symbol s and M&C poi nt  dat a t ypes as speci f i ed.   
Use di f f er ent  col or s and t ext ur es t o i ndi cat e var i ous component s and 
r eal  t i me dat a.   Use consi st ent  col or  and t ext ur e meani ngs acr oss al l  
di spl ays.

c.   Pr ovi de di spl ays whi ch cl ear l y di st i ngui sh bet ween t he f ol l owi ng poi nt  
dat a t ypes and i nf or mat i on:

( 1)  Real - t i me dat a.

( 2)  Ot her  user - ent er ed dat a.

( 3)  Devi ces i n al ar m ( unacknowl edged) .

( 4)  Out - of - r ange,  bad,  or  mi ssi ng dat a.

( 5)  Poi nt s whi ch ar e over r i dden.

2. 4. 10. 9. 2   Navi gat i on Commands

Pr ovi de syst em di spl ays whi ch suppor t  Engl i sh l anguage oper at or  commands 
vi a poi nt - and- cl i ck mouse or  keyboar d ent r y f or  def i ni ng and sel ect i ng 
poi nt s,  par amet er s,  gr aphi cs,  r epor t  gener at i on,  and al l  ot her  f unct i ons 
associ at ed wi t h oper at i on.   The oper at or  commands must  be usabl e f r om any 
oper at or  wor kst at i on wi t h i ndi v i dual  oper at or  passwor ds as speci f i ed.

2. 4. 10. 10   Gr aphi c Edi t or

Pr ovi de a f ul l y  f eat ur ed gr aphi cs edi t or  and capabl e of  cr eat i ng cust om 
gr aphi cs and gr aphi c symbol s f or  use by t he Syst em Di spl ay Edi t or .

2. 4. 10. 11   Syst em Di spl ay Edi t or

Pr ovi de a syst em di spl ay edi t or  whi ch al l ows t he user  t o cr eat e,  modi f y,  
and del et e gr aphi c di spl ays.  The di spl ay edi t or  may have a separ at e user  
i nt er f ace and i s not  r equi r ed t o be accessi bl e v i a t he web br owser  
i nt er f ace.   Pr ovi de a di spl ay edi t or  whi ch i ncl udes t he f ol l owi ng 
f unct i ons:

a.   Cr eat e and save di spl ays.   Save an exi st i ng or  modi f i ed di spl ay as a 
new di spl ay ( i . e.  " save as" )

b.   Gr oup and ungr oup gr aphi cs,  wher e gr aphi cs i ncl ude bot h al phanumer i c 
and gr aphi c symbol s,  and wher e a gr ouped gr aphi c i s mani pul at ed as a 
s i ngl e gr aphi c.

c.   Pl ace,  l ocat e,  r esi ze,  move,  r emove,  r eposi t i on,  r ot at e and mi r r or  a 
gr aphi c on a di spl ay.
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d.   Over l ay gr aphi cs over  ot her  gr aphi cs and assi gn dept hs such t hat  when 
t her e ar e coi nci dent  gr aphi cs t he one on t op i s v i s i bl e.  

e.   Modi f y gr aphi c pr oper t i es based on t he val ue of  net wor k poi nt s and 
cr eat e condi t i ons gover ni ng t he di spl ay of  a gr aphi cs such t hat  
di f f er ent  gr aphi cs ar e v i s i bl e based on t he val ue of  net wor k poi nt s or  
cal cul at ed poi nt s

f .   I nt egr at e r eal - t i me dat a wi t h t he di spl ay.

g.   Est abl i sh connect i ng l i nes.

h.   Est abl i sh sour ces of  l at est  dat a and l ocat i on of  r eadout s.

i .   Di spl ay anal og val ues as speci f i ed.

j .   Assi gn condi t i ons whi ch aut omat i cal l y i ni t i at e a syst em di spl ay.

k.   I ncl ude l i br ar y of  di spl ay symbol s whi ch i ncl ude:  Pump,  Mot or ,  Two-  
and Thr ee- way Val ves,  Fl ow Sensi ng El ement ,  Poi nt  and Aver agi ng 
Temper at ur e Sensor s,  Pr essur e Sensor ,  Humi di t y Sensor ,  Si ngl e and 
Doubl e Deck Ai r  Handl i ng Uni t ,  Fan,  Chi l l er ,  Boi l er ,  Ai r  Compr essor ,  
Chi l l ed Wat er  Pi pi ng,  St eam Pi pi ng,  Hot  Wat er  Pi pi ng,  Duct wor k,  Uni t  
Heat er ,  Pr essur e Reduci ng Val ve,  Damper ,  El ect r i c Met er ,  Li mi t  Swi t ch,  
Fl ow Swi t ch,  Hi gh-  and Low-  Poi nt  and Aver agi ng Temper at ur e Swi t ches,  
Hi gh-  and Low-  Pr essur e Swi t ches,  Coi l ,  Sol enoi d Val ve,  Fi l t er ,  
Condensi ng Uni t ,  Cool i ng Tower ,  Var i abl e Fr equency Dr i ve ( VFD) ,  Heat  
Exchanger ,  Cur r ent  Sensi ng Rel ays,  Gener at or ,  Ci r cui t  Br eaker ,  
Tr ansf or mer ,  Tank.   Symbol s must  at  a mi ni mum conf or m t o ASHRAE FUN SI  
ASHRAE FUN I P wher e appl i cabl e.

2. 4. 10. 12   Schedul i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   FYI :  For  BACnet  syst ems i t  i s  expect ed t hat  
t her e wi l l  be Schedul i ng Obj ect s i n t he f i el d 
cont r ol  syst em and t he M&C Sof t war e wi l l  edi t  
( conf i gur e)  t hese schedul es.

For  LonWor ks t he M&C sof t war e wi l l  be t he pr i mar y 
met hod of  schedul i ng;  bui l di ng syst ems have ' backup'  
schedul i ng capabi l i t y  i n t he event  of  a l oss of  
communi cat i on wi t h t he M&C Sof t war e Ser ver .

For  Ni agar a Fr amewor k syst ems i t  i s  expect ed t hat  
t her e wi l l  be Ni agar a Fr amewor k Schedul i ng Obj ect s 
i n t he Ni agar a Fr amewor k Super vi sor y Gat eway( s)  and 
t he M&C Sof t war e wi l l  edi t  ( conf i gur e)  t hese 
schedul es.

I n gener al  i t  i s  expect ed t hat  Modbus and OPC wi l l  
be used f or  t he i nt egr at i on of  ut i l i t y  cont r ol  
syst ems whi ch wi l l  l i kel y have t hei r  own schedul i ng 
capabi l i t y .  I n t hi s case schedul i ng f r om t he M&C 
Sof t war e wi l l  be f or  secondar y/ super vi sor y f unct i ons.
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Due t o t he use of  t ai l or i ng opt i ons i n t he f ol l owi ng 
l i s t  of  r equi r ement s not  al l  r equi r ement s wi l l  be 
i ncl uded i n al l  pr oj ect s and i t ems may r equi r e 
r enumber i ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng TWO l i st  par agr aph i s i ncl uded 
onl y when t he LONWORKS,  MODBUS or  OPC t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Pr ovi de M&C sof t war e capabl e of  changi ng t he val ue of  any net wor k 
poi nt  accor di ng t o a schedul e.   The M&C Sof t war e must  be capabl e of  
schedul i ng poi nt s t o any val ue,  i ncl udi ng a " nul l "  or  i nval i d val ue i f  
one i s def i ned f or  t he dat a t ype of  t he poi nt .

b.   The speci f i ed schedul i ng f unct i ons must  be oper at or  accessi bl e and 
adj ust abl e v i a t he gr aphi cal  user  i nt er f ace.   Each schedul e must  be 
abl e t o change t he val ue of  mul t i pl e poi nt s.   The M&C sof t war e must  
r ei nf or ce al l  schedul es by t r ansmi t t i ng t he schedul ed val ue no l ess 
t han once ever y 30 mi nut es.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he BACNET t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
c.   The M&C sof t war e must  be capabl e of  per f or mi ng t i me synchr oni zat i on 

and conf i gur i ng Schedul e Obj ect s i n ASHRAE 135 f i el d devi ces i n 
accor dance wi t h t he DM- MTS- A ( Devi ce Management - Manual  Ti me 
Synchr oni zat i on- A) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
d.   The M&C sof t war e must  be capabl e of  per f or mi ng t i me synchr oni zat i on 

and conf i gur i ng Ni agar a Fr amewor k Schedul e Obj ect s i n Ni agar a 
Fr amewor k Super vi sor y Gat eways.

e.   The M&C Sof t war e must  i ncl ude a schedul i ng gr aphi c di spl ay,  accessi bl e 
v i a t he gr aphi cal  user  i nt er f ace,  wi t h t he f ol l owi ng f i el ds and 
f unct i ons:

( 1)  Cur r ent  dat e and t i me.   

( 2)  Syst em i dent i f i er ( s)  and name( s) ,  i ncl udi ng l ocat i on i nf or mat i on 
such as Bui l di ng name( s)  and number ( s) .

( 3)  Syst em gr oup.   Syst ems gr ouped by t he user  t o per f or m accor di ng t o 
a common schedul e.

( 4)  Weekl y schedul es.   For  each syst em,  a weekl y schedul e based on a 
seven day per  week schedul e wi t h i ndependent  schedul es f or  each 
day of  t he week i ncl udi ng no l ess t han 6 val ue changes per  day.
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( 5)  Hol i day and speci al  event  schedul es.   Suppor t  f or  hol i day and 
speci al  event  cal endar  schedul es i ndependent  of  t he dai l y 
schedul e.   Speci al  event  schedul es i ncl ude one- t i me event s and 
r ecur r i ng event s.   Schedul i ng of  one- t i me event s i ncl ude t he 
begi nni ng and endi ng dat es and t i mes of  t he event .   Hol i day and 
speci al  event  schedul es must  have pr ecedence over  devi ce weekl y 
schedul es.

2. 4. 10. 13   Al ar ms

Pr ovi de M&C Sof t war e meet i ng t he f ol l owi ng mi ni mum r equi r ement s f or  al ar ms:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)   " gener at i ng al ar ms by compar i ng t he val ue of  any 
poi nt  f r om any connect ed syst em t o user - conf i gur abl e 
l i mi t s"  i s  i ncl uded when t he LONWORKS,  MODBUS or  OPC 
t ai l or i ng opt i on i s sel ect ed

2)  " conf i gur i ng al ar ms i n ASHRAE 135 f i el d devi ces 
i n accor dance wi t h t he B- AWS BI BBs"  i s i ncl uded when 
t he BACNET t ai l or i ng opt i on i s sel ect ed.

3)  " conf i gur i ng al ar ms i n Ni agar a Fr amewor k 
Super vi sor y Gat eways usi ng t he Ni agar a Al ar m 
Ser vi ce"  i s i ncl uded when t he NI AGARA FRAMEWORK 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   The M&C sof t war e must  be capabl e of  gener at i ng al ar ms by compar i ng t he 
val ue of  any poi nt  f r om any connect ed syst em t o user - conf i gur abl e 
l i mi t s,  and  conf i gur i ng al ar ms i n ASHRAE 135 f i el d devi ces i n 
accor dance wi t h t he B- AWS BI BBs,  and conf i gur i ng al ar ms i n Ni agar a 
Fr amewor k Super vi sor y Gat eways usi ng t he Ni agar a Al ar m Ser vi ce.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)  " al ar ms gener at ed by t he M&C Sof t war e"  i s 
i ncl uded when t he LONWORKS,  MODBUS or  OPC t ai l or i ng 
opt i on i s sel ect ed

2)  " al ar ms r ecei ved as an ASHRAE 135 Al ar m Event  
Not i f i cat i ons"  i s i ncl uded when t he BACNET t ai l or i ng 
opt i on i s sel ect ed.

3)  " al ar ms r ecei ved f r om a Ni agar a Fr amewor k 
Super vi sor y Gat eway"  i s i ncl uded when t he NI AGARA 
FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.   The M&C sof t war e must  be capabl e of  handl i ng ( r out i ng)  al ar ms 
gener at ed by t he M&C Sof t war e,  and al ar ms r ecei ved as an ASHRAE 135 
Al ar m Event  Not i f i cat i ons,  and al ar ms r ecei ved f r om a Ni agar a 
Fr amewor k Super vi sor y Gat eway.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph i s i ncl uded onl y 
when t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
c.   The M&C sof t war e must  suppor t  Ni agar a Fr amewor k Al ar m Cl asses.

d.   The M&C sof t war e must  suppor t  at  l east  t wo al ar m pr i or i t y l evel s:  
cr i t i cal  and i nf or mat i onal .   Cr i t i cal  al ar ms must  r emai n i n al ar m 
unt i l  acknowl edged by an oper at or  and t he al ar m condi t i on no l onger  
exi st s;  i nf or mat i onal  al ar ms must  r emai n i n al ar m unt i l  t he al ar m 
condi t i on no l onger  exi st s or  unt i l  t he al ar m i s acknowl edged.

e.   The cr eat i on,  modi f i cat i on,  and handl i ng ( r out i ng)  of  al ar ms must  be 
f ul l y accessi bl e and f ul l y adj ust abl e f r om t he gr aphi cal  user  
i nt er f ace.

f .   Al ar m Dat a.  Al ar m dat a t o be di spl ayed and st or ed must  i ncl ude:

( 1)  I dent i f i cat i on of  al ar m i ncl udi ng bui l di ng,  syst em ( or  
sub- syst em) ,  and devi ce name.

( 2)  Dat e and t i me t o t he near est  second of  occur r ence.

( 3)  Al ar m t ype:

( a)   Unr el i abl e:  I ndi cat es t hat  t he sour ce devi ce has f ai l ed due 
t o t he sensi ng devi ce or  al ar m par amet er  bei ng out - of - r ange or  bad 
dat a.

( b)   Hi gh Al ar m.

( c)   Low Al ar m.

( 4)  Cur r ent  val ue or  st at us of  t he al ar m poi nt ,  i ncl udi ng engi neer i ng 
uni t s

( 5)  Al ar m l i mi t s,  i ncl udi ng engi neer i ng uni t s.

( 6)  Al ar m pr i or i t y.

( 7)  Al ar m Message:  A uni que message wi t h a f i el d of  at  l east  60 
char act er s.   Assi gnment  of  messages t o an al ar m must  be an 
oper at or  edi t abl e f unct i on.

( 8)  Acknowl edgement  st at us of  t he al ar m i ncl udi ng t he t i me,  dat e and 
user   of  acknowl edgement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)  " ASHRAE 135 event  not i f i cat i on"  i s i ncl uded when 
t he BACNET t ai l or i ng opt i on i s sel ect ed.

2)  " net wor k var i abl e of  t ype SNVT_al ar m or  
SNVT_al ar m_2"  i s i ncl uded when t he LONWORKS 
t ai l or i ng opt i on i s sel ect ed
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3)  " OPC al ar m"  i s i ncl uded when t he OPC t ai l or i ng 
opt i on i s sel ect ed

4)  " or  upon gener at i on of  an al ar m"  i s i ncl uded when 
t he LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

g.   Al ar m Not i f i cat i on and Rout i ng:  The M&C sof t war e must  be capabl e of  
per f or mi ng al ar m not i f i cat i on and r out i ng f unct i ons.   Upon r ecei pt  of   
ASHRAE 135 event  not i f i cat i on,  net wor k var i abl e of  t ype SNVT_al ar m or  
SNVT_al ar m_2,  OPC al ar m,  or  upon gener at i on of  an al ar m  t he M&C 
sof t war e must  i mmedi at el y per f or m al ar m not i f i cat i on and r out i ng 
accor di ng t o an assi gned r out i ng f or  t hat  al ar m.   The M&C sof t war e 
must  suppor t  at  l east  100 al ar m r out es,  wher e an al ar m r out e i s a 
uni que combi nat i on of  any of  t he f ol l owi ng act i v i t i es:

( 1)  Gener at e a pop- up up act i ve c l i ent s.    The pop- up di spl ay must  
i ncl ude t he Al ar m Dat a.   Al ar ms must  be capabl e of  bei ng 
acknowl edged f r om t he pop- up di spl ay by oper at or s wi t h suf f i c i ent  
per mi ssi ons.   Pop- up must  be di spl ayed unt i l  acknowl edged.

( 2)  Send an e- mai l  message vi a s i mpl e mai l  t r ansf er  pr ot ocol  ( SMTP;  
RFC 821) .   The e- mai l  must  cont ai n a conf i gur abl e message and al l  
al ar m dat a.   The e- mai l  r eci pi ent  and scr i pt ed message must  be 
user  conf i gur abl e f or  each al ar m r out e.

( 3)  Pr i nt  al ar ms t o desi gnat ed al ar m pr i nt er s.   The pr i nt ed message 
must  be t he same as t he pop- up message.

h.   Al ar m Di spl ay and Acknowl edgement .   The M&C sof t war e must  i ncl ude an 
al ar m di spl ay.   Al ar ms must  be avai l abl e f or  di spl ay at  each 
wor kst at i on as shown,  al ong wi t h al l  associ at ed al ar m dat a.  Al ar ms 
must  be capabl e of  bei ng acknowl edged f r om t hi s di spl ay.   Mul t i pl e 
al ar ms must  be capabl e of  bei ng acknowl edged usi ng a s i ngl e command.   
Oper at or  acknowl edgment  of  one al ar m must  not  aut omat i cal l y be 
consi der ed as acknowl edgment  of  any ot her  al ar m nor  may i t  i nhi bi t  
r epor t i ng of  subsequent  al ar ms.

i .   Al ar m St or age and Repor t s:  The M&C sof t war e must  st or e each al ar m and 
i t s associ at ed al ar m dat a t o har d di sk and r et ai n t hi s i nf or mat i on 
af t er  t he al ar m no l onger  exi st s.   The st or ed dat a must  be sor t abl e,  
sear chabl e,  and pr i nt abl e.

2. 4. 10. 14   Tr endi ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  shoul d det er mi ne r equi r ed number  of  
poi nt s M&C sof t war e i s capabl e of  t r endi ng based on 
t he pr oj ect  s i t e' s mast er  pl an.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)  " of  cr eat i ng,  modi f y i ng,  upl oadi ng and ar chi v i ng 
ASHRAE 135 Tr end Obj ect s i n f i el d devi ces i n 
accor dance wi t h t he B- AWS BI BBs"  i s i ncl uded when 
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t he BACNET t ai l or i ng opt i on i s sel ect ed.

2)  " of  per f or mi ng r eal - t i me t r endi ng wi t h a mi ni mum 
t r endi ng r at e of  100 poi nt s per  second "  i s  i ncl uded 
when t he LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s 
sel ect ed.

2)  " of  usi ng t he Ni agar a hi st or y ser vi ce t o cr eat e,  
modi f y,  upl oad and ar chi ve t r end l og obj ect s i n 
Ni agar a Fr amewor k Super vi sor y Gat eways"  i s i ncl uded 
when t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
Pr ovi de M&C sof t war e capabl e of  cr eat i ng,  modi f y i ng,  upl oadi ng and 
ar chi v i ng ASHRAE 135 Tr end Obj ect s i n f i el d devi ces i n accor dance wi t h t he 
B- AWS BI BBs and of  per f or mi ng r eal - t i me t r endi ng wi t h a mi ni mum t r endi ng 
r at e of  100 poi nt s per  second and of  usi ng t he Ni agar a hi st or y ser vi ce t o 
cr eat e,  modi f y,  upl oad and ar chi ve t r end l og obj ect s i n Ni agar a Fr amewor k 
Super vi sor y Gat eways.

a.   The M&C Sof t war e must  i ncl ude a gr aphi cal  di spl ay f or  t r end 
conf i gur at i on,  cr eat i on and del et i on accessi bl e t hr ough t he gr aphi cal  
user  i nt er f ace.   Each t r end must  be user - conf i gur abl e f or :

( 1)  Poi nt  t o t r end.

( 2)  Sampl i ng i nt er val :   adj ust abl e bet ween 1 second and 1 hour .

( 3)  St ar t  and St op Ti me of  Tr end:  St ar t  and st op t i mes det er mi ned by 
one or  mor e of  t he f ol l owi ng met hods:  

( a)  St ar t  t i me and st op t i me

( b)  St ar t  t i me and dur at i on

( c)  St ar t  t i me and number  of  sampl es

b.   The M&C sof t war e must  be capabl e of  di spl ayi ng and pr i nt i ng a 
gr aphi cal  r epr esent at i on of  each t r end,  and of  mul t i pl e t r ended poi nt s 
on t he same gr aph.   The sof t war e must  be capabl e of  savi ng t r end l ogs 
t o a f i l e.   I f  t he f i l e f or mat  i s not  pl ai n ASCI I  t ext  i n a 
Comma- Separ at ed- Val ue ( CSV)  f or mat ,  pr ovi de a means t o expor t  or  
conver t  t he f i l e t o pl ai n ASCI I  t ext  i n a CSV f or mat .

2. 4. 10. 15   El ect r i cal  Power  Demand Li mi t i ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The cr i t i cal  al ar m f or  act ual  demand 
exceedi ng t he El ect r i cal  Demand Tar get  ( EDT)  shoul d 
be r out ed such t hat  i t  i s  r ecei ved as soon as 
possi bl e.

Desi gner  must  deci de i f  act ual  demand exceedi ng EDT 
causes t he EDT t o be r eset  t o a hi gher  val ue.

The bi l l i ng st r uct ur e shoul d be obt ai ned f r om t he 
ut i l i t y  suppl y i ng el ect r i cal  ser vi ce i n or der  t o 
coor di nat e equi pment  demand l i mi t  pr i or i t i es wi t h 
t he pr oj ect  s i t e' s Ener gy Manager .   
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I f  r eal - t i me pr i c i ng i s a par t  of  t he bi l l i ng 
st r uct ur e i t  wi l l  r equi r e coor di nat i on wi t h t he 
demand l i mi t i ng pr ogr am.   Al so,  r eal - t i me pr i c i ng 
wi l l  r equi r e a connect i on t o t he I nt er net  t o obt ai n 
t he pr i c i ng i nf or mat i on f r om t he ut i l i t y .   Thi s 
connect i on may not  exi st  and may be di f f i cul t  or  
i mpossi bl e t o obt ai n due t o I nf or mat i on Assur ance 
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C sof t war e whi ch i ncl udes demand l i mi t i ng f unct i onal i t y capabl e 
of  per f or mi ng el ect r i cal  demand l i mi t i ng such t hat  i t  can change t he 
occupancy mode or  set poi nt  of  f i el d cont r ol  syst em har dwar e vi a a net wor k 
poi nt  based on a pr oj ect ed demand i n or der  t o mai nt ai n demand bel ow a 
conf i gur ed t ar get . [   The demand t ar get  must  i ncor por at e r eal - t i me pr i c i ng 
dat a. ]   The demand l i mi t i ng al gor i t hm must  i ncor por at e pr i or i t y l evel s 
such t hat  l ow pr i or i t y equi pment  i s adj ust ed bef or e hi gh- pr i or i t y 
equi pment .   The demand l i mi t i ng al gor i t hm must  gener at e a cr i t i cal  al ar m 
when i t  begi ns t o i mpact  t he syst em and a cr i t i cal  al ar m i f  t he demand 
t ar get  i s exceeded.  

2. 4. 10. 16   Repor t  Gener at i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The l i s t  of  st andar d r epor t s shoul d be edi t ed 
by t he desi gner  t o r emove any r epor t s or  sub- i t ems 
of  i ndi v i dual  r epor t s not  r equi r ed by t he pr oj ect .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr ovi de M&C Sof t war e capabl e of  gener at i ng,  savi ng and pr i nt i ng r epor t s.    
Dynami c oper at i on of  t he syst em must  not  be i nt er r upt ed t o gener at e a 
r epor t .    The r epor t  must  cont ai n t he t i me and dat e when t he sampl es wer e 
t aken,  and t he t i me and dat e when t he r epor t  was gener at ed.   The sof t war e 
must  be capabl e of  savi ng r epor t s t o a PDF f i l e and t o a f i l e compat i bl e 
wi t h t he pr ovi ded Of f i ce Aut omat i on Sof t war e.  

The sof t war e must  al l ow f or  aut omat i c and manual  gener at i on of  r epor t s.   
For  aut omat i c r epor t s an oper at or  must  be abl e t o speci f y t he t i me t he 
i ni t i al  r epor t  i s  t o be gener at ed,  t he t i me i nt er val  bet ween r epor t s,  end 
of  per i od,  and t he out put  f or mat  f or  t he r epor t .   Manual  r epor t  gener at i on 
must  al l ow f or  t he oper at or  t o r equest  at  any t i me t he out put  of  any 
r epor t .

2. 4. 10. 17   Cust om Repor t  Gener at i on

Pr ovi de M&C sof t war e capabl e of  gener at i ng cust om r epor t s,  i ncl udi ng but  
not  l i mi t ed t o t he f ol l owi ng st andar d r epor t s:

2. 4. 10. 17. 1   El ect r i cal  Power  Usage Repor t

An el ect r i cal  power  Usage summar y,  oper at or  sel ect abl e f or  subst at i ons,  
met er s,  or  t r ansducer s,  i ndi v i dual  met er s and t r ansducer s,  any gr oup of  
met er s and t r ansducer s,  and al l  met er s f or  an oper at or  sel ect ed t i me 
per i od.   The r epor t  must  i ncl ude t he vol t age,  cur r ent ,  power  f act or ,  
el ect r i cal  demand,  el ect r i cal  power  consumpt i on,  r eact i ve power  ( Kvar )  f or  
each subst at i on,  f aci l i t y ,  syst em or  equi pment  as sel ect ed by t he 
oper at or .   The r epor t  must  be aut omat i cal l y pr i nt ed at  t he end of  each 
summar y per i od and i ncl ude:
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a.   Tot al  per i od consumpt i on.

b.   Demand i nt er val  peak f or  t he per i od,  wi t h t i me of  occur r ence.

c.   Ener gy consumpt i on ( kWh)  over  each demand i nt er val .

d.   Ti me- of - use peak,  semi - peak,  of f - peak,  or  basel i ne t ot al  kWh 
consumpt i on.

e.   React i ve power  dur i ng each demand i nt er val .

f .   Power  f act or  dur i ng each demand i nt er val .

g.   Out si de ai r  ( OA)  t emper at ur e and r el at i ve humi di t y ( RH)  t aken at  t he 
maxi mum and mi ni mum of  OA t emper at ur e of  t he r epor t  per i od wi t h t he 
t i me and dat es of  occur r ence.   At  t he i nst al l at i on' s peak demand 
i nt er val ,  t he OA t emper at ur e and RH must  al so be r ecor ded.

h.   Cal cul at ed heat i ng and cool i ng degr ee days based on a 18. 3 degr ees C 
65 degr ees F bal ance poi nt .

2. 4. 10. 17. 2   El ect r i cal  Peak Demand Pr edi ct i on Repor t

 A r epor t  based on t he demand l i mi t i ng pr ogr am,  whi ch i ncl udes:

a.   El ect r i cal  Demand Tar get  ( EDT) .

b.   Act ual  peak and pr edi ct ed peak f or  each demand i nt er val  f or  t hat  day.

c.   Pr edi ct ed demand f or  t he next  demand i nt er val .

2. 4. 10. 17. 3   Ener gy usage Repor t

An ener gy usage summar y,  oper at or  sel ect abl e,  f or  a uni t ,  bui l di ng,  ar ea,  
i nst al l at i on,  and t he ent i r e UMCS.   The r epor t  must  be di v i ded by ut i l i t y ,  
and must  be capabl e of  r epor t i ng on at  l east  f our  separ at e ut i l i t i es.   The 
r epor t  must  i ncl ude t he f ol l owi ng i nf or mat i on:

a.   Begi nni ng and endi ng dat es and t i mes.

b.   Tot al  ener gy usage f or  each ut i l i t y  f or  t he cur r ent  and pr evi ous day.

c.   Tot al  ener gy usage f or  each ut i l i t y  f or  t he cur r ent  and pr evi ous mont h.

d.   Maxi mum 15- mi nut e i nt er val  aver age r at e of  consumpt i on f or  each 
ut i l i t y  f or  t he cur r ent  and pr evi ous day and cur r ent  and pr evi ous 
mont h.

e.   Out si de ai r  ( OA)  t emper at ur e and OA humi di t y f or  cur r ent  and pr evi ous 
mont h and cur r ent  and pr evi ous day:

( 1)   Aver age t emper at ur e and humi di t y.

( 2)   Temper at ur e and humi di t y at  maxi mum and mi ni mum OA t emper at ur e 
wi t h t i me and dat e of  occur r ence.

( 3)   Temper at ur e and humi di t y at  maxi mum and mi ni mum humi di t y wi t h 
t i me and dat e of  occur r ence.
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( 4)   Temper at ur e and humi di t y at  t he i nst al l at i on' s peak demand 
i nt er val  wi t h t he t i me and dat e of  occur r ence

f .   Cal cul at ed degr ee days.   Repor t s whi ch i ncl ude humi di t y must  be 
conf i gur abl e t o r epor t  ei t her  dewpoi nt  or  r el at i ve humi di t y.

2. 4. 10. 17. 4   Wat er  Usage Repor t

A wat er  usage summar y,  oper at or  sel ect abl e,  f or  a uni t ,  bui l di ng,  ar ea,  
i nst al l at i on,  and t he ent i r e UMCS.  The r epor t  must  i ncl ude t he f ol l owi ng 
i nf or mat i on:

a.   Begi nni ng and endi ng dat es and t i mes.

b.   Tot al  ener gy wat er  usage f or  t he cur r ent  and pr evi ous day.

c.   Tot al  wat er  usage f or  t he cur r ent  and pr evi ous mont h.

2. 4. 10. 17. 5   Al ar m Repor t

Out st andi ng al ar ms by bui l di ng or  uni t ,  i ncl udi ng t i me of  occur r ence.

2. 4. 10. 17. 6   M&C Sof t war e Over r i de Repor t

Poi nt s over r i dden by t he M&C Sof t war e,  i ncl udi ng t i me over r i dden,  and 
i dent i f i cat i on of  oper at or  over r i di ng t he poi nt .

2. 4. 10. 17. 7   Run Ti me Repor t s

A r epor t  t ot al i z i ng t he accumul at ed r un t i me of  i ndi v i dual  pi eces of  
equi pment .   The oper at or  must  be abl e t o def i ne equi pment  gr oupi ngs and t o 
gener at e r epor t s based on t hese gr oupi ngs.

2. 4. 10. 17. 8   Cool i ng Tower  Pr of i l es

 A cool i ng t ower  pr of i l e f or  each cool i ng t ower  as i ndi cat ed,  i ncl udi ng:

a.   Tot al  dai l y and mont hl y on- t i me ( each f an) .

b.   Number  of  on and of f  t r ansi t i ons ( each f an) .

c.   Maxi mum and mi ni mum dai l y condenser  wat er  t emper at ur e and t he t i me of  
occur r ence f or  t he cur r ent  and pr evi ous mont hs.

d.   Tot al  dai l y and mont hl y makeup wat er  consumpt i on.

2. 4. 10. 17. 9   Chi l l er  usage Repor t

A r epor t  of  t he oper at i on of  each chi l l er  as shown on a dai l y and mont hl y 
basi s,  f or  each of  at  l east  10 di scr et e l oadi ng l evel s.   The r epor t  must  
i ncl ude:

a.   Aver age power  f or  t he mont h at  each l evel  i n kW

b.   Tot al  mont hl y ener gy use i n kWh at  each l evel

c.   Tot al  mont hl y ener gy use i n kWh f or  t he chi l l er  ( al l  l evel s)
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d.   Tot al  dai l y r un hour s at  each l evel

e.   Tot al  Mont hl y r un hour s at  each l evel

2. 4. 10. 17. 10   Devi ce Of f l i ne Repor t

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  i s  i ncl uded when t he BACNET,  
LONWORKS or  NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed and uses t ai l or i ng opt i ons:

1) " CEA- 709. 1- D"  i s i ncl uded i f  t he LONWORKS 
t ai l or i ng opt i on i s sel ect ed

2)  " ASHRAE 135"  i s i ncl uded i f  t he BACNET t ai l or i ng 
opt i on i s sel ect ed.

3)  " al l  of f l i ne Ni agar a Fr amewor k Super vi sor y 
Gat eways"  i s i ncl uded i f  t he NI AGARA FRAMEWORK 
t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

A r epor t  l i s t i ng al l  of f l i ne devi ces i n al l  CEA- 709. 1- D or  ASHRAE 135 
bui l di ng cont r ol  syst ems i nt egr at ed t o t he M&C Sof t war e and al l  of f l i ne 
Ni agar a Fr amewor k Super vi sor y Gat eways.

2. 5   UNI NTERRUPTI BLE POWER SUPPLY ( UPS)

Pr ovi de uni nt er r upt i bl e power  suppl i es ( UPS)  as sel f  cont ai ned devi ces 
sui t abl e f or  i nst al l at i on and oper at i on at  t he l ocat i on of  Ser ver  and 
Wor kst at i on har dwar e and si zed t o pr ovi de a mi ni mum of  20 mi nut es of  
oper at i on of  t he connect ed har dwar e.   Equi pment  connect ed t o t he UPS must  
not  be af f ect ed i n any manner  by a power  out age of  a dur at i on l ess t han 
t he r at ed capaci t y of  t he UPS.   Pr ovi de t he UPS compl et e wi t h al l  
necessar y power  suppl i es,  t r ansf or mer s,  bat t er i es,  and accessor i es.   
Pr ovi de UPS whi ch  i ncl ude vi sual  i ndi cat i on of  nor mal  power  oper at i on,  
UPS oper at i on,  abnor mal  oper at i on and vi sual  and audi bl e i ndi cat i on of  AC 
i nput  l oss and l ow bat t er y power .   Pr ovi de UL 1778 appr oved UPS.   UPS 
power i ng Ser ver  Har dwar e must  not i f y t he ser ver  v i a  USB i nt er f ace of  
i mpendi ng bat t er y f ai l ur e.

2. 6   RACKS AND ENCLOSURES

2. 6. 1   Encl osur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   NOTE:  I n out door  appl i cat i ons speci f y Type 3 
unl ess hosedown of  t he encl osur e i s ant i c i pat ed,  i n 
whi ch case speci f y Type 4.

For  r et r of i t  pr oj ect s i n ol der  mechani cal  r ooms or
wher e hosedown of  t he encl osur e i s ant i c i pat ed
speci f y Type 4 encl osur es.  Type 4 pr ovi des a
gr eat er  degr ee of  pr ot ect i on i n di r t y and wet
envi r onment s t han does Type 2.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Encl osur es suppl i ed as an i nt egr al  ( pr e- packaged)  par t  of  anot her  pr oduct  
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ar e accept abl e.   Pr ovi de t wo Encl osur e Keys f or  each l ockabl e encl osur e on 
a s i ngl e r i ng per  encl osur e wi t h a t ag i dent i f y i ng t he encl osur e t he keys 
oper at e.   Pr ovi de encl osur es meet i ng t he f ol l owi ng mi ni mum r equi r ement s:

2. 6. 1. 1   Out door s

For  encl osur es l ocat ed out door s,  pr ovi de encl osur es meet i ng NEMA 250 [ Type 
3] [ Type 4]  r equi r ement s.

2. 6. 1. 2   Mechani cal  and El ect r i cal  Rooms

For  encl osur es l ocat ed i n mechani cal  or  el ect r i cal  r ooms,  pr ovi de 
encl osur es meet i ng NEMA 250 [ Type 2] [ Type 4]  r equi r ement s.

2. 6. 1. 3   Ot her  Locat i ons

For  encl osur es i n ot her  l ocat i ons i ncl udi ng but  not  l i mi t ed t o occupi ed 
spaces,  above cei l i ngs,  and i n pl enum r et ur ns,  pr ovi de encl osur es meet i ng 
NEMA 250 Type 1 r equi r ement s.

2. 6. 2   Equi pment  Racks

Pr ovi de st andar d 482 mm 19 i nch equi pment  r acks compat i bl e wi t h t he 
el ect r oni c equi pment  pr ovi ded.   Racks must  be ei t her  al umi num or  st eel  
wi t h bol t ed or  wel ded const r uct i on.   St eel  equi pment  r acks must  be pai nt ed 
wi t h a f l ame- r et ar dant  pai nt .   Guar d r ai l s must  be i ncl uded wi t h each 
equi pment  r ack and have a copper  gr oundi ng bar  i nst al l ed and gr ounded t o 
t he ear t h.

PART 3   EXECUTI ON

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Det er mi ne t he appl i cabi l i t y  and need f or  a 
Fact or y Test  and r emove t he Fact or y Test  
r equi r ement s i f  a Fact or y Test  i s not  needed.

For  Ar my pr oj ect s,  cont act  t he UMCS MCX ( Hunt svi l l e 
Cent er )  f or  a l i s t  of  syst ems whi ch have al r eady 
been t hr ough a Fact or y Test .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ 3. 1   FACTORY TEST

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ncl ude t he r ef er ence t o sect i on 25 08 10 
UTI LI TY MONI TORI NG AND CONTROL SYSTEM TESTI NG i f  
appr opr i at e.   Ot her wi se i ndi cat e anot her  basi s f or  
t he Fact or y Test  Pr ocedur es.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m f act or y t est i ng of  t he UMCS as speci f i ed.   The Cont r act or  i s 
r esponsi bl e f or  pr ovi di ng per sonnel ,  equi pment ,  i nst r ument at i on,  and 
suppl i es necessar y t o per f or m r equi r ed t est i ng.   Pr ovi de wr i t t en 
not i f i cat i on of  pl anned t est i ng t o t he Gover nment  at  l east  21 days pr i or  
t o t est i ng,  and do not  gi ve t hi s not i ce unt i l  af t er  r ecei v i ng wr i t t en 
Gover nment  appr oval  of  t he speci f i c  Fact or y Test  Pr ocedur es.   Pr ovi de 
Fact or y Test  Pr ocedur es whi ch def i ne t he t est s r equi r ed t o ensur e t hat  t he 
syst em meet s t echni cal ,  oper at i onal ,  and per f or mance speci f i cat i ons.  
Wi t hi n t he Pr ocedur es def i ne l ocat i on of  t est s,  mi l est ones f or  t he t est s,  
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and i dent i f y s i mul at i on pr ogr ams,  equi pment ,  per sonnel ,  f aci l i t i es,  and 
suppl i es r equi r ed.   Pr ovi de pr ocedur es whi ch t est  al l  capabi l i t i es and 
f unct i ons speci f i ed and i ndi cat ed.   Devel op Pr ocedur es f r om t he desi gn 
document at i on and i n accor dance wi t h [ Sect i on 25 08 10 UTI LI TY MONI TORI NG 
AND CONTROL SYSTEM TESTI NG] [ ____] .   Per f or m t he Fact or y Test  usi ng 
equi pment  and sof t war e of  t he same manuf act ur er ,  model  and r evi s i on as 
wi l l  be used f or  t he speci f i ed pr oj ect .   I ncl ude det ai l ed i nst r uct i ons f or  
t est  set up,  execut i on,  and eval uat i on of  t est  r esul t s i n t he Pr ocedur es.   
Upon compl et i on of  t he t est ,  pr epar e a Fact or y Test  Repor t ,  document i ng 
t he r esul t s of  t he Test ,  and submi t  i t  as speci f i ed.

Per f or m t he Fact or y Test  and pr ovi de Fact or y Test  Submi t t al s as shown i n 
TABLE I I .  FACTORY TEST SEQUENCI NG.

TABLE I I .  FACTORY TEST SEQUENCI NG

I TEM # DESCRI PTI ON

SEQUENCI NG
( START OF ACTI VI TY or

DEADLI NE FOR SUBMI TTAL)

1 Submi t  Fact or y Test  Pr ocedur es [ [ _____]  days af t er  not i ce t o 
pr oceed] [ _____]

2 Per f or m Fact or y Test Af t er  Appr oval  Of  #1

3 Submi t  Fact or y Test  Repor t [ _____]  days Af t er  Compl et i on Of  #2

] 3. 2   EXI STI NG CONDI TI ONS SURVEY

Per f or m a f i el d sur vey,  i ncl udi ng but  not  l i mi t ed t o t est i ng and 
i nspect i on of  equi pment  t o be par t  of  t he UMCS,  and submi t  an Exi st i ng 
Condi t i ons Repor t  document i ng t he cur r ent  st at us and i t s i mpact  on t he 
Cont r act or ' s abi l i t y  t o meet  t hi s speci f i cat i on.   For  f i el d cont r ol  
syst ems t o be i nt egr at ed t o t he UMCS whi ch ar e not  al r eady connect ed t o 
t he UMCS I P net wor k,  ver i f y t he avai l abi l i t y  of  t he bui l di ng net wor k 
backbone at  t he FPOC l ocat i on,  and ver i f y t hat  FPOCs shown as exi st i ng ar e 
i nst al l ed at  t he FPOC l ocat i on.

3. 3   DRAWI NGS AND CALCULATI ONS

3. 3. 1   UMCS I P Net wor k Bandwi dt h Usage Est i mat e

Pr ovi de a UMCS I P Net wor k Bandwi dt h Usage Est i mat e f or  a smal l ,  medi um or  
l ar ge syst ems.   I n t hi s est i mat e account  f or  f i el d cont r ol  syst ems usi ng 
al l  M&C r equi r ed pr ot ocol s and t he i nt egr at i on of  f i el d cont r ol  syst em vi a 
gat eways.   Def i ne al l  assumpt i ons used t o cr eat e t he est i mat e,  i ncl udi ng 
but  not  l i mi t ed t o:  t r endi ng,  f ast  t r ends f or  commi ssi oni ng,  schedul es,  
al ar ms,  di spl ay of  syst em gr aphi cs and l oad sheddi ng.

3. 3. 2   UMCS Cont r act or  Desi gn Dr awi ngs

Revi se and updat e t he Cont r act  Dr awi ngs t o i ncl ude det ai l s of  t he syst em 
desi gn and al l  har dwar e component s,  i ncl udi ng cont r act or  pr ovi ded and 
Gover nment  f ur ni shed component s.   Det ai l s t o be shown on t he Desi gn 
Dr awi ng i ncl ude:
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)  " BACnet  Super vi sor y Cont r ol l er "  i s  i ncl uded onl y 
i f  t he BACNET t ai l or i ng opt i on i s sel ect ed

2)   " Ni agar a Fr amewor k Super vi sor y Gat eway"  i s 
i ncl uded onl y i f  t he NI AGARA FRAMEWORK t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   The l ogi cal  st r uct ur e of  t he net wor k,  i ncl udi ng but  not  l i mi t ed t o t he 
l ocat i on of  al l  Cont r ol  Har dwar e ( i ncl udi ng but  not  l i mi t ed t o each 
BACnet  Super vi sor y Cont r ol l er ,  Cont r ol  Pr ot ocol  Gat eway,  Cont r ol  
Pr ot ocol  Rout er ,  Ni agar a Fr amewor k Super vi sor y Gat eway and Moni t or i ng 
and Cont r ol  ( M&C)  Cont r ol l er ) .

b.   Manuf act ur er  and model  number  f or  each pi ece of  Comput er  Har dwar e and 
Cont r ol  Har dwar e.

c.   Physi cal  l ocat i on f or  each pi ece of  Comput er  Har dwar e and Cont r ol  
Har dwar e.

d.   Ver si on and ser vi ce pack number  f or  al l  sof t war e and f or  al l  Cont r ol  
Har dwar e f i r mwar e.

3. 3. 3   As- Bui l t  Dr awi ngs

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Poi nt s Schedul e i s a submi t t al  f r om 
Sect i on 23 09 00 I NSTRUMENTATI ON AND CONTROL FOR 
HVAC cont r act s and i s a cont r act  dr awi ng f or  t hi s 
Sect i on.   The Cont r act or  updat es t he Poi nt s Schedul e 
and submi t s i t  as an as- bui l t .

Wher e pr oj ect s r equi r e i nt egr at i on t o syst ems not  
i nst al l ed under  Sect i on 23 09 00 I NSTRUMENTATI ON AND 
CONTROL FOR HVAC,  or  wher e t he Poi nt s Schedul es f or  
t he syst em ar e not  avai l abl e,  cr eat e Poi nt s 
Schedul es f or  i ncl usi on i n t he Cont r act  Dr awi ngs.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Pr epar e dr af t  as- bui l t  dr awi ngs consi st i ng of  Poi nt s Schedul e dr awi ngs f or  
t he ent i r e UMCS,  i ncl udi ng Poi nt s Schedul es f or  each Gat eway,  and an 
updat ed Desi gn Dr awi ng i ncl udi ng det ai l s of  t he act ual  i nst al l ed syst em as 
i t  i s  at  t he concl usi on of  St ar t - Up and St ar t - Up Test i ng.   Pr ovi de 
As- Bui l t  Dr awi ngs whi ch i ncl ude det ai l s of  al l  har dwar e component s,  
i ncl udi ng cont r act or  pr ovi ded and Gover nment  f ur ni shed component s.   I n 
addi t i on t o t he det ai l s shown i n t he desi gn dr awi ngs,  t he as- bui l t  dr awi ng 
must  i ncl ude:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng par agr aph uses t ai l or i ng 
opt i ons:
1)  " BACnet  Super vi sor y Cont r ol l er "  i s  i ncl uded onl y 
when t he BACNET t ai l or i ng opt i on i s sel ect ed.
2)  " Ni agar a Fr amewor k Super vi sor y Gat eway"  i s 
i ncl uded onl y when t he NI AGARA FRAMEWORK t ai l or i ng 
opt i on i s sel ect ed.  
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   I P addr ess( es)  and Et her net  MAC addr ess( es)  as appl i cabl e f or  each 
pi ece of  Cont r ol  Har dwar e ( i ncl udi ng but  not  l i mi t ed t o each BACnet  
Super vi sor y Cont r ol l er ,  Ni agar a Fr amewor k Super vi sor y Gat eway,  Cont r ol  
Pr ot ocol  Gat eway,  Cont r ol  Pr ot ocol  Rout er ,  and Moni t or i ng and Cont r ol  
( M&C)  Cont r ol l er ) .

b.   I P addr ess and Et her net  MAC addr ess f or  each comput er  ser ver ,  
wor kst at i on,  and net wor ked pr i nt er .

c.   Net wor k i dent i f i er  ( name)  f or  each pr i nt er ,  comput er  ser ver  and 
comput er  wor kst at i on.

d.   Li st  of  por t s,  pr ot ocol s and net wor k ser vi ces f or  each devi ce 
connect ed t o an I P net wor k.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng par agr aph uses t ai l or i ng 
opt i ons f or  BACNET,  LONWORKS,  MODBUS and NI AGARA 
FRAMEWORK and i ncl udes r equi r ement s onl y when t he 
associ at ed t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

e.   Net wor k Addr esses:   CEA- 709. 1- D addr ess ( domai n,  subnet ,  node addr ess)  
f or  al l  Cont r ol  Har dwar e usi ng CEA- 709. 1- D. ASHRAE 135 addr ess and 
Obj ect _I D of  t he Devi ce Obj ect  f or  al l  Cont r ol  Har dwar e usi ng 
ASHRAE 135.  MODBUS Pr ot ocol / MODBUS TCP/ I P addr ess f or  al l  Cont r ol  
Har dwar e usi ng MODBUS Pr ot ocol / MODBUS TCP/ I P.  Ni agar a Fr amewor k 
St at i on I D f or  al l  Ni agar a Fr amewor k component s i ncl udi ng but  not  
l i mi t ed t o Ni agar a Fr amewor k Super vi sor y Gat eways and t he Ni agar a 
Fr amewor k M&C Sof t war e.

Pr epar e Dr af t  As- Bui l t  Dr awi ngs upon t he compl et i on of  St ar t - Up and 
St ar t - Up Test i ng and Fi nal  As- Bui l t  Dr awi ngs upon compl et i on of  PVT Phase 
I I .

3. 4   I NSTALLATI ON REQUI REMENTS

3. 4. 1   Gener al

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e t he l ocat i on of  t el ecommuni cat i ons 
c l oset s on t he cont r act  dr awi ngs.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  syst em component s as shown and speci f i ed and i n accor dance wi t h 
t he manuf act ur er ' s i nst r uct i ons and pr ovi de necessar y i nt er connect i ons,  
ser vi ces,  and adj ust ment s r equi r ed f or  a compl et e and oper abl e syst em.   
I nst al l  communi cat i on equi pment  and cabl e gr oundi ng as necessar y t o 
pr ecl ude gr ound l oops,  noi se,  and sur ges f r om adver sel y af f ect i ng syst em 
oper at i on.   I nst al l  Fi ber  Opt i c cabl es and wi r i ng i n exposed ar eas,  
i ncl udi ng l ow vol t age wi r i ng but  not  i ncl udi ng net wor k cabl e i n 
t el ecommuni cat i on c l oset s,  i n met al l i c  r aceways or  EMT condui t  as 
speci f i ed i n Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Do not  
i nst al l  equi pment  i n any space whi ch exper i ences t emper at ur es or  humi di t y 
out si de of  t he r at ed oper at i ng r ange of  t he equi pment .
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3. 4. 2   I sol at i on,  Bui l di ng Penet r at i ons and Equi pment  Cl ear ance

Pr ovi de di el ect r i c i sol at i on wher e di ssi mi l ar  met al s ar e used f or  
connect i on and suppor t .   Make al l  penet r at i ons t hr ough and mount i ng hol es 
i n t he bui l di ng ext er i or s wat er t i ght .   Dr i l l  or  cor e dr i l l  hol es i n 
concr et e,  br i ck,  st eel  and wood wal l s wi t h pr oper  equi pment .   Seal  
condui t s i nst al l ed t hr ough openi ngs wi t h mat er i al s whi ch ar e compat i bl e 
wi t h exi st i ng mat er i al s.   Seal  openi ngs wi t h mat er i al s whi ch meet  t he 
r equi r ement s of  NFPA 70 and SECTI ON 07 84 00 FI RESTOPPI NG.

3. 4. 3   Namepl at es

Pr ovi de Namepl at es f or  al l  Cont r ol  Har dwar e and al l  Comput er  Har dwar e.  
At t ach Namepl at es t o t he devi ce i n a conspi cuous l ocat i on.

3. 5   I NSTALLATI ON OF EQUI PMENT

3. 5. 1   Wi r e and Cabl e I nst al l at i on

I nst al l  syst em component s and appur t enances i n accor dance wi t h NFPA 70,  
manuf act ur er ' s i nst r uct i ons and as i ndi cat ed.   Pr ovi de necessar y 
i nt er connect i ons,  ser vi ces,  and adj ust ment s r equi r ed f or  a compl et e and 
oper abl e s i gnal  di st r i but i on syst em.   Label  component s i n accor dance wi t h 
TI A- 606.   Fi r est op Penet r at i ons i n f i r e- r at ed const r uct i on i n accor dance 
wi t h Sect i on 07 84 00 FI RESTOPPI NG.   I nst al l  condui t s,  out l et s and 
r aceways i n accor dance wi t h Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON 
SYSTEM.   I nst al l  wi r i ng i n accor dance wi t h TI A- 568. 1 and as speci f i ed i n 
Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Mar k wi r i ng t er mi nal  
bl ocks and out l et s i n accor dance wi t h TI A- 606.   Do not  i nst al l  
non- f i ber - opt i c cabl es i n t he same cabl e t r ay,  ut i l i t y  pol e compar t ment ,  
or  f l oor  t r ench compar t ment  wi t h power  cabl es.   Pr oper l y secur e and 
i nst al l  neat  i n appear ance cabl es not  i nst al l ed i n condui t  or  r aceways.

3. 5. 2   Gr oundi ng

I nst al l  s i gnal  di st r i but i on syst em gr ound i n accor dance wi t h TI A- 607 and 
Sect i on 26 20 00 I NTERI OR DI STRI BUTI ON SYSTEM.   Connect  equi pment  r acks t o 
t he el ect r i cal  saf et y gr ound.

3. 5. 3   Power - Li ne Sur ge Pr ot ect i on

Pr ot ect  equi pment  connect ed t o ac c i r cui t s must  be pr ot ect ed agai nst  or  
wi t hst and power - l i ne sur ges.   Pr ovi de equi pment  pr ot ect i on whi ch meet s t he 
r equi r ement s of  I EEE C62. 41.   Do not  use f uses f or  sur ge pr ot ect i on.

3. 5. 4   I P Addr esses

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  t he appr opr i at e opt i on t o do one of  
t he f ol l owi ng:
1)  r equi r e t he cont r act or  t o coor di nat e I P Addr esses 
wi t h NEC ( t he I T gr oup)

2)  r equi r e t he cont r act or  use I P addr esses f r om a 
l i s t  of  suppl i ed I P addr esses.   I n t hi s case,  
i ncl ude a l i s t  of  I P addr esses.

3) ( not  appl i cabl e t o Ai r  For ce)  r equi r e t he 
cont r act or  t o conf i gur e cont r ol  har dwar e t o obt ai n 
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I P addr esses f r om a DHCP ser ver .
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  al l  Cont r ol  Har dwar e r equi r i ng an I P addr ess on t he UMCS I P Net wor k,  
[ coor di nat e wi t h t he [ NEC]  [ _____]  t o obt ai n I P addr esses]  [ use t he 
f ol l owi ng I P addr esses: [ _____] ] [ obt ai n st at i c I P addr esses f r om a DHCP 
ser ver ] .

3. 5. 5   Comput er  Har dwar e and Sof t war e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  comput er  har dwar e i s Gover nment  i nst al l ed 
r emove t he br acket ed t ext  r equi r i ng har dwar e 
i nst al l at i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ 3. 5. 5. 1   Har dwar e I nst al l at i on

I nst al l  Comput er  Har dwar e as speci f i ed and i ndi cat ed.   Power  Comput er  
Ser ver s t hr ough a UPS,  and i nst al l  and conf i gur e t hem such t hat  t he ser ver  
aut omat i cal l y under goes a c l ean shut down upon l ow bat t er y s i gnal  f r om t he 
UPS.

] 3. 5. 5. 2   Sof t war e I nst al l at i on

I nst al l  sof t war e as f ol l ows:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Due t o t ai l or i ng opt i ons t he number i ng of  t he 
f ol l owi ng i t ems may be i ncor r ect  and r equi r e edi t i ng.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng TWO l i st  par agr aphs ar e i ncl uded 
onl y i f  t he LONWORKS t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
a.   CEA- 852- C Conf i gur at i on Ser ver :   I nst al l  and conf i gur e one CEA- 852- C 

Conf i gur at i on Ser ver .   I nst al l  t he he CEA- 852- C Conf i gur at i on Ser ver  
on Ser ver  Har dwar e or  on an CEA- 709. 1- D TP/ FT- 10 t o I P Rout er .

b.  CEA- 709. 1- D Net wor k Conf i gur at i on Tool :   I nst al l  t he CEA- 709. 1- D 
Net wor k Conf i gur at i on Tool  sof t war e as shown.   I nst al l  t he CEA- 709. 1- D 
Net wor k Conf i gur at i on Tool  on wor kst at i on or  ser ver  har dwar e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng desi gner  not e and l i s t  par agr aph 
ar e i ncl uded onl y i f  t he BACNET t ai l or i ng opt i on i s 
sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The BACnet  Net wor k Br owser  may or  may not  be 
needed by t he i nst al l at i on.   The M&C Sof t war e 
al r eady has t hi s f unct i onal i t y,  but  i n gener al  a 
copy of  a BACnet  Net wor k Br owser  i nst al l ed on a  
l apt op i s benef i c i al  f or  t he i nst al l at i on f or  O&M,  
t r oubl eshoot i ng and commi ssi oni ng.
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Keep t he br acket ed opt i on and show t he BACnet  
Net wor k Br owser  on t he dr awi ngs t o r equi r e i t .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ c.  BACnet  Net wor k Br owser :   I nst al l  t he BACnet  Net wor k Br owser  sof t war e as 
i ndi cat ed.   I nst al l  t he BACnet  Net wor k Br owser  on wor kst at i on har dwar e.

]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng desi gner  not e and l i s t  par agr aph 
ar e i ncl uded onl y i f  t he NI AGARA FRAMEWORK  
t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The Ni agar a Fr amewor k Engi neer i ng Tool  must  
be i nst al l ed on t he M&C Sof t war e ser ver .   I t  may or  
may not  need t o be i nst al l ed on mor e t han t he M&C 
Sof t war e ser ver .

Keep t he br acket ed opt i on and show t he Ni agar a 
Fr amewor k Engi neer i ng Tool  on t he dr awi ngs t o 
r equi r e i t  t o be i nst al l ed on mor e t he M&C Sof t war e 
ser ver .  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

d.  Ni agar a Fr amewor k Engi neer i ng Tool :   I nst al l  t he Ni agar a Fr amewor k 
Engi neer i ng Tool  on t he M&C Sof t war e Ser ver [  and as i ndi cat ed.   
I nst al l  t he Ni agar a Fr amewor k Engi neer i ng Tool  on wor kst at i on 
har dwar e] .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons.   

The sent ence " I nst al l  M&C Sof t war e i n a manner  
consi st ent  wi t h i t s B- AWS l i st i ng such t hat  i t   
pr ovi des al l  f unct i onal i t y of  a B- AWS. "  i s i ncl uded 
onl y i f  t he BACNET t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

e.   Moni t or i ng and Cont r ol  Sof t war e:   I nst al l  t he moni t or i ng and cont r ol  
( M&C) sof t war e as shown.   Except  f or  M&C Sof t war e per f or mi ng Poi nt  
Cal cul at i ons or  El ect r i cal  Peak Demand Li mi t i ng,  i nst al l  M&C Sof t war e 
on ser ver  har dwar e.   I nst al l  M&C Sof t war e per f or mi ng Poi nt  
Cal cul at i ons or  El ect r i cal  Peak Demand Li mi t i ng on ei t her  ser ver  
har dwar e or  Moni t or i ng and Cont r ol  ( M&C)  Cont r ol l er  Har dwar e.   I nst al l  
M&C Sof t war e i n a manner  consi st ent  wi t h i t s B- AWS l i st i ng such t hat  
i t   pr ovi des al l  f unct i onal i t y of  a B- AWS.

Pr ovi de suf f i c i ent  comput er  har dwar e and M&C Cont r ol l er  Har dwar e and 
i nst al l  M&C Sof t war e t o suppor t  t he number  of  poi nt s r equi r ed i n PART 
2 ( PRODUCTS) ,  r egar dl ess of  t he number  of  poi nt s i nt egr at ed under  t hi s 
pr oj ect  speci f i cat i on.   Not e t hat  meet i ng t hi s r equi r ement  may ent ai l  
t he i nst al l at i on of  unused har dwar e or  spar e poi nt  l i censes t o 
accommodat e t he f ul l  number  of  r equi r ed poi nt s i n or der  t o al l ow f or  
i nt egr at i on of  f ut ur e f i el d cont r ol  syst ems.

f .   M&C Cont r ol l er  Har dwar e Conf i gur at i on Sof t war e:   I nst al l  t he M&C 
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Cont r ol l er  Har dwar e Conf i gur at i on Sof t war e on ser ver  har dwar e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Remove t he br acket ed t ext  i f  t he sof t war e i s 
Gover nment  i nst al l ed.   Coor di nat e wi t h t he pr oj ect  
s i t e and pr oj ect  s i t e I T or gani zat i on t o det er mi ne 
whi ch sof t war e wi l l  be Gover nment  i nst al l ed,  and t o 
det er mi ne t he i nf or mat i on r equi r ed t o compl et e t he 
br acket s.  

Not e t hat  i f  some sof t war e i s Gover nment  i nst al l ed 
but  ot her s ar e r equi r ed t he i t ems may need t o be 
r enumber ed.

I f  t he Oper at i ng Syst em i s i nst al l ed by t he 
cont r act or  pr ovi de a poi nt  of  cont act  f or  user  names 
and passwor ds.   

I f  t he Vi r us Pr ot ect i on Sof t war e i s i nst al l ed by t he 
cont r act or  i ndi cat e whet her  an updat e ser ver  i s 
avai l abl e and pr ovi de ser ver  i nf or mat i on or  a POC t o 
obt ai n ser ver  i nf or mat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ g.   Oper at i ng syst em:   I nst al l  t he OS on each Ser ver  and Wor kst at i on and 
conf i gur e user  names and passwor ds.   Coor di nat e wi t h [ ____]  f or  user  
names and passwor ds.

] [ h.   Of f i ce Aut omat i on Sof t war e:  I nst al l  t he of f i ce aut omat i on sof t war e on 
each ser ver  and wor kst at i on.

] [ i .   Vi r us Pr ot ect i on sof t war e:   I nst al l  t he v i r us pr ot ect i on sof t war e on 
each ser ver  and wor kst at i on and conf i gur e weekl y v i r us scans.  
[ Conf i gur e t he v i r us pr ot ect i on sof t war e t o updat e v i r us def i ni t i ons 
aut omat i cal l y [ f r om t he updat e ser ver  at  [ ____] ] [ .   Coor di nat e wi t h 
[ t he NEC] [ ____]  t o obt ai n updat e ser ver  i nf or mat i on. ] ]

] [ j .   Di sk I magi ng ( Backup)  Sof t war e:   I nst al l  t he di sk i magi ng ( backup)  
sof t war e on each ser ver  and conf i gur e f or  i magi ng t he i nt er nal  har d 
dr i ve t o ext er nal  har d dr i ve. ]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e who t o coor di nat e wi t h t o get  
connect i ons out si de of  t he UMCS.   Not e t hat  
connect i ons t o non- gover nment  ser ver s ar e not  
r equi r ed by t he UMCS and shoul d not  be per mi t t ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Wher e sof t war e r equi r es connect i on t o an I P devi ce out si de of  t he UMCS,  
coor di nat e wi t h [ t he pr oj ect  s i t e NEC] [ ____]  t o obt ai n access t o a 
Gover nment - f ur ni shed ser ver  t o pr ovi de t he needed f unct i onal i t y.   Do not  
connect  t o any devi ce out si de of  t he UMCS wi t hout  expl i c i t  per mi ssi on f r om 
[ t he pr oj ect  s i t e NEC] [ ____] .

3. 5. 5. 3   Moni t or i ng and Cont r ol  ( M&C)  Sof t war e Conf i gur at i on

 Conf i gur e t he Moni t or i ng and Cont r ol  ( M&C)  Sof t war e as speci f i ed,  as 
i ndi cat ed and as f ol l ows:
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e who t o coor di nat e user  account s wi t h.

I f  i n t he pr oduct  sect i on you sel ect ed t hat  t he M&C 
sof t war e uses Wi ndows f or  user  aut hent i cat i on t hen 
r emove t he br acket ed t ext  ( 3 pl aces)  concer ni ng 
passwor ds.   Ot her wi se keep t he br acket ed t ext  
concer ni ng passwor ds.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   Set  up M&C Sof t war e user  account s[  and passwor ds] .   Coor di nat e user  
account s[ ,  passwor ds]  and per mi ssi ons wi t h [ t he [ Cont r ol s]  [ HVAC]  
[ El ect r i cal ]  shop super vi sor ] [ ____] .

b.   Change t he def aul t  passwor d on al l  account s.   Remove or  di sabl e any 
account s whi ch do not  r equi r e aut hent i cat i on ( such as guest  account s) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ei t her  pr ovi de SMTP ( e- mai l )  ser ver  
i nf or mat i on or  a POC f or  t he cont r act or  t o obt ai n 
t hi s i nf or mat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

c.   Conf i gur e e- mai l  capabi l i t y  t o use [ t he gover nment  f ur ni shed SMTP 
ser ver  usi ng t he f ol l owi ng ser ver  i nf or mat i on[ ____] . ] [ a Gover nment  
f ur ni shed SMTP ser ver .   Coor di nat e wi t h [ t he pr oj ect  s i t e NEC]
[ ____] f or  SMTP ser ver  i nf or mat i on. ]

d.   Di sabl e al l  por t s,  pr ot ocol s,  and net wor k ser vi ces ot her  t han t hose 
r equi r ed or  speci f i cal l y per mi t t ed by t hi s Sect i on.   Ser vi ces t o be 
di sabl ed i ncl ude but  ar e not  l i mi t ed t o:  FTP,  Tel net  and SSH.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e wher e cont r act or  shoul d obt ai n 
cer t i f i cat e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

e.   I nst al l  web ser ver  cer t i f i cat e.   Obt ai n cer t i f i cat e f r om [ t he pr oj ect  
s i t e NEC] [ ____] .

3. 5. 5. 4   Cont r ol  Har dwar e I nst al l at i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Sel ect  i f  Cont r ol  Har dwar e must  be i nst al l ed 
i n an encl osur e.   Har dwar e i n t el ecommuni cat i on 
c l oset s wi l l  gener al l y not  r equi r e an encl osur e 
unl ess necessar y t o secur e t he Har dwar e ( i . e.  a 
l ocked encl osur e) .

FYI  -  t he r equi r ement s f or  whi ch ( i f  any)  Cont r ol  
Har dwar e t o i nst al l  and wher e t o i nst al l  i t  i s  
cover ed bel ow i n t he i nt egr at i on r equi r ement s.

I f  per mi t t i ng Ni agar a Fr amewor k Super vi sor y Gat eways 
t o ser ve web pages,  keep t he br acket ed t ext  al l owi ng 
HTTP f r om Ni agar a Fr amewor k Super vi sor y Gat eways.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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I nst al l  Cont r ol  Har dwar e [ i n an encl osur e]  [ i n a l ockabl e encl osur e]  and 
as speci f i ed.  Conf i gur e Cont r ol  Har dwar e as speci f i ed,  as r equi r ed t o meet  
t he f unct i ons f or  whi ch t he har dwar e i s used and as f ol l ows:

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons.   

The t ext  " [  except  f or  HTTP or i gi nat i ng i n Ni agar a 
Fr amewor k Super vi sor y Gat eways] "  i s  i ncl uded onl y i f  
t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.  Di sabl e al l  por t s,  pr ot ocol s,  and net wor k ser vi ces ot her  t han t hose 
r equi r ed or  speci f i cal l y per mi t t ed by t hi s Sect i on.   Ser vi ces t o be 
di sabl ed i ncl ude but  ar e not  l i mi t ed t o:  FTP,  Tel net ,  SSH,  and HTTP[  
except  f or  HTTP or i gi nat i ng i n Ni agar a Fr amewor k Super vi sor y Gat eways] .   
When di sabl i ng of  por t s,  pr ot ocol s and ser vi ces i s not  suppor t ed by a 
pr oduct ,  obt ai n an except i on f r om t hi s r equi r ement  pr i or  t o usi ng t he 
pr oduct  and document  non- compl i ance on t he Pr oduct  Dat a Sheet s and 
As- Bui l t  dr awi ngs.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e who t he cont r act or  shoul d coor di nat e 
wi t h t o det er mi ne passwor ds.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.  Change t he def aul t  passwor ds i n al l  Cont r ol  Har dwar e whi ch have 
passwor ds.   Coor di nat e new passwor ds wi t h [ t he [ Cont r ol s]  [ HVAC]  
[ El ect r i cal ]  shop super vi sor ] [ ____] .

3. 6   I NTEGRATI ON OF FI ELD CONTROL SYSTEMS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   For  compl et e i nt egr at i on t he cont r act  package 
must  i ncl ude t he f ol l owi ng:

1.  Poi nt s Schedul e -  make sur e Poi nt s Schedul e 
i ncl udes:
   -  poi nt s t o be di spl ayed by t he M&C
     Sof t war e
   -  poi nt s t hat  can be over r i dden by t he M&C       
     Sof t war e
   -  t r end poi nt s.
   -  Al ar m r out i ng ( al so make sur e t o i ncl ude t he
     Al ar m Rout i ng Schedul e)

2.  Al ar m Rout i ng Schedul e dr awi ngs.
   I dent i f y and assi gn pr i or i t i es,  e- mai l  
   addr esses ( f or  e- mai l  and t ext  not i f i cat i on) ,  
   and al ar ms t o be pr i nt ed.

3.  Demand Li mi t  schedul e dr awi ng.
   Make sur e i t  i ncl udes syst em name,  l oad shed
   pr i or i t y and poi nt  needed f or  shut - down or
   set poi nt  r eset .

4.  Cont r ol  Syst em Schemat i cs f or  each f i el d
   cont r ol  syst em ( Thi s may be an as- bui l t  
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   dr awi ng f r om t he f i el d cont r ol  syst em
   speci f i cat i on -  such as Sect i on 23 09 00 
I NSTRUMENTATI ON AND CONTROL FOR HVAC)

5.  Occupancy Schedul es f or  each f i el d cont r ol
   syst em.   ( Thi s may be an as- bui l t  dr awi ng 
   f r om t he f i el d cont r ol  syst em speci f i cat i on -
   such as Sect i on 23 09 00 I NSTRUMENTATI ON AND 
CONTROL FOR HVAC)

Whi l e i nt egr at i on * may*  be abl e t o be per f or med 
wi t hout  t he ot her  dr awi ngs,  t he Poi nt s Schedul e i s 
r equi r ed f or  successf ul  i nt egr at i on of  any syst em 
and must  be pr ovi ded.

Not e t hat  t he necessar y Poi nt s Schedul e dr awi ng 
shoul d be par t  of  t he as- bui l t  submi t t al  f or  
bui l di ng cont r ol  syst ems  -  par t i cul ar l y t hose 
i nst al l ed usi ng Sect i on 23 09 00 I NSTRUMENTATI ON AND 
CONTROL FOR HVAC.   I f  a poi nt s schedul e f or  t he 
syst em i s not  avai l abl e one must  be cr eat ed and 
i ncl uded i n t he cont r act  package.   Al t er nat i vel y,  a 
r equi r ement  can be manual l y added her e ( al ong wi t h 
appr opr i at e edi t s t o t he submi t t al s and pr oj ect  
sequenci ng par agr aphs)  t o i ncl ude a s i t e sur vey of  
t he syst em pr i or  t o i nt egr at i on,  t he r esul t s of  
whi ch t he Gover nment  must  t hen use t o pr ovi de act ual  
i nt egr at i on r equi r ement s such as i dent i f y i ng poi nt s 
t o be di spl ayed,  over r i dden,  t r ended et c ( t hus 
cr eat i ng a Poi nt s Schedul e as par t  of  t he pr oj ect ) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Cont r act  dr awi ngs must  i ndi cat e t he FPOC 
l ocat i on or  FPOC l ocat i on must  be pr ovi ded i n t he 
empt y br acket .

Coor di nat e wi t h t he pr oj ect  s i t e t o ensur e t her e i s 
an FPOC avai l abl e f or  connect i on of  t he bui l di ng 
cont r ol  net wor k t o t he UMCS I P Net wor k. .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Ful l y i nt egr at e t he f i el d cont r ol  syst ems i n accor dance wi t h t he f ol l owi ng 
t hr ee st ep sequence and as speci f i ed and shown.

STEP 1:   I nst al l  and conf i gur e Cont r ol  Har dwar e as necessar y t o connect  
t he f i el d cont r ol  syst em t o t he FPOC,  whi ch i s par t  of  t he UMCS I P 
net wor k,  and t o pr ovi de cont r ol  pr ot ocol  t r ansl at i on and super vi sor y 
f unct i onal i t y.

STEP 2:   Add Fi el d Cont r ol  Syst em t o M&C Sof t war e:  Per f or m syst em 
di scover y,  syst em dat abase mer ges,  or  any ot her  act i ons necessar y t o 
al l ow M&C Sof t war e access t o t he f i el d cont r ol  syst em.

STEP 3:   Conf i gur e M&C Sof t war e t o pr ovi de moni t or i ng and cont r ol  of  t he 
f i el d cont r ol  syst em,  i ncl udi ng but  not  l i mi t ed t o t he cr eat i on of  
syst em di spl ays and t he conf i gur at i on of  schedul i ng,  al ar mi ng,  and 
t r endi ng.
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3. 6. 1   I nt egr at i on St ep 1:   I nst al l  Cont r ol  Har dwar e

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   St ep 1 r equi r es connect i ng t o t he FPOC,  whi ch 
i s t ypi cal l y managed by t he pr oj ect  s i t e I T st af f .   
Pr ovi de a POC f or  maki ng t hi s connect i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  Cont r ol  Har dwar e as speci f i ed at  t he FPOC l ocat i on [ as 
shown] [ ____]   t o connect  t he f i el d cont r ol  syst em t o t he UMCS I P net wor k 
v i a t he FPOC and,  i f  necessar y,  t o pr ovi de cont r ol  pr ot ocol  t r ansl at i on 
and super vi sor y f unct i onal i t y.   Coor di nat e al l  connect i ons and ot her  
act i v i t i es r el at ed t o an FPOC wi t h [ ____] .  Dependi ng on t he f i el d cont r ol  
syst em medi a and pr ot ocol  t hi s must  be accompl i shed t hr ough one of  t he 
f ol l owi ng:

a.   Connect  t he exi st i ng f i el d cont r ol  net wor k har dwar e at  t he FPOC 
l ocat i on t o t he FPOC.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons.   
1)  " Cont r ol  Pr ot ocol  Gat eway"  i s i ncl uded i f  t he 
BACNET,  LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s 
sel ect ed.

2)  " Ni agar a Fr amewor k Super vi sor y Gat eway"  i s 
i ncl uded i f  t he NI AGARA FRAMEWORK t ai l or i ng opt i on 
i s sel ect ed.

3)  The " ei t her "  and " or "  ar e i ncl uded i f  t he NI AGARA 
FRAMEWORK t ai l or i ng opt i on AND any of  t he ot her  4 
pr ot ocol  t ai l or i ng opt i ons ar e sel ect ed.
 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.   I nst al l  ei t her  a Cont r ol  Pr ot ocol  Gat eway or  Ni agar a Fr amewor k 
Super vi sor y Gat eway connect ed t o bot h t he f i el d cont r ol  net wor k and 
t he FPOC.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng TWO l i st  par agr aphs ar e i ncl uded 
i f  t he BACNET,  LONWORKS,  MODBUS or  OPC t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
c.  I nst al l  a Cont r ol  Pr ot ocol  Rout er  connect ed t o bot h t he f i el d cont r ol  

net wor k and t he FPOC.

d.   I nst al l  a Cont r ol  Pr ot ocol  Gat eway connect ed t o t he f i el d cont r ol  
net wor k.   Then i nst al l  a Cont r ol  Pr ot ocol  Rout er  connect ed t o bot h t he 
Cont r ol  Pr ot ocol  Gat eway and t he FPOC.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  The f ol l owi ng par agr aph i s i ncl uded i f  t he 
BACNET t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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I n addi t i on,  f or  i nt egr at i on of  f i el d cont r ol  syst ems vi a ASHRAE 135,  al so 
i nst al l  a BACnet  Super vi sor y Cont r ol l er  as needed t o i mpl ement  schedul i ng,  
al ar mi ng and t r endi ng i n t he f i el d cont r ol  syst em.   The BACnet   
super vi sor y cont r ol l er  may be t he same devi ce as t he cont r ol  pr ot ocol  
gat eway or  r out er .

3. 6. 1. 1   I nst al l at i on of  Cont r ol  Pr ot ocol  Gat eway

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s subpar t  i s  i ncl uded onl y i f  t he BACNET,  
LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s sel ect ed.

Thi s subpar t  al so uses t ai l or i ng opt i ons t o:
1)  i ncl ude t he r ef er ences t o t he pr ot ocol  onl y i f  
t he cor r espondi ng t ai l or i ng opt i on i s sel ect ed

2)  i ncl ude t he pr ot ocol  r out er s onl y when t he 
cor r espondi ng t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I f  t he f i el d cont r ol  syst em uses a pr ot ocol  whi ch i s not  suppor t ed by t he 
M&C Sof t war e,  i nst al l  a gat eway t o conver t  t he f i el d cont r ol  syst em 
pr ot ocol  t o ASHRAE 135,  or  t o CEA- 709. 1- D,  or  t o MODBUS Pr ot ocol /
MODBUS TCP/ I P,  or  t o OPC DA.  I nst al l  addi t i onal  f i el d cont r ol  syst em 
net wor k medi a and har dwar e as needed t o connect  t he Gat eway t o t he f i el d 
cont r ol  syst em.   Connect  t he Gat eway accor di ng t o one of  t he t wo f ol l owi ng 
met hods:

a.  Connect  t he Gat eway t o t he f i el d cont r ol  net wor k and t o t he FPOC.    .

b.  Connect  t he Gat eway t o t he f i el d cont r ol  net wor k and t o a BACnet / I P 
Rout er ,  or  t o a LonWor ks/ I P Rout er ,  or  t o a Modbus/ I P Rout er  i nst al l ed 
as speci f i ed.

Cr eat e and conf i gur e poi nt s and est abl i sh net wor k communi cat i on bet ween 
t he Cont r ol  Pr ot ocol  Gat eway and t he f i el d cont r ol  syst em t o pr ovi de 
poi nt s f r om t he f i el d cont r ol  syst em t o t he M&C sof t war e.

3. 6. 1. 2   I nst al l at i on of  Ni agar a Fr amewor k Super vi sor y Gat eway

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o Ni agar a 
Fr amewor k syst ems and i s onl y i ncl uded when t he 
NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I nst al l  Ni agar a Fr amewor k Super vi sor y Gat eway har dwar e t o connect  t he 
f i el d cont r ol  net wor k t o t he FPOC.   I nst al l  addi t i onal  f i el d cont r ol  
syst em net wor k medi a and har dwar e as needed t o connect  t he Ni agar a 
Fr amewor k Super vi sor y Gat eway t o t he f i el d cont r ol  syst em.

3. 6. 1. 3   I nst al l at i on of  Cont r ol  Pr ot ocol  Rout er

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Thi s subpar t  i s  i ncl uded onl y i f  t he BACNET,  
LONWORKS,  MODBUS or  OPC t ai l or i ng opt i on i s sel ect ed.

Thi s subpar t  uses t ai l or i ng opt i ons t o i ncl ude t he 
pr ot ocol  r out er s onl y when t he cor r espondi ng 
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t ai l or i ng opt i on i s sel ect ed
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I f  t her e i s not  an exi st i ng connect i on bet ween t he FPOC and t he f i el d 
cont r ol  net wor k,  i nst al l  a BACnet / I P Rout er ,  or  a LonWor ks/ I P Rout er ,  or  a 
Modbus/ I P Rout er  t o connect  t he f i el d cont r ol  net wor k t o t he FPOC.   
I nst al l  addi t i onal  f i el d cont r ol  syst em net wor k medi a as needed t o connect  
t he Rout er  t o t he f i el d cont r ol  syst em.

3. 6. 1. 4   I nst al l at i on of  BACnet  Super vi sor y Cont r ol l er

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o BACnet  syst ems 
and i s onl y i ncl uded when t he BACNET t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I f  r equi r ed f or  i mpl ement at i on of  schedul i ng,  al ar mi ng and t r endi ng,  
i nst al l  a BACnet  Super vi sor y Cont r ol l er  connect ed t o t he bui l di ng cont r ol  
syst em I P net wor k and conf i gur e i t  t o pr ovi de schedul i ng,  al ar mi ng and 
t r endi ng f unct i ons f or  t he f i el d cont r ol  syst em.   When t he BACnet  
Super vi sor y Cont r ol l er  i s  t he same devi ce as a cont r ol  pr ot ocol  r out er  or  
gat eway,  i nst al l  i t  i n accor dance wi t h t he i nst al l at i on r equi r ement s f or  a 
r out er  or  gat eway.

3. 6. 2   I nt egr at i on St ep 2:  Add Fi el d Cont r ol  Syst em t o M&C Sof t war e

Per f or m syst em di scover y,  syst em dat abase mer ges,  or  any ot her  act i ons 
necessar y t o al l ow M&C Sof t war e access t o poi nt s and dat a i n t he f i el d 
cont r ol  syst em.

3. 6. 2. 1   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a ANSI - 709. 1- C

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o i nt egr at i on v i a  
LonWor ks and i s onl y i ncl uded when t he LONWORKS 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   When a LNS Dat abase of  t he f i el d cont r ol  syst em i s not  avai l abl e,  use 
t he Net wor k Conf i gur at i on Tool  sof t war e t o di scover  t he f i el d cont r ol  
syst em and cr eat e an LNS Dat abase f or  t he f i el d cont r ol  syst em.

b.   When t he UMCS does not  al r eady cont ai n an LNS Ser ver ,  pr ovi de an LNS 
Ser ver  t o suppor t  t he UMCS LNS Dat abase.

c.   When t her e i s no exi st i ng UMCS LNS Dat abase,  use t he f i el d cont r ol  
syst em dat abase as t he UMCS Dat abase.

d.   When t her e i s an exi st i ng UMCS LNS Dat abase,  mer ge t he f i el d cont r ol  
syst em wi t h t he UMCS LNS dat abase.

3. 6. 2. 2   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a ASHRAE 135

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o i nt egr at i on v i a 
BACnet  and i s onl y i ncl uded when t he BACNET 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Use t he M&C Sof t war e t o f ul l y  di scover  t he f i el d cont r ol  syst em.   Ful l  
di scover y of  a f i el d cont r ol  syst em i ncl udes but  i s not  l i mi t ed t o 
di scover y of  al l  ASHRAE 135 devi ces,  al l  st andar d ASHRAE 135 Obj ect s and 
Pr oper t i es of  each devi ce,  and al l  st andar d ASHRAE 135 ser vi ces suppor t ed 
by each devi ce.

3. 6. 2. 3   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a Ni agar a Fr amewor k

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o i nt egr at i on v i a 
Ni agar a Fr amewor k and i s onl y i ncl uded when t he 
NI AGARA FRAMEWORK t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

For  each Ni agar a Fr amewor k Super vi sor y Gat eway i nst al l ed i n i nt egr at i on 
st ep 1 f or  t hi s pr oj ect  do bot h of  t he f ol l owi ng:

a.   Use t he Ni agar a Fr amewor k Engi neer i ng Tool  t o f ul l y  di scover  t he f i el d 
cont r ol  syst em and make al l  f i el d cont r ol  syst em i nf or mat i on avai l abl e 
t o t he Ni agar a Fr amewor k Super vi sor y Gat eway.

b.   Cr eat e and conf i gur e poi nt s and est abl i sh net wor k communi cat i on 
bet ween t he Ni agar a Fr amewor k Super vi sor y Gat eway and t he f i el d 
cont r ol  syst em t o pr ovi de poi nt s f r om t he f i el d cont r ol  syst em t o t he 
M&C sof t war e and t o pr ovi de suppor t  f or  super vi sor y f unct i ons,  
i ncl udi ng but  not  l i mi t ed t o schedul e obj ect s,  t r end l ogs and al ar mi ng.

For  each Ni agar a Fr amewor k Super vi sor y Gat eway t o be i nt egr at ed as par t  of  
t hi s pr oj ect ,  make al l  i nf or mat i on i n t he Ni agar a Fr amewor k Super vi sor y 
Gat eway avai l abl e t o t he M&C Sof t war e.

3. 6. 2. 4   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a Modbus

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o i nt egr at i on v i a 
Modbus and i s onl y i ncl uded when t he MODBUS 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Det ai l ed document at i on wi l l  be r equi r ed f or  
t he i nt egr at i on of  Modbus syst ems as t her e i s no 
st andar d dat abase ( l i ke t her e i s i n LonWor ks)  or  no 
st andar d means f or  devi ce di scover y ( l i ke t her e i s 
i n BACnet ) .   

Keep t he f i r st  l ar ge set  of  br acket ed t ext  i f  t hi s 
poi nt  i nf or mat i on does not  exi st  and t he cont r act or  
must  sur vey t he bui l di ng t o det er mi ne t he 
appr opr i at e poi nt  i nf or mat i on.   When usi ng t hi s 
opt i on,  consi der  pr ovi di ng a POC at  t he pr oj ect  s i t e 
who can assi st  t he cont r act or  wi t h t hi s sur vey.

Keep t he second l ar ge set  of  br acket ed t ext  i f  t hi s 
poi nt  i nf or mat i on i s avai l abl e,  and i ndi cat e t he 
sour ce of  t hi s poi nt  i nf or mat i on:

Use [ cont r act  document  Poi nt s Schedul e]  i f  t he 
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Poi nt s Schedul e exi st s and wi l l  be i ncl uded i n t he 
cont r act  package   

Use [ f i el d cont r ol  syst em document at i on Poi nt s 
Schedul es]  i f  t he i nt egr at i ng cont r act or  i s al so 
pr ovi di ng t he Modbus syst em at  t he same t i me.

Use [ ____]  t o i ndi cat e ot her  ways t hi s i nf or mat i on 
i s bei ng conveyed.

I f  t he poi nt s r equi r ed by t he M&C Sof t war e ( f or  
di spl ay,  t r ends,  al ar ms et c)  ar e shown on a Poi nt s 
Schedul e keep [  as shown on t he Poi nt s Schedul e] ,  
ot her wi se r emove t hi s br acket ed t ext  t o r equi r e al l  
poi nt s be avai l abl e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Sur vey t he f i el d cont r ol  syst em t o cr eat e Poi nt s Schedul es.   Usi ng t hese 
Poi nt s Schedul es ] [ Usi ng t he [ cont r act  document  Poi nt s Schedul e] [ f i el d 
cont r ol  syst em document at i on Poi nt s Schedul es] [ ____] , ]  make al l  poi nt s[  as 
shown on t he Poi nt s Schedul e]  f r om t he f i el d cont r ol  syst em avai l abl e i n 
t he M&C Sof t war e.

3. 6. 2. 5   I nt egr at i on of  Fi el d Cont r ol  Syst ems Vi a OPC DA 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  onl y appl i es t o i nt egr at i on v i a 
OPC and i s onl y i ncl uded when t he OPC t ai l or i ng 
opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t he poi nt s r equi r ed by t he M&C Sof t war e 
( f or  di spl ay,  t r ends,  al ar ms et c)  ar e shown on a 
Poi nt s Schedul e keep [  as shown on t he Poi nt s 
Schedul e] ,  ot her wi se r emove t hi s br acket ed t ext  t o 
r equi r e al l  poi nt s be avai l abl e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Est abl i sh a connect i on bet ween t he M&C Sof t war e OPC DA cl i ent  and t he 
f i el d cont r ol  syst em OPC DA ser ver  and make al l  poi nt s[  as shown on t he 
Poi nt s Schedul e]  f r om t he f i el d cont r ol  syst em avai l abl e i n t he M&C 
Sof t war e.

3. 6. 2. 6   [ Ent er  Appr opr i at e Subpar t  Ti t l e Her e] I nt egr at i on of  Fi el d Cont r ol  
Syst ems Vi a Ot her  ( non- Ni agar a Fr amewor k ( Fox Pr ot ocol ) ,  non- ASHRAE 135,  
non- CEA- 709. 1- D,  non- Modbus,  non- OPC DA)  Pr ot ocol s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t he poi nt s r equi r ed by t he M&C Sof t war e 
( f or  di spl ay,  t r ends,  al ar ms et c)  ar e shown on a 
Poi nt s Schedul e keep [  as shown on t he Poi nt s 
Schedul e] ,  ot her wi se r emove t hi s br acket ed t ext  t o 
r equi r e al l  poi nt s be avai l abl e.

The r equi r ement  her e f or  maki ng poi nt s avai l abl e t o 
t he M&C Sof t war e ar e br oad si nce i t  i s  not  possi bl e 
t o speci f y how per f or m t hese t asks wi t hout  det ai l s 
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about  t he f i el d cont r ol  syst em and M&C Sof t war e.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m al l  act i ons necessar y t o make al l  poi nt s[  as shown on t he Poi nt s 
Schedul e]  f r om t he f i el d cont r ol  syst em avai l abl e i n t he M&C Sof t war e.

3. 6. 3   I nt egr at i on St ep 3:  Conf i gur e M&C Sof t war e

Conf i gur e M&C Sof t war e t o pr ovi de moni t or i ng and cont r ol  of  t he f i el d 
cont r ol  syst em,  i ncl udi ng but  not  l i mi t ed t o t he cr eat i on of  syst em 
di spl ays and t he conf i gur at i on of  schedul i ng,  al ar mi ng,  and t r endi ng.

3. 6. 3. 1   Conf i gur e M&C Sof t war e Communi cat i on

Cr eat e and conf i gur e poi nt s and est abl i sh net wor k communi cat i on bet ween 
M&C Sof t war e and Fi el d Cont r ol  Syst ems as speci f i ed t o suppor t  M&C 
Sof t war e f unct i onal i t y:

a.   Updat e poi nt s on cur r ent l y act i ve di spl ays v i a pol l i ng as necessar y t o 
meet  M&C Sof t war e di spl ay r ef r esh r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons.
1)  LonWor ks r equi r ement s ar e i ncl uded onl y when t he 
LONWORKS t ai l or i ng opt i on i s sel ect ed.
2)  BACnet  r equi r ement s ar e i ncl uded onl y when t he 
BACNET t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.   Send poi nt s used f or  over r i des t o t he devi ce r ecei v i ng t he over r i de as 
shown on t he Poi nt s Schedul e.   For  LonWor ks syst ems,  f or  poi nt s used 
f or  over r i des use t he net wor k var i abl e and SNVT t ype i ndi cat ed on t he 
Poi nt s Schedul e.   For  SNVTs f or  over r i di ng schedul es ( v i a t he Si mpl e 
Schedul er )  use SNVT t ype SNVT_occupancy and suppor t  t he f ol l owi ng 
val ues:  OC_OCCUPI ED,  OC_UNOCCUPI ED,  OC_STANDBY and OC_NUL.  For  SNVTs 
used t o over r i de schedul es or  set poi nt s f or  Demand Li mi t i ng f unct i ons 
use t he acknowl edged ser vi ce.  For  BACnet  syst ems wr i t e oper at or  
over r i des wi t h a pr i or i t y of  8 and demand l i mi t i ng over r i des wi t h a 
pr i or i t y of  10.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons.
1)  BACnet  r equi r ement s ar e i ncl uded onl y when t he 
BACNET t ai l or i ng opt i on i s sel ect ed.
2)  LonWor ks r equi r ement s ar e i ncl uded onl y when t he 
LONWORKS t ai l or i ng opt i on i s sel ect ed.
3)  MODBUS r equi r ement s ar e i ncl uded onl y when t he 
MODBUS t ai l or i ng opt i on i s sel ect ed.
4)  OPC r equi r ement s ar e i ncl uded onl y when t he OPC 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

c.   For  Not i f i cat i on Cl ass Obj ect s used f or  Al ar ms,  conf i gur e t he 
Reci pi ent _Li st  Pr oper t y t o poi nt  t o t he appr opr i at e M&C Sof t war e 
pr ocess.   Use t he Conf i r medEvent Not i f i cat i on ser vi ce f or  event s f r om 
ASHRAE 135 f i el d cont r ol  syst ems used f or  al ar ms.  Bi nd poi nt s f r om 
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CEA- 709. 1- D f i el d cont r ol  syst ems used usi ng acknowl edged ser vi ce or  
pol l  t he poi nt  at  5 mi nut e i nt er val s.   Pol l  poi nt s f r om MODBUS Pr ot ocol
/ MODBUS TCP/ I P f i el d cont r ol  syst ems used f or  al ar ms at  5 mi nut e 
i nt er val s.  For  poi nt s f r om OPC DA f i el d cont r ol  syst ems used f or  
al ar ms use a subscr i pt i on or  pol l  t he poi nt  at  5 mi nut e i nt er val s.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng TWO l i st  par agr aphs ar e 
i ncl uded onl y when t he LONWORKS,  MODBUS or  OPC 
t ai l or i ng opt i on i s sel ect ed.  

Requi r ement s f or  LonWor ks f i el d cont r ol  syst em ar e 
onl y i ncl uded when t he LONWORKS t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
d.   Updat e poi nt s used f or  cur r ent l y act i ve t r ends vi a pol l i ng as 

necessar y t o meet  t r end i nt er val  r equi r ement s.

e.   Send poi nt s used f or  schedul i ng t o t he f i el d cont r ol  syst em wi t h a 
maxi mum t i me bet ween subsequent  t r ansmi ssi ons of  t he poi nt  of  30 
mi nut es.  For  LonWor ks f i el d cont r ol  syst ems,  send poi nt s used f or  
schedul i ng t o t he appr opr i at e Syst em Schedul er  usi ng SNVTs of  t ype 
SNVT_occupancy whi ch suppor t  t he f ol l owi ng val ues:   OC_OCCUPI ED,  
OC_UNOCCUPI ED and OC_STANDBY.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Fut ur e upwar d r epor t i ng t o an ent er pr i se 
syst em wi l l  l i kel y r equi r e t hat  Real  Pr oper t y Uni que 
I Ds ( 18 di gi t s numer i c)  be i ncl uded when poi nt  
i nf or mat i on i s t r ansmi t t ed t o t he ent er pr i se.   The 
f ol l owi ng r equi r es t hat  t he cont r act or  i ncl ude t he  
Real  Pr oper t y Uni que I Ds ( RPUI D)  i n a descr i pt i on 
f i el d of  t he M&C Sof t war e poi nt  when per f or mi ng 
i nt egr at i on.   Coor di nat e wi t h t he pr oj ect  s i t e t o 
det er mi ne whet her  t o i ncl ude t hi s r equi r ement .   I f  
i ncl udi ng t hi s r equi r ement  show t he RPUI D on t he 
Poi nt s Schedul e.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Edi t  t he Descr i pt i on f i el d of  each poi nt  t o i ncl ude t he Real  Pr oper t y 
Uni que I Ds ( RPUI D)  associ at ed wi t h t hat  poi nt  as shown on t he Poi nt s 
Schedul e

] 3. 6. 3. 2   Conf i gur e M&C Sof t war e Funct i onal i t y

Ful l y conf i gur e M&C Sof t war e f unct i onal i t y usi ng t he M&C Sof t war e 
capabi l i t i es speci f i ed i n PART 2 of  t hi s Sect i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I ndi cat e i f  t he i nst al l at i on has sampl e 
gr aphi c pages.   I ndi cat e how poi nt s on gr aphi c pages 
shoul d be l abel ed.   Coor di nat e wi t h t he pr oj ect  s i t e 
t o det er mi ne i f  t hey have a nami ng convent i on.

I ndi cat e who t he cont r act or  shoul d coor di nat e wi t h 
f or  user  per mi ssi ons.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 25 10 10  Page 89



a.   Cr eat e Syst em Di spl ays [ usi ng t he [ pr oj ect  s i t e]  sampl e di spl ays,  
] i ncl udi ng over r i des,  as shown on t he Poi nt s Schedul e and as 
speci f i ed.   Label  al l  poi nt s on di spl ays wi t h [ f ul l  Engl i sh l anguage 
descr i pt i ons] [ t he poi nt  name as shown on t he Poi nt s Schedul e] [ t he 
poi nt  descr i pt i on as shown on t he Poi nt s Schedul e] [ ____] .   Conf i gur e 
user  per mi ssi ons f or  access t o and execut i ons of  act i on usi ng gr aphi c 
pages.   Coor di nat e user  per mi ssi ons wi t h [ t he [ Cont r ol s]  [ HVAC]  
[ El ect r i cal ]  shop super vi sor ] [ ____]

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aph uses t ai l or i ng 
opt i ons:
1)  t he phr ase " al ar m gener at i on and"  i s i ncl uded 
onl y when t he LONWORKS,  MODBUS or  OPC t ai l or i ng 
opt i on i s sel ect ed.
2)  The r equi r ement s f or  conf i gur i ng al ar mi ng i n 
BACnet  ( " Cr eat e and conf i gur e. . .  and al l  ot her s as 
cr i t i cal . " )  ar e i ncl uded onl y when t he BACNET 
t ai l or i ng opt i on i s sel ect ed

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

b.   Conf i gur e al ar m gener at i on and al ar m handl i ng as shown on t he Poi nt s 
Schedul e,  as shown on t he Al ar m Rout i ng Schedul e,  and as speci f i ed.   
Cr eat e and conf i gur e Obj ect s i n BACnet  Super vi sor y Cont r ol l er s and i n 
t he f i el d cont r ol  syst em t o suppor t  al ar mi ng as shown on t he Poi nt s 
Schedul e and as speci f i ed.   Al ar m event s wi t h pr i or i t y 112 ar e 
cr i t i cal  and event s wi t h pr i or i t y 224 ar e non- cr i t i cal .   For  al ar m 
event s wi t h ot her  pr i or i t i es,  t r eat  event s wi t h pr i or i t i es of  200 or  
above as non- cr i t i cal ,  and al l  ot her s as cr i t i cal .  For  al ar ms 
r equi r i ng not i f i cat i on v i a t ext  message or  e- mai l ,  conf i gur e t he al ar m 
not i f i cat i on t o use t he speci f i ed Gover nment  f ur ni shed SMTP ser ver  t o 
send t he al ar m not i f i cat i on.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng 2 l i s t  par agr aphs use t ai l or i ng 
opt i ons t o i ncl ude r equi r ement s f or  t he sel ect ed 
pr ot ocol  t ai l or i ng opt i ons onl y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

c.   Conf i gur e schedul i ng as i ndi cat ed and as shown on t he poi nt s 
schedul e.   Conf i gur e M&C Sof t war e schedul i ng f unct i onal i t y t o schedul e 
Modbus syst ems andOPC syst ems.  Conf i gur e M&C Sof t war e schedul i ng 
f unct i onal i t y f or  LonWor ks f i el d cont r ol  syst ems whi ch do not  use t he 
Si mpl e Schedul er  Obj ect .   For  LonWor ks f i el d cont r ol  syst ems whi ch do 
use t he Si mpl e Schedul er  Obj ect ,  conf i gur e t he Si mpl e Schedul er  
Obj ect s i n t he f i el d cont r ol  syst em.  Cr eat e and conf i gur e Schedul e 
Obj ect s i n BACnet  Super vi sor y Cont r ol l er s or  i n t he f i el d cont r ol  
syst em.  

Cr eat e and conf i gur e di spl ays f or  conf i gur at i on of  M&C Sof t war e 
schedul es and Si mpl e Schedul er  Obj ect s i n t he f i el d cont r ol  syst em and 
Schedul e Obj ect s i n t he f i el d cont r ol  syst em.   Label  schedul es and 
schedul ed poi nt s wi t h f ul l  Engl i sh- l anguage descr i pt or s.   Pr ovi de a 
separ at e conf i gur at i on capabi l i t y  f or  each schedul e.   A s i ngl e 
conf i gur at i on di spl ay may be used t o conf i gur ed mul t i pl e schedul es,  
pr ovi ded t hat  each schedul e i s separ at el y conf i gur abl e f r om t he 
di spl ay.
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The f ol l owi ng l i s t  par agr aphs uses t ai l or i ng 
opt i ons:

1)   " Cr eat e M&C Sof t war e t r ends f or  r equi r ed poi nt s 
as shown on t he Poi nt s Schedul e and as speci f i ed. "  
i s  i ncl uded when t he LONWORKS,  MODBUS or  OPC 
t ai l or i ng opt i on i s sel ect ed.

2)   " Cr eat e and conf i gur e Tr end Obj ect s i n BACnet  
Super vi sor y Cont r ol l er s and i n t he f i el d cont r ol  
syst em as shown on t he Poi nt s Schedul e and as 
speci f i ed"  i s i ncl uded onl y when t he BACNET 
t ai l or i ng opt i on i s sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

d.   Cr eat e M&C Sof t war e t r ends f or  r equi r ed poi nt s as shown on t he Poi nt s 
Schedul e and as speci f i ed.  Cr eat e and conf i gur e Tr end Obj ect s i n 
BACnet  Super vi sor y Cont r ol l er s and i n t he f i el d cont r ol  syst em as 
shown on t he Poi nt s Schedul e and as speci f i ed.   Tr end poi nt s at  [ 15]  
[ _____]  mi nut e i nt er val s.

Cr eat e and conf i gur e di spl ays f or  cr eat i on and conf i gur at i on of  t r ends 
and f or  di spl ay of  al l  t r ended poi nt s.

e.   Conf i gur e Demand Li mi t i ng as shown on t he Demand Li mi t  Schedul e and 
Poi nt s Schedul e and as speci f i ed.

f .   Conf i gur e M&C Sof t war e st andar d r epor t s.

3. 7   START- UP AND START- UP TESTI NG

Test  al l  equi pment  and per f or m al l  ot her  t est s necessar y t o ensur e t he 
syst em i s i nst al l ed and f unct i oni ng as speci f i ed.   Pr epar e a St ar t - Up and 
St ar t - Up Test i ng Repor t  document i ng al l  t est s per f or med and t hei r  r esul t s 
and cer t i f y i ng t hat  t he syst em meet s t he r equi r ement s speci f i ed i n t he 
cont r act  document s.

3. 8   PERFORMANCE VERI FI CATI ON TEST ( PVT)

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   A set  of  Fi el d Test  Pr ocedur es ar e bei ng 
devel oped by an A/ E under  cont r act  wi t h Hunt svi l l e 
Cent er .   Once compl et e,  t hese Test  Pr ocedur es wi l l  
be i ncl uded or  r ef er enced her e.

Br i ef  i nt er i m gui dance i s pr ovi ded her e.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 8. 1   PVT Phase I  Pr ocedur es

Pr ovi de PVT Pr ocedur es whi ch i ncl ude: .

a.   Net wor k bandwi dt h usage and avai l abl e bandwi dt h ( t hr oughput )  
measur ement s.   Net wor k bandwi dt h usage must  r ef er ence t he nor mal  usage 
net wor k Bandwi dt h Cal cul at i ons.

b.   Test  Syst em React i on dur i ng PVT:   The t ot al  syst em r esponse t i me f r om 
i ni t i at i on of  a cont r ol  act i on command f r om t he wor kst at i on,  t o 
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di spl ay of  t he r esul t i ng st at us change on t he wor kst at i on must  not  
exceed 20 seconds under  syst em nor mal  heavy l oad condi t i ons assumi ng a 
zer o r esponse t i me f or  oper at i on of  t he node' s cont r ol  devi ce.

c.   Ver i f i cat i on of  I P Connect i v i t y.

d.   Ver i f i cat i on of  conf i gur at i on of  M&C Sof t war e f unct i onal i t y.

3. 8. 2   PVT Phase I

Demonst r at e compl i ance of  t he cont r ol  syst em wi t h t he cont r act  document s.   
Usi ng t est  pl ans and pr ocedur es pr evi ousl y appr oved by t he Gover nment ,  
demonst r at e al l  physi cal  and f unct i onal  r equi r ement s of  t he pr oj ect .   Upon 
compl et i on of  PVT Phase I  and as speci f i ed,  pr epar e and submi t  t he PVT 
Phase I  Repor t  document i ng al l  t est s per f or med dur i ng t he PVT and t hei r  
r esul t s.   I n t he PVT r epor t ,  i ncl ude al l  t est s i n t he PVT Pr ocedur es and 
any ot her  t est i ng per f or med dur i ng t he PVT.   Document  f ai l ur es and r epai r s 
wi t h t est  r esul t s.

3. 8. 3   PVT Phase I I

I ncl ude Basi c Tr ai ni ng as par t  of  PVT Phase I I .   Fai l ur es or  def i c i enci es 
of  t he UMCS dur i ng Basi c Tr ai ni ng ar e consi der ed PVT f ai l ur es.   Upon 
compl et i on of  PVT Phase I I ,  and as speci f i ed,  pr epar e and submi t  t he PVT 
Phase I I  Repor t  document i ng any f ai l ur es whi ch occur r ed and r epai r s 
per f or med dur i ng PVT Phase I I .

3. 9   MAI NTENANCE AND SERVI CE

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The mai nt enance and ser vi ce t o be pr ovi ded by 
t he Cont r act or  f or  t he dur at i on of  t he I DI Q or  
mai nt enance cont r act  i s  speci f i ed i n t hi s 
par agr aph.   The Mai nt enance and Ser vi ce may need t o 
be a separ at e bi d i t em f unded by O&M f unds.  

Some/ many of  t hese Mai nt enance and Ser vi ce 
r equi r ement s may not  appl y i f  t he UMCS net wor ki ng 
equi pment  and suppor t i ng i nf r ast r uct ur e i s 
Gover nment  f ur ni shed equi pment  and mai nt ai ned by t he 
Gover nment . The r equi r ement s her e gener al l y assume 
t hat  t he cont r act or  i s per mi t t ed access t o t he 
syst em and equi pment ,  but  t he appl i cabi l i t y  of  t hi s 
assumpt i on wi l l  var y s i t e- by- si t e.   I t ' s  cr i t i cal  t o 
coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne t o 
what  ext ent  t he cont r act or  wi l l  be r esponsi bl e f or  
syst em and equi pment  mai nt enance.   Some not es have 
been i ncl uded wi t h br acket ed t ext  t o pr ovi de gener al  
gui dance,  but  car ef ul  edi t i ng of  t hi s ent i r e subpar t  
i s  needed.

Requi r ement s shoul d be coor di nat ed wi t h " WARRANTY 
MANAGEMENT"  i n Sect i on 01 78 00 CLOSEOUT SUBMI TTALS 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m i nspect i on,  t est i ng,  c l eani ng,  and par t  or  component  r epl acement  
as speci f i ed and as r equi r ed t o mai nt ai n t he war r ant y.   Wor k i ncl udes 
pr ovi di ng necessar y pr event i ve and unschedul ed mai nt enance and r epai r s t o 
keep t he UMCS oper at i ng as speci f i ed,  and accept ed by t he Gover nment ,  and 
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ot her  ser vi ces as speci f i ed.   Per f or m wor k i n compl i ance wi t h 
manuf act ur er ' s r ecommendat i ons and i ndust r y st andar ds.   Pr ovi de t echni cal  
suppor t  v i a t el ephone dur i ng r egul ar  wor ki ng hour s.

3. 9. 1   Wor k Coor di nat i on

Schedul e and ar r ange wor k t o cause t he l east  i nt er f er ence wi t h t he nor mal  
Gover nment  busi ness and mi ssi on.   I n t hose cases wher e some i nt er f er ence 
may be essent i al l y  unavoi dabl e,  coor di nat e wi t h t he Gover nment  t o mi ni mi ze 
t he i mpact  of  t he i nt er f er ence,  i nconveni ence,  equi pment  downt i me,  
i nt er r upt ed ser vi ce and per sonnel  di scomf or t .

3. 9. 2   Wor k Cont r ol

Upon compl et i on of  wor k on a syst em or  pi ece of  equi pment ,  t hat  syst em or  
pi ece of  equi pment  must  be f r ee of  mi ssi ng component s or  def ect s whi ch 
woul d pr event  i t  f r om f unct i oni ng as or i gi nal l y i nt ended and desi gned.   
Repl acement s must  conf or m t o t he same speci f i cat i ons as t he or i gi nal  
equi pment .   Dur i ng and at  compl et i on of  wor k,  do not  al l ow debr i s t o 
spr ead unnecessar i l y  i nt o adj acent  ar eas nor  accumul at e i n t he wor k ar ea 
i t sel f .

3. 9. 3   Wor ki ng Hour s

Wor ki ng hour s ar e f r om [ 7: 30 A. M. ]  [ _____]  t o [ 4: 00 P. M. ]  [ _____]  l ocal  
t i me Mondays t hr ough Fr i days except  Feder al  hol i days.

[ 3. 9. 4   Equi pment  Repai r s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:  Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
i f  equi pment  ( comput er s and cont r ol  har dwar e)  r epai r  
wi l l  be done by t he cont r act or  or  by l ocal  st af f ,  
and t o what  ext ent .   I f  t he equi pment  i s Gover nment  
f ur ni shed t hen t he cont r act or  may not  be al l owed 
access t o some/ al l  of  t he equi pment  f or  r epai r .   
Addr ess I nf or mat i on Assur ance ( I A)  or  ot her  
equi pment  access r equi r ement s i n " Access To UMCS 
Equi pment "  bel ow.

Sel ect  r epai r  t i mes bel ow.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

I ni t i at e and compl et e equi pment  r epai r s wi t hi n t he f ol l owi ng t i me per i ods,  
wher e t i me per i ods ar e measur ed as act ual  el apsed t i me f r om f i r st  
not i f i cat i on,  i ncl udi ng wor ki ng and non- wor ki ng hour s:

a.   f or  non- r edundant  comput er  ser ver  har dwar e,  i ni t i at e wi t hi n [ 4]  
[ _____]  hour s and compl et e wi t hi n [ 8]  [ _____]  hour s.

b.   f or  non- r edundant  comput er  wor kst at i on har dwar e,  i ni t i at e wi t hi n [ 4]  
[ _____]  hour s and compl et e wi t hi n [ 8]  [ _____]  hour s.

c.   f or  r edundant  comput er  ser ver  har dwar e,  i ni t i at e wi t hi n [ 36]  [ _____]  
hour s and compl et e wi t hi n [ 5]  [ _____]  days.

d.   f or  r edundant  comput er  wor kst at i on har dwar e,  i ni t i at e wi t hi n [ 2]  
[ _____]  days and compl et e wi t hi n [ 5]  [ _____]  days.
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e.   f or  act i ve ( power ed)  cont r ol  har dwar e,  i ni t i at e wi t hi n [ 4]  [ _____]  
hour s and compl et e wi t hi n [ 6]  [ _____]  hour s.

f .   f or  cabl i ng and ot her  passi ve net wor k har dwar e,  i ni t i at e wi t hi n [ 16]  
[ _____]  hour s and compl et e wi t hi n [ 5]  [ _____]  days.

Repai r  i s  t he r est or at i on of  a pi ece of  equi pment ,  a syst em,  or  a f aci l i t y  
t o such condi t i on t hat  i t  may be ef f ect i vel y used f or  i t s desi gnat ed 
pur poses.   Repai r  may be over haul ,  r epr ocessi ng,  or  r epl acement  of  
nonf unct i onal  par t s or  mat er i al s or  r epl acement  of  t he ent i r e uni t  or  
syst em.

] 3. 9. 5   Repl acement ,  Moder ni zat i on,  Renovat i on

The Gover nment  may r epl ace,  r enovat e,  or  i nst al l  new equi pment  as par t  of  
t he UMCS at  Gover nment  expense and by means not  associ at ed wi t h t hi s 
cont r act  wi t hout  voi di ng t he syst em war r ant y.   Repl aced,  i mpr oved,  
updat ed,  moder ni zed,  or  r enovat ed syst ems and equi pment  i nt er f aced t o t he 
syst em may be added t o t he Cont r act or ' s mai nt enance and ser vi ce ef f or t  as 
a modi f i cat i on.

3. 9. 6   Access To UMCS Equi pment

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
any addi t i onal  access r equi r ement s.   Speci f i cal l y,  
comput er  and/ or  cont r ol  har dwar e access wi l l  l i kel y 
r equi r e meet i ng cer t ai n I nf or mat i on Assur ance ( I A)  
r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Access t o UMCS equi pment  must  be i n accor dance wi t h t he f ol l owi ng:

a.   Coor di nat e access t o f aci l i t i es and ar r ange t hat  t hey be opened and 
cl osed dur i ng and af t er  t he accompl i shment  of  t he wor k ef f or t .   For  
access t o a cont r ol l ed f aci l i t y  cont act  t he Gover nment  f or  assi st ance.

b.   The Gover nment  may pr ovi de keys f or  access t o UMCS equi pment  wher e t he 
Gover nment  det er mi nes such key i ssuance i s appr opr i at e.   Est abl i sh and 
i mpl ement  met hods of  ensur i ng t hat  keys i ssued by t he Gover nment  ar e 
not  l ost  or  mi spl aced,  ar e not  used by unaut hor i zed per sons,  and ar e 
not  dupl i cat ed.

c.   The Gover nment  may pr ovi de passwor ds or  i ssue Common Access Car ds 
( CAC)  f or  access t o UMCS comput er  equi pment  wher e t he Gover nment  
det er mi nes such i ssuance i s appr opr i at e.   Est abl i sh and i mpl ement  
met hods of  ensur i ng t hat  passwor ds and Common Access Car ds i ssued by 
t he Gover nment  ar e not  used by unaut hor i zed per sons.

3. 9. 7   Recor ds,  Logs,  and Pr ogr ess Repor t s

Keep r ecor ds and l ogs of  each t ask,  and or gani ze cumul at i ve chr onol ogi cal  
r ecor ds f or  each maj or  component ,  and f or  t he compl et e syst em.   Mai nt ai n a 
cont i nuous l og f or  t he UMCS.  Keep compl et e l ogs and be avai l abl e f or  
i nspect i on on si t e,  demonst r at i ng t hat  pl anned and syst emat i c adj ust ment s 
and r epai r s have been accompl i shed f or  t he UMCS.
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3. 9. 8   Pr event i ve Mai nt enance Requi r ement s

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t he cont r act or  wi l l  not  be r esponsi bl e f or  
Pr event i ve Mai nt enance keep onl y t he br acket ed t ext  
r equi r i ng a pl an " det ai l i ng"  pr event i ve mai nt enance 
( not e t hi s may i ncl ude sof t war e mai nt enance as wel l  
as har dwar e mai nt enance) .   Ot her wi se r emove 
" [ det ai l i ng] "  and keep t he ot her  br acket ed t ext .

Del et e t he r equi r ement  f or  wr i t t en r equest s t o 
r eschedul e mai nt enance i f  not  r equi r ed by t he 
pr oj ect  s i t e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ Per f or m mai nt enance pr ocedur es as descr i bed bel ow,  or  mor e of t en i f  
r equi r ed by t he equi pment  manuf act ur er . ]  [ Pr epar e a Pr event i ve Mai nt enance 
Wor k Pl an as speci f i ed. ]

3. 9. 8. 1   Pr event i ve Mai nt enance Wor k Pl an

Pr epar e a Pr event i ve Mai nt enance Wor k Pl an [ t o schedul e]  [ det ai l i ng]  al l  
r equi r ed pr event i ve mai nt enance.   Obt ai n Gover nment  appr oval  of  t he Wor k 
Pl an as speci f i ed i n par agr aph PROJECT SEQUENCI NG. [   St r i ct l y adher e t o 
t he appr oved wor k pl an t o f aci l i t at e Gover nment  ver i f i cat i on of  wor k. ] [   
I f  i t  i s  necessar y t o r eschedul e mai nt enance,  make a wr i t t en r equest  t o 
t he Gover nment  det ai l i ng t he r easons f or  t he pr oposed change at  l east  f i ve 
days pr i or  t o t he or i gi nal l y schedul ed dat e.   Schedul ed dat es wi l l  be 
changed onl y wi t h t he pr i or  wr i t t en appr oval  of  t he Gover nment . ]

[ 3. 9. 8. 2   Semi annual  Mai nt enance

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
whet her  or  not  t o i ncl ude t he r equi r ement s f or  
Semi annual  Mai nt enance.   See al so above not es 
r egar di ng mai nt enance of  Gover nment  f ur ni shed 
equi pment  and access r equi r ement s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Per f or m t he f ol l owi ng Semi annual  Mai nt enance as speci f i ed:

a.   Per f or m dat a backups on al l  Ser ver  Har dwar e.

b.   Run syst em di agnost i cs and cor r ect  di agnosed pr obl ems.

c.   Per f or m f an checks and f i l t er  changes f or  UMCS har dwar e.

d.   Per f or m al l  necessar y adj ust ment s on pr i nt er s.

e.   Resol ve al l  out st andi ng pr obl ems.

f .   I nst al l  new r i bbons,  i nk car t r i dges and t oner  car t r i dges i nt o 
pr i nt er s,  and ensur e t hat  t her e i s at  l east  one spar e r i bbon or  
car t r i dge l ocat ed at  each pr i nt er .

] [ 3. 9. 8. 3   Mai nt enance Pr ocedur es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

SECTI ON 25 10 10  Page 95



NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o det er mi ne 
whet her  or  not  t o i ncl ude t he Mai nt enance Pr ocedur es 
r equi r ement  ( i n whol e or  i n par t ) .   See al so above 
not es r egar di ng mai nt enance of  Gover nment  f ur ni shed 
equi pment  and access r equi r ement s.

Sel ect  whet her  not i ce must  be gi ven f or  mai nt enance 
t hat  wi l l  r esul t  i n downt i me ( of f - l i ne)  or  f or  any 
mai nt enance t hat  MAY r esul t  i n downt i me.   A 
sel ect i on of  ' wi l l '  i s  r ecommended unl ess t he 
pr oj ect  s i t e r equest s ot her wi se.

Sel ect  appr opr i at e down- t i mes and not i ce t i mes.
* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

3. 9. 8. 3. 1   Mai nt enance Coor di nat i on

Coor di nat e any schedul ed mai nt enance event  t hat  [ wi l l ] [ may]  r esul t  i n 
component  downt i me wi t h t he Gover nment  as f ol l ows,  wher e t i me per i ods ar e 
measur ed as act ual  el apsed t i me f r om begi nni ng of  equi pment  of f - l i ne 
per i od,  i ncl udi ng wor ki ng and non- wor ki ng hour s:

a.   For  non- r edundant  comput er  ser ver  har dwar e,  pr ovi de [ 14]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 8]  [ _____]  hour s.

b.   For  non- r edundant  comput er  wor kst at i on har dwar e,  pr ovi de [ 7]  [ _____]  
days not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 8]  [ _____]  
hour s.

c.   f or  r edundant  comput er  ser ver  har dwar e,  pr ovi de [ 7]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 36]  [ _____]  
hour s.

d.   For  r edundant  comput er  wor kst at i on har dwar e,  pr ovi de [ 4]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 48]  [ _____]  
hour s.

e.   For  act i ve ( power ed)  cont r ol  har dwar e,  pr ovi de [ 14]  [ _____]  days 
not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 6]  [ _____]  hour s.

f .   For  cabl i ng and ot her  passi ve net wor k har dwar e,  pr ovi de [ 21]  [ _____]  
days not i ce,  component s must  be of f - l i ne f or  no mor e t han [ 12]  [ _____]  
hour s.

3. 9. 8. 3. 2   Sof t war e/ Fi r mwar e

Sof t war e/ f i r mwar e mai nt enance i ncl udes [ ____]  [ oper at i ng syst ems,  
] appl i cat i on pr ogr ams,  and f i l es r equi r ed f or  t he pr oper  oper at i on of  t he 
UMCS r egar dl ess of  st or age medi um.   User  ( pr oj ect  s i t e)  devel oped sof t war e 
i s not  cover ed by t hi s cont r act ,  except  t hat  t he UMCS sof t war e/ f i r mwar e 
must  be mai nt ai ned t o al l ow user  cr eat i on,  modi f i cat i on,  del et i on,  and 
pr oper  execut i on of  such user - devel oped sof t war e as speci f i ed.   Per f or m 
di agnost i cs and cor r ect i ve r epr ogr ammi ng as r equi r ed t o mai nt ai n t ot al  
UMCS oper at i ons as speci f i ed.   Back up sof t war e bef or e per f or mi ng any 
comput er  har dwar e and sof t war e mai nt enance.   Do not  modi f y any par amet er s 
wi t hout  appr oval  f r om t he Gover nment .   Pr oper l y document  any appr oved 
changes and addi t i ons,  and updat e t he appr opr i at e manual s.
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[ 3. 9. 8. 3. 3   Net wor k

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Net wor k mai nt enance shoul d onl y be r equi r ed 
f or  Cont r act or  f ur ni shed net wor ks.   I f  usi ng a 
Gover nment  f ur ni shed net wor k del et e t he r equi r ement .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Net wor k mai nt enance i ncl udes t est i ng t r ansmi ssi on medi a and equi pment  t o 
ver i f y s i gnal  l evel s,  syst em dat a r at es,  er r or s and over al l  syst em 
per f or mance.

] ] 3. 9. 9   Ser vi ce Cal l  Recept i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Desi gner  shoul d coor di nat e wi t h t he pr oj ect  
s i t e t o det er mi ne i f  t hey want  t he Cont r act or  t o be 
r esponsi bl e f or  answer i ng ser vi ce cal l s onl y dur i ng 
wor ki ng hour s or  24- 7.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

a.   A Gover nment  r epr esent at i ve wi l l  advi se t he Cont r act or  by phone or  i n 
per son of  al l  mai nt enance and ser vi ce r equest s,  as wel l  as t he 
c l assi f i cat i on of  each based on t he def i ni t i ons speci f i ed.   A 
descr i pt i on of  t he pr obl em or  r equest ed wor k,  dat e and t i me not i f i ed,  
l ocat i on,  c l assi f i cat i on,  and ot her  appr opr i at e i nf or mat i on wi l l  be 
pl aced on a Ser vi ce Cal l  Wor k Aut hor i zat i on For m by t he Gover nment .

b.   Submi t  pr ocedur es f or  r ecei v i ng and r espondi ng t o ser vi ce cal l s [ 24 
hour s per  day,  seven days a week,  i ncl udi ng weekends and hol i days]  
[ dur i ng r egul ar  wor ki ng hour s] .   Pr ovi de a s i ngl e t el ephone number  f or  
r ecei pt  of  ser vi ce cal l s dur i ng r egul ar  wor ki ng hour s;  ser vi ce cal l s 
ar e t o  be consi der ed r ecei ved at  t he t i me and dat e t he t el ephone cal l  
i s  pl aced by t he aut hor i zed Gover nment  r epr esent at i ve.

c.   Separ at el y r ecor d each ser vi ce cal l  r equest ,  as r ecei ved on t he 
Ser vi ce Cal l  Wor k Aut hor i zat i on f or m and compl et e t he Ser vi ce Cal l  
Wor k Aut hor i zat i on f or m f or  each ser vi ce cal l .   I ncl ude t he f ol l owi ng 
i nf or mat i on i n t he compl et ed f or m:   t he ser i al  number  i dent i f y i ng t he 
component  i nvol ved,  i t s l ocat i on,  dat e and t i me t he cal l  was r ecei ved,  
nat ur e of  t r oubl e,  names of  t he ser vi ce per sonnel  assi gned t o t he 
t ask,  i nst r uct i ons descr i bi ng what  has t o be done,  t he amount  and 
nat ur e of  t he mat er i al s t o be used,  t he t i me and dat e wor k st ar t ed,  
and t he t i me and dat e of  compl et i on.

d.   Respond t o each ser vi ce cal l  r equest  wi t hi n [ t wo]  [ _____]  wor ki ng 
hour s.   Pr ovi de t he st at us of  any i t em of  wor k wi t hi n [ f our ]  [ _____]  
hour s of  t he i nqui r y dur i ng r egul ar  wor ki ng hour s,  and wi t hi n [ 16]  
[ _____]  hour s af t er  r egul ar  wor ki ng hour s or  as needed t o meet  t he 
Equi pment  Repai r  r equi r ement s as speci f i ed.

3. 9. 10   Ser vi ce Cal l  Wor k War r ant y

Pr ovi de a [ 1 year ]  [ _____]  uncondi t i onal  war r ant y on ser vi ce cal l  wor k 
whi ch i ncl udes l abor  and mat er i al  necessar y t o r est or e t he equi pment  
i nvol ved i n t he i ni t i al  ser vi ce cal l  t o a f ul l y  oper abl e condi t i on.   I n 
t he event  t hat  ser vi ce cal l  wor k causes damage t o addi t i onal  equi pment ,  
r est or e t he syst em t o f ul l  oper at i on wi t hout  cost  t o t he Gover nment .   
Pr ovi de r esponse t i mes f or  ser vi ce cal l  war r ant y wor k equi val ent  t o t he 
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r esponse t i mes r equi r ed by t he i ni t i al  ser vi ce cal l .

3. 9. 11   Syst em Modi f i cat i ons

Make r ecommendat i ons f or  syst em modi f i cat i on i n wr i t i ng t o t he 
Gover nment .   Do not  make syst em modi f i cat i ons wi t hout  pr i or  appr oval  of  
t he Gover nment .   I ncor por at e any modi f i cat i ons made t o t he syst em i nt o t he 
Oper at i ons and Mai nt enance I nst r uct i ons,  and any ot her  document at i on 
af f ect ed.   Make avai l abl e t o t he Gover nment  sof t war e updat es f or  al l  
sof t war e f ur ni shed under  t hi s speci f i cat i on dur i ng t he l i f e of  t hi s 
cont r act .   Schedul e at  l east  one updat e near  t he end of  t he cont r act  
per i od,  at  whi ch t i me make avai l abl e t he l at est  r el eased ver si on of  al l  
sof t war e pr ovi ded under  t hi s speci f i cat i on,  and i nst al l  and val i dat e i t  
upon appr oval  by t he Gover nment .

3. 10   TRAI NI NG

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Tr ai ni ng dur at i on and cont ent  shoul d be 
modi f i ed t o f i t  t he r equi r ement s of  t he speci f i c  
j ob.   For  exampl e,  i f  t hi s speci f i cat i on i s t o be 
used t o add t o an exi st i ng UMCS or  t o r epl ace a 
por t i on of  an exi st i ng UMCS t he t r ai ni ng 
r equi r ement s shoul d be r el axed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conduct  t r ai ni ng cour ses f or  desi gnat ed per sonnel  i n t he mai nt enance,  
ser vi ce,  and oper at i on of  t he syst em as speci f i ed,  i ncl udi ng speci f i ed 
har dwar e and sof t war e.   The t r ai ni ng must  be or i ent ed t o t he speci f i c  
syst em pr ovi ded under  t hi s cont r act .   Pr ovi de audi ovi sual  equi pment  and 
ot her  t r ai ni ng mat er i al  and suppl i es r equi r ed f or  t he t r ai ni ng.   When 
t r ai ni ng i s conduct ed at  Gover nment  f aci l i t i es,  t he Gover nment  r eser ves 
t he r i ght  t o r ecor d t he t r ai ni ng sessi ons f or  l at er  use.   A t r ai ni ng day 
i s def i ned as 8 hour s of  c l assr oom i nst r uct i on,  excl udi ng l uncht i me,  
Monday t hr ough Fr i day,  dur i ng t he dayt i me shi f t  i n ef f ect  at  t he t r ai ni ng 
f aci l i t y .   For  gui dance i n pl anni ng t he r equi r ed i nst r uct i on,  t he 
Cont r act or  shoul d assume t hat  at t endees wi l l  be t r adesmen such as 
el ect r i c i ans or  boi l er  oper at or s.   Obt ai n appr oval  of  t he t r ai ni ng 
schedul e f r om t he Gover nment  at  l east  [ 30]  [ _____]  days pr i or  t o t he f i r st  
day of  t r ai ni ng.

3. 10. 1   Tr ai ni ng Document at i on

Pr epar e and submi t  one set  of  Tr ai ni ng manual s f or  each of  Basi c Tr ai ni ng 
Document at i on,  Advanced Tr ai ni ng Document at i on,  and Ref r esher  Tr ai ni ng 
Document at i on,  wher e each set  of  document at i on consi st s of :

3. 10. 1. 1   Cour se At t endance Li st

Cour se At t endance Li st  devel oped i n coor di nat i on wi t h and si gned by t he 
[ Cont r ol s]  [ HVAC]  [ El ect r i cal ]  shop super vi sor .

3. 10. 1. 2   Tr ai ni ng Manual s

I ncl ude an agenda,  def i ned obj ect i ves f or  each l esson,  and a det ai l ed 
descr i pt i on of  t he subj ect  mat t er  f or  each l esson i n t he t r ai ni ng 
manual s.   Wher e por t i ons of  t he cour se mat er i al  ar e pr esent ed by 
audi ovi sual s,  i ncl ude copi es of  t hose audi ovi sual s as a par t  of  t he 
pr i nt ed t r ai ni ng manual s.
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3. 10. 2   Basi c Tr ai ni ng

Conduct  a Basi c Tr ai ni ng cour se at  t he pr oj ect  s i t e on t he i nst al l ed 
syst em f or  a per i od of  no l ess t han [ 5]  [ _____]  t r ai ni ng days dur i ng Phase 
2 of  t he PVT.   A maxi mum of  [ t en]  [ _____]  per sonnel  wi l l  at t end t hi s 
cour se.   Desi gn t r ai ni ng t ar get ed t owar ds t r ai ni ng per sonnel  i n t he 
day- t o- day oper at i on and basi c mai nt enance of  t he syst em.   Upon compl et i on 
of  t hi s cour se,  each st udent ,  usi ng appr opr i at e document at i on,  shoul d be 
abl e t o st ar t  t he syst em,  oper at e t he syst em,  r ecover  t he syst em af t er  a 
f ai l ur e,  per f or m r out i ne mai nt enance and descr i be t he speci f i c  har dwar e 
ar chi t ect ur e and oper at i on of  t he syst em.   I ncl ude t he f ol l owi ng t opi cs at  
a mi ni mum:

a.   Gener al  syst em ar chi t ect ur e.

b.   Funct i onal  oper at i on of  t he syst em,  i ncl udi ng wor kst at i ons and syst em 
navi gat i on.

c.   Syst em st ar t - up pr ocedur es.

d.   Fai l ur e r ecover y pr ocedur es.

e.   Schedul e conf i gur at i on.

f .   Tr end conf i gur at i on.

g.   Per f or m poi nt  over r i des and over r i de r el ease.

h.   Repor t s gener at i on.

i .   Al ar m r epor t i ng and acknowl edgement s.

j .   Di agnost i cs.

k.   Hi st or i cal  f i l es.

l .   Mai nt enance pr ocedur es:

( 1)  Physi cal  l ayout  of  each pi ece of  har dwar e.

( 2)  Tr oubl eshoot i ng and di agnost i c pr ocedur es.

( 3)  Pr event i ve mai nt enance pr ocedur es and schedul es.

3. 10. 3   Advanced Tr ai ni ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  uses t ai l or i ng opt i ons t o 
i ncl ude r equi r ement s f or  sel ect ed pr ot ocol s onl y.
1)  CEA- 709. 1- D Net wor k Conf i gur at i on Tool  i s  
i ncl uded onl y when t he LONWORKS t ai l or i ng opt i on i s 
sel ect ed.
2)  BACnet  Net wor k Br owser  i s i ncl uded onl y when t he 
BACNET t ai l or i ng opt i on i s sel ect ed.
3)   Ni agar a Fr amewor k Engi neer i ng Tool  i s  i ncl uded 
onl y when t he NI AGARA FRAMEWORK t ai l or i ng opt i on i s 
sel ect ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Coor di nat e wi t h t he pr oj ect  s i t e t o sel ect  
t he l ocat i on of  t he Advanced Tr ai ni ng ( or  l eave i t  
up t o t he Cont r act or ) .   Sel ect  t he dur at i on of  t he 
t r ai ni ng and t he number  of  at t endees.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conduct  an Advanced Oper at or  Tr ai ni ng cour se [ at  t he pr oj ect  s i t e]  
[ of f - s i t e or  at  t he pr oj ect  s i t e]  f or  a per i od of  not  l ess t hen [ f i ve]  
[ _____]  days.   A maxi mum of  [ t en]  [ _____]  per sonnel  wi l l  at t end t hi s 
cour se.   St r uct ur e t he cour se t o consi st  of  " hands- on"  t r ai ni ng under  t he 
const ant  moni t or i ng of  t he i nst r uct or .   I ncl ude t r ai ni ng on t he M&C 
Sof t war e,  and t he CEA- 709. 1- D Net wor k Conf i gur at i on Tool  ,  and t he BACnet  
Net wor k Br owser ,  and t he Ni agar a Fr amewor k Engi neer i ng Tool .   Upon 
compl et i on of  t hi s cour se,  t he st udent s shoul d be f ul l y pr of i c i ent  i n t he 
oper at i on and management  of  al l  syst em oper at i ons and must  be abl e t o 
per f or m al l  t asks r equi r ed t o i nt egr at e a f i el d cont r ol  syst em i nt o t he 
UMCS.   Repor t  t he ski l l  l evel  of  each st udent  at  t he end of  t hi s cour se.   
I ncl ude t he f ol l owi ng t opi cs at  a mi ni mum:   

a.   A r evi ew of  al l  t opi cs i n Basi c Tr ai ni ng

b.   Usi ng t he CEA- 709. 1- D Net wor k Conf i gur at i on Tool  f or  Net wor k Management
and usi ng t he BACnet  Net wor k Br owser  f or  net wor k di scover y

c.   M&C Sof t war e conf i gur at i on,  i ncl udi ng but  not  l i mi t ed t o:  cr eat i ng and 
edi t i ng syst em di spl ays,  al ar ms,  schedul es,  t r ends,  demand l i mi t i ng 
and cal cul at i ons.

3. 10. 4   Ref r esher  Tr ai ni ng

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Ref r esher  Tr ai ni ng shoul d be t i med t o t ake 
pl ace near  t he end of  t he 1- year  war r ant y per i od.   
I f  t he UMCS i s cont r act ed out  v i a an I DI Q pr ocess,  
i t  may be desi r abl e t o r epeat  t he Ref r esher  Tr ai ni ng 
per i odi cal l y.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Conduct  a Ref r esher  Tr ai ni ng cour se at  t he pr oj ect  s i t e f or  a per i od of  
[ t wo]  [ _____]  t r ai ni ng days when appr oved by t he Gover nment  and as 
speci f i ed i n par agr aph PROJECT SEQUENCI NG.   A maxi mum of  [ t en]  [ _____]  
per sonnel  wi l l  at t end t he cour se.   St r uct ur e t he cour se t o addr ess 
speci f i c  t opi cs t hat  t he st udent s need t o di scuss and t o answer  quest i ons 
concer ni ng t he oper at i on of  t he syst em.   Upon compl et i on of  t he cour se,  
t he st udent s shoul d be f ul l y pr of i c i ent  i n syst em oper at i on and have no 
unanswer ed quest i ons r egar di ng oper at i on of  t he i nst al l ed UMCS.   Cor r ect  
any syst em f ai l ur es di scover ed dur i ng t he Ref r esher  Tr ai ni ng at  no cost  t o 
t he Gover nment .
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APPENDI X A

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   The QC Checkl i st  t abl e may not  di spl ay 
pr oper l y i n SpecsI nt act .   I f  i t  appear s empt y 
r i ght - c l i ck on t he t abl e and sel ect  " Make Al l  Rows 
Same Hei ght "  t o make t he ent i r e t abl e appear  and 
t hen adj ust  r ow hei ght s as needed ( such as r educi ng 
r ow hei ght  f or  r ows wi t h l ess t ext ) .

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

QC CHECKLI ST

Thi s checkl i st  i s not  al l - i ncl usi ve of  t he r equi r ement s of  t hi s speci f i cat i on and 
shoul d not  be i nt er pr et ed as such.

Thi s checkl i st  i s f or  ( check one: )

Pr e- Const r uct i on QC Checkl i st  Submi t t al  ( I t ems 1- 2) (   )

Post - Const r uct i on QC Checkl i st  Submi t t al  ( I t ems 1- 6) (   )

Cl ose- out  QC Checkl i st  Submi t t al  ( I t ems 1- 14) (   )

I nst r uct i ons:  I ni t i al  each i t em i n t he space pr ovi ded ( | ____| )  ver i f y i ng t hat  t he 
r equi r ement  has been met .

Ver i f y t he f ol l owi ng i t ems f or  Pr e- Const r uct i on,  Post - Const r uct i on and Cl oseout  QC 
Checkl i st  Submi t t al s:

1 Cont r act or  Desi gn Dr awi ng Ri ser  Di agr am i ncl udes l ocat i on and t ypes 
of  al l  Cont r ol  Har dwar e and Comput er  Har dwar e.

| ____|

2 M&C Sof t war e suppor t s t he Ni agar a Fr amewor k,  and ASHRAE 135,  and 
CEA- 709. 1- D,  and MODBUS Pr ot ocol / MODBUS TCP/ I P,  and OPC DA.  M&C 
Sof t war e i s BTL Li st ed as a B- AWS.  M&C Sof t war e i s LonWor ks Net wor k 
Ser vi ces ( LNS)  based.   

| ____|

Ver i f y t he f ol l owi ng i t ems f or  Post - Const r uct i on and Cl oseout  QC Checkl i st  Submi t t al :
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QC CHECKLI ST

3 Communi cat i on bet ween t he M&C Sof t war e and Ni agar a Fr amewor k f i el d 
cont r ol  syst ems uses onl y Fox pr ot ocol . Communi cat i on bet ween t he M&C 
Sof t war e and ASHRAE 135 f i el d cont r ol  syst ems uses onl y ASHRAE 135.  
Communi cat i on bet ween t he M&C Sof t war e and CEA- 709. 1- D f i el d cont r ol  
syst ems uses onl y CEA- 709. 1- D.  Communi cat i on bet ween t he M&C 
Sof t war e and MODBUS Pr ot ocol / MODBUS TCP/ I P f i el d cont r ol  syst ems 
uses onl y MODBUS Pr ot ocol / MODBUS TCP/ I P.  Communi cat i on bet ween t he 
M&C Sof t war e and OPC DA f i el d cont r ol  syst ems uses onl y OPC DA.

| ____|

4 Connect i ons t o f i el d cont r ol  syst ems ar e vi a Ni agar a Fr amewor k 
Super vi sor y Gat eways.

[ The f ol l owi ng i s NOT per mi t t ed when Ni agar a Fr amewor k i s used and 
t her ef or e I S NOT PERMI TTED f or  t hi s pr oj ect :
Connect i ons t o non- ASHRAE 135,  non- CEA- 709. 1- D,  non- Modbus ,  non- OPC 
DA f i el d cont r ol  syst ems ar e vi a a Gat eway f r om t he f i el d cont r ol  
syst em t o ASHRAE 135,  or  t o CEA- 709. 1- D,  or  t o Modbus,  or  t o OPC DA,  
or  v i a a UMCS suppor t ed pr ot ocol  wi t hout  t he use of  a har dwar e 
Gat eway. ]

| ____|

5 Comput er  wor kst at i ons and ser ver s ar e i nst al l ed as shown on t he 
UMCS Ri ser  Di agr am.

| ____|

6 Tr ai ni ng schedul e and cour se at t endee l i st s have been devel oped and 
coor di nat ed wi t h shops and submi t t ed.

| ____|

Ver i f y t he f ol l owi ng i t ems f or  Cl oseout  QC Checkl i st s Submi t t al :

7 LNS Dat abase i s up- t o- dat e and accur at el y r epr esent s t he  f i nal  
i nst al l ed syst em.  Al l  poi nt s i n f i el d cont r ol  syst ems have been 
di scover ed usi ng t he Ni agar a Fr amewor k Engi neer i ng Tool  and ar e 
avai l abl e at  t he M&C Sof t war e.

| ____|

8 Al l  sof t war e has been l i censed t o t he Gover nment . | ____|
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QC CHECKLI ST

9 M&C sof t war e moni t or i ng di spl ays have been cr eat ed f or  al l  bui l di ng 
syst ems,  i ncl udi ng al l  over r i de and di spl ay poi nt s i ndi cat ed on 
Poi nt s Schedul e dr awi ngs.

| ____|

10 Fi nal  As- bui l t  Dr awi ngs accur at el y r epr esent  t he f i nal  i nst al l ed 
syst em.

| ____|

11 Def aul t  t r ends have been set  up ( per  Poi nt s Schedul e dr awi ngs) . | ____|

12 Schedul i ng has been conf i gur ed at  t he M&C Sof t war e ( per  Occupancy 
Schedul e dr awi ng) .

| ____|

13 O&M I nst r uct i ons have been compl et ed and submi t t ed. | ____|

14 Basi c Oper at or  and Advanced Tr ai ni ng cour ses have been compl et ed. | ____|

___________________________________________      __________________

( QC Repr esent at i ve Si gnat ur e)                       ( Dat e)

 

    - -  End of  Sect i on - -
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