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NOTE:   Thi s gui de speci f i cat i on cover s t he Navy 
r equi r ement s t o suppor t  t he Ri sk Management  
Fr amewor k ( RMF)  Aut hor i t y t o Oper at e ( ATO)  Pr ocess 
f or  Faci l i t y- Rel at ed Cont r ol  Syst ems.

Adher e t o UFC 1- 300- 02 Uni f i ed Faci l i t i es Gui de 
Speci f i cat i ons ( UFGS)  For mat  St andar d when edi t i ng 
t hi s gui de speci f i cat i on or  pr epar i ng new pr oj ect  
speci f i cat i on sect i ons.   Edi t  t hi s gui de 
speci f i cat i on f or  pr oj ect  speci f i c  r equi r ement s by 
addi ng,  del et i ng,  or  r evi s i ng t ext .   For  br acket ed 
i t ems,  choose appl i cabl e i t em( s)  or  i nser t  
appr opr i at e i nf or mat i on.

Remove i nf or mat i on and r equi r ement s not  r equi r ed i n 
r espect i ve pr oj ect ,  whet her  or  not  br acket s ar e 
pr esent .

Comment s,  suggest i ons and r ecommended changes f or  
t hi s gui de speci f i cat i on ar e wel come and shoul d be 
submi t t ed as a Cr i t er i a Change Request  ( CCR) .

To downl oad UFGS For ms,  Gr aphi cs,  and Tabl es,  go t o:  
ht t p: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de-
speci f i cat i ons- uf gs/ f or ms- gr aphi cs- t abl es

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
Not e:   Faci l i t y- Rel at ed Cont r ol  Syst ems ( FRCS)  ar e a 
subset  of  cont r ol  syst ems t hat  ar e used t o moni t or  
and cont r ol  equi pment  and syst ems r el at ed t o DoD 
r eal  pr oper t y f aci l i t i es ( e. g. ,  bui l di ng cont r ol  
syst ems,  ut i l i t y  cont r ol  syst ems,  el ect r oni c 
secur i t y syst ems) .   Thi s sect i on i ncl udes Ri sk 
Management  Fr amewor k ( RMF)  r equi r ement s t o be 
i ncl uded on DOD pr oj ect s whi ch has a 
f aci l i t y- r el at ed cont r ol  syst em r equi r i ng an 
Aut hor i t y To Oper at e ( ATO) .   Thi s Sect i on does not  
pr ovi de gener al  r equi r ement s f or  a cont r ol  syst em,  
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nor  ar e t he r equi r ement s i n t hi s sect i on suf f i c i ent  
t o pr ocur e a cont r ol  syst em.   Thi s sect i on al so does 
not  r epeat  r equi r ement s f r om UFGS 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS 
or  ot her  t echni cal  sect i ons.

The use of  UFGS 25 05 11 CYBERSECURI TY FOR 
FACI LI TY- RELATED CONTROL SYSTEMS does not  
necessar i l y  make t hi s speci f i cat i on appl i cabl e.

Onl y use t hi s speci f i cat i on on cont r ol  syst ems whi ch 
ar e obt ai ni ng a new ATO.

I f  an i nst al l at i on obt ai ned a J&A t o pr ocur e 
speci f i c  equi pment  based on an exi st i ng 
aut hor i zat i on,  t hi s speci f i cat i on i s not  needed.   
I nst ead i ncl ude t he make/ model  of  equi pment  
r ef er enced i n t he J&A on t he pl ans and i ncl ude 
conf i gur at i on set t i ngs i nt o t he t echni cal  
speci f i cat i ons t o mat ch t he exi st i ng aut hor i zat i on.   
Wher e equi pment  i s pr ocur ed and conf i gur ed t o mat ch 
an exi st i ng aut hor i zat i on,  a memo f or  t he r ecor d 
( MFR)  t o t he exi st i ng aut hor i zat i on i s needed I LO 
per f or mi ng a new aut hor i zat i on.

Ref er  t o UFC 4- 010- 06,  " Cyber secur i t y f or  
Faci l i t y- Rel at ed Cont r ol  Syst ems"  f or  r equi r ement s 
on i ncor por at i ng cyber secur i t y i nt o cont r ol  syst em 
desi gn and f or  gener al  i nf or mat i on on t he RMF 
pr ocess as i t  appl i es t o cont r ol  syst ems.   
Assi st ance f or  cont r ol  syst em cyber secur i t y i s 
avai l abl e f r om t he f ol l owi ng Ser vi ce or gani zat i ons:

   Navy:  Naval  Faci l i t i es Engi neer i ng Syst ems 
Command,
         Command I nf or mat i on Of f i ce ( CI O)

   Mar i ne Cor ps:  Cont act  Navy POC f or  Mar i ne Cor ps
                 POC i nf or mat i on 

Many desi gner  sel ect i ons i n t hi s Sect i on wi l l  
r equi r e coor di nat i on wi t h t he pr oj ect  s i t e,  Syst em 
Owner ,  I nf or mat i on Syst em Secur i t y Manager  ( I SSM) ,  
Aut hor i z i ng Of f i c i al  ( AO)  or  a subj ect  mat t er  exper t  
i n t he speci f i c  cont r ol  syst ems bei ng i nst al l ed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

PART 1   GENERAL

Thi s speci f i cat i on i ncl udes t he cont r act  r equi r ement s t o t o suppor t  t he 
Gover nment  i n obt ai ni ng an Aut hor i t y To Oper at e ( ATO)  f ol l owi ng t he 
Depar t ment  of  Def ense Ri sk Management  Fr amewor k pr ocess.

Thi s Sect i on does not  pr ovi de t echni cal  r equi r ement s f or  a cont r ol  syst em,  
nor  ar e t he r equi r ement s i n t hi s sect i on suf f i c i ent  t o pr ocur e a cont r ol  
syst em.   Thi s sect i on must  be used i n conj unct i on wi t h ot her  t echni cal  
cont r ol  syst em speci f i cat i ons and UFGS 25 05 11 CYBERSECURI TY FOR FACI LI TY 
RELATED CONTROL SYSTEMS.
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1. 1   CONTROL SYSTEM APPLI CABI LI TY

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Li st  each cont r ol  syst em r equi r i ng an 
aut hor i zat i on and t he cor r espondi ng i mpact  r at i ng 
cat egor i zat i on ( Conf i dent i al i t y- I nt egr i t y-  
Avai l abi l i t y)  of  Low,  Moder at e,  or  Hi gh.   Typi cal  
syst ems t o consi der  ar e ut i l i t y  moni t or i ng cont r ol  
syst ems,  bui l di ng cont r ol  syst ems,  l i ght i ng cont r ol  
syst ems,  UPS cont r ol  syst ems,  gener at or  cont r ol  
syst ems,  and SCADA syst ems.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Thi s sect i on appl i es t o t he f ol l owi ng cont r ol  syst ems:

a.   [ Bui l di ng DDC Syst em]  [ _____]  wi t h a cat egor i zat i on of  [ Low- Low- Low]  
[ Moder at e- Moder at e- Moder at e]  [ _____] .

[ b.   [ _____]  Cont r ol  Syst em wi t h a cat egor i zat i on of  [ Low- Low- Low]  
[ Moder at e- Moder at e- Moder at e]  [ _____] .

] [ c.   [ _____]  Cont r ol  Syst em wi t h a cat egor i zat i on of  [ Low- Low- Low]  
[ Moder at e- Moder at e- Moder at e]  [ _____] .

] 1. 2   RELATED REQUI REMENTS

Al l  Sect i ons cont ai ni ng f aci l i t y- r el at ed cont r ol  syst ems ( FRCS)  or  cont r ol  
syst em component s as i dent i f i ed i n par agr aph CONTROL SYSTEM APPLI CABI LI TY 
ar e r el at ed t o t he r equi r ement s of  t hi s Sect i on.   Revi ew al l  speci f i cat i on 
sect i ons t o det er mi ne r el at ed r equi r ement s.

1. 3   REFERENCES

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s par agr aph i s used t o l i s t  t he 
publ i cat i ons c i t ed i n t he t ext  of  t he gui de 
speci f i cat i on.   The publ i cat i ons ar e r ef er r ed t o i n 
t he t ext  by basi c desi gnat i on onl y and l i s t ed i n 
t hi s par agr aph by or gani zat i on,  desi gnat i on,  dat e,  
and t i t l e.

Use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
when you add a Ref er ence I dent i f i er  ( RI D)  out si de of  
t he Sect i on' s Ref er ence Ar t i c l e t o aut omat i cal l y 
pl ace t he r ef er ence i n t he Ref er ence Ar t i c l e.   Al so 
use t he Ref er ence Wi zar d' s Check Ref er ence f eat ur e 
t o updat e t he i ssue dat es.

Ref er ences not  used i n t he t ext  wi l l  aut omat i cal l y 
be del et ed f r om t hi s sect i on of  t he pr oj ect  
speci f i cat i on when you choose t o r econci l e 
r ef er ences i n t he publ i sh pr i nt  pr ocess.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The publ i cat i ons l i s t ed bel ow f or m a par t  of  t hi s speci f i cat i on t o t he 
ext ent  r ef er enced.   The publ i cat i ons ar e r ef er r ed t o wi t hi n t he t ext  by 
t he basi c desi gnat i on onl y.
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NATI ONAL I NSTI TUTE OF STANDARDS AND TECHNOLOGY ( NI ST)

NI ST FI PS 201- 2 ( 2013)  Per sonal  I dent i t y Ver i f i cat i on 
( PI V)  of  Feder al  Empl oyees and Cont r act or s

NI ST SP 800- 82 ( 2015;  Rev 2)  Gui de t o I ndust r i al  Cont r ol  
Syst ems ( I CS)  Secur i t y

U. S.  DEPARTMENT OF DEFENSE ( DOD)

DOD 8510. 01 ( 2022)  Ri sk Management  Fr amewor k ( RMF)  f or  
DoD Syst ems

DODI  8551. 01 ( 2014)  Por t s,  Pr ot ocol s,   and Ser vi ces 
Management  ( PPSM)

1. 4   DEFI NI TI ONS

1. 4. 1   Assur ed Compl i ance Assessment  Sol ut i on ( ACAS)  Scans

Aut omat ed vul ner abi l i t y  scanni ng and r i sk assessment  t ool  mandat ed f or  use 
i n DOD t o i dent i f y secur i t y compl i ance and secur e conf i gur at i on of  
connect ed devi ces.

1. 4. 2   Aut hor i t y To Oper at e ( ATO)

The Aut hor i t y gr ant ed by an or gani zat i on' s Aut hor i z i ng Of f i c i al  ( AO or  
FAO) ,  whi ch i ndi cat es t he syst em has under gone t he f i r st  f i ve st eps of  t he 
RMF pr ocess and has been assessed and deemed t o be at  an accept abl e l evel  
of  r i sk t o al l ow connect i on t o ot her  Aut hor i zed syst ems,  ( any l i mi t at i ons 
t o t hi s connect i v i t y wi l l  be document ed wi t hi n t he RMF package) .   
Ret ent i on of  a syst em' s Aut hor i zat i on st at us i s cont i ngent  upon successf ul  
compl et i on of  al l  condi t i ons as document ed i n t he ATO package,  as wel l  as 
l i f ecycl e compl i ance wi t h St ep 6 of  t he RMF;  " Cont i nuous Moni t or i ng" .

1. 4. 3   Cont r ol  Cor r el at i on I dent i f i er  ( CCI )  or  Secur i t y Cont r ol

Each Secur i t y Cont r ol  i s  br oken down i nt o i ndi v i dual  Assessment  Pr ocedur es 
( AP' s) ,  t o enabl e mor e gr anul ar  assessment  of  t he compl i ance st at us of  a 
gi ven cont r ol ,  ( e. g.  AC- 1 i s br oken out  i nt o AC- 1. 1,  AC- 1. 2,  AC- 1. 3) ;  each 
of  t hese i s assi gned a CCI  number  and i s i ndi v i dual l y assessed and t r acked 
f or  compl i ance.

1. 4. 4   Ent er pr i se Mi ssi on Assur ance Suppor t  Ser vi ce ( eMASS)

A web- based appl i cat i on f or  t he cyber secur i t y management  of  syst em 
i nf or mat i on,  whi ch pr ovi des aut omat ed capabi l i t i es f or  document at i on and 
t r acki ng i n suppor t  of  Aut hor i zat i on wi t hi n t he Ri sk Management  Fr amewor k 
Pr ocess.

1. 4. 5   Funct i onal  Aut hor i z i ng Of f i c i al  ( FAO)  or  Aut hor i z i ng Of f i c i al  ( AO)

Si gnat ur e aut hor i t y f or  gr ant i ng an Aut hor i t y t o Oper at e ( ATO)  and t he 
r esponsi bl e i ndi v i dual  f or  accept i ng r i sk i mposed by t he i mpl ement at i on 
and oper at i on of  syst ems i n t hei r  AOR.   The AO i s excl usi vel y account abl e 
f or  or gani zat i onal  cyber secur i t y r i sk exposur e cor r espondi ng t o al l  I T 
under  t hei r  cogni zant  aut hor i t y.   The AO makes an aut hor i zat i on deci s i on 
based on al l  t he ar t i f act s r el at ed t o t he act i v i t i es wi t hi n t he RMF 
pr ocess and i n accor dance wi t h t he AO' s cyber secur i t y r i sk t ol er ance.   
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Thi s r i sk t ol er ance account s f or  t he pr obabi l i t y  of  a br each t o 
conf i dent i al i t y ,  i nt egr i t y,  and avai l abi l i t y  of  i nf or mat i on and t he 
pot ent i al  i mpact  t hat  br each woul d concei vabl y have.

1. 4. 6   I nf or mat i on Syst em Owner  ( I SO)  or  Syst em Owner  ( SO)

Has over al l  owner shi p of  t he syst em and i s i nvol ved i n t he desi gn,  
devel opment ,  and cyber secur i t y i mpl ement at i on of  t he syst em,  ensur i ng t hat  
t he syst em i s mai nt ai ned and t r acked t hr oughout  i t s l i f ecycl e.

1. 4. 7   I nf or mat i on Syst em Secur i t y Manager  ( I SSM)

Gover nment - appoi nt ed Command I nf or mat i on Of f i ce Repr esent at i ve wi t h 
over al l  r esponsi bi l i t y  f or  t he cyber secur i t y of  a pr ogr am,  or gani zat i on,  
syst em,  or  encl ave;  and i s account abl e t o t he syst em Pr ogr am 
Manager / I nf or mat i on Syst em Owner .   Of t en t he I SSM/ I nf or mat i on Syst em 
Secur i t y Of f i cer  ( I SSO)  wi l l  del egat e execut i on of  t asks t o ot her  RMF t eam 
member s,  however  account abi l i t y  r emai ns wi t h t he I SSM/ I SSO.   Dur i ng 
sust ai nment ,  t he I SSM/ I SSO wi l l  be sol el y r esponsi bl e and r epor t  t o t he 
PM/ I SO.   As t hei r  r esponsi bi l i t i es ar e mandat ed by Depar t ment  of  Def ense 
i nst r uct i on,  I SSM' s ar e gener al l y desi gnat ed i n wr i t i ng by Seni or  Command 
Leader shi p ( SYSCOM CI O,  Base Commander )

1. 4. 8   I nf or mat i on Syst em Secur i t y Engi neer  ( I SSE)

The I SSE ( cont r act or )  i s  r esponsi bl e f or  devel opi ng and mai nt ai ni ng t he 
cyber secur i t y ar chi t ect ur e of  a pr ogr am,  or gani zat i on,  syst em,  or  encl ave.

1. 4. 9   Ri sk Management  Fr amewor k ( RMF)

The pr ocess mandat ed by DOD 8510. 01 f or  t he management  of  cyber secur i t y 
r i sk acr oss t he DOD ent er pr i se;  t he RMF l ever ages a r i sk- based appr oach 
f or  t he f or mal  Aut hor i zat i on of  I T syst ems and ser vi ces.   The RMF 
i mpl ement s and enf or ces a t ai l or ed set  of  secur i t y cont r ol s,  f ocused on 
secur i t y as an i nt egr al  par t  of  a syst em’ s over al l  l i f ecycl e.

1. 4. 10   Secur i t y Assessment  Pl an ( SAP)

A pl an devel oped by t he SCA /  Val i dat or  whi ch pr ovi des t he speci f i c  t est  
obj ect i ves f or  t he secur i t y cont r ol s assessment ,  i dent i f i es t he per sonnel ,  
pr ocedur es and t ool s t o be used,  i dent i f i es any ' except i ons'  t o t he pl an,  
and document s ' f al se posi t i ves'  [ and] [ or ]  mi sl eadi ng r epor t s di scover ed 
dur i ng t est i ng.

1. 4. 11   Secur i t y Assessment  Repor t  ( SAR)

A r epor t  pr oduced by t he SCA/ Val i dat or  whi ch document s t he r esi dual  r i sk 
of  t he non- compl i ant  secur i t y cont r ol s af t er  t he r i sk assessment  wor k i s 
compl et ed.   The SAR pr ovi des a summar y of  t he vul ner abi l i t i es,  
i nt er connect ed syst ems,  r at i onal e f or  aggr egat ed r i sk,  and a 
r ecommendat i on t o t he FAO/ AO r egar di ng an Aut hor i zat i on deci s i on.

1. 4. 12   Secur i t y Cont ent  Aut omat i on Pr ot ocol  ( SCAP)

An assessment  met hodol ogy whi ch l ever ages speci f i c  st andar ds t o enabl e 
aut omat ed vul ner abi l i t y  management ,  measur ement ,  and pol i cy compl i ance 
eval uat i on of  I T and comput i ng syst ems.   SCAP may be used t o enumer at e 
secur i t y- r el at ed sof t war e and conf i gur at i on i ssues.   SCAP scan dat a may 
al so be upl oaded i nt o a STI G vi ewer  ut i l i t y  t o assi st  i n aut omat i ng STI G 
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checkl i st  pr ocessi ng f or  t hose t echnol ogi es t hat  of f er  t hi s f unct i onal i t y.

1. 4. 13   Secur i t y Cont r ol  Accessor  -  Val i dat or  ( SCA- V)

A Gover nment - assi gned i ndependent  t hi r d par t y whi ch assesses and val i dat es 
t hat  t he syst em has cor r ect l y i mpl ement ed t he appr oved secur i t y cont r ol  
basel i ne.   To det er mi ne t he over al l  ef f ect i veness of  t he secur i t y 
cont r ol s,  t he SCA per f or ms an i ndependent ,  compr ehensi ve assessment  of  t he 
management ,  oper at i onal ,  and t echni cal  cont r ol s empl oyed wi t hi n or  
i nher i t ed by a syst em.   To per f or m t he SCA f unct i on i n t he most  ef f i c i ent  
manner ,  t he Navy wi l l  ut i l i ze SCA Li ai sons and Val i dat or s t o assi st  wi t h 
SCA r esponsi bi l i t i es.

1. 4. 14   Secur i t y Pl an ( SP)

I ncl udes essent i al  oper at i onal ,  ar chi t ect ur al ,  and f unct i onal  i nf or mat i on 
about  t he syst em.   Thi s pl an i s gener at ed by eMASS f r om t he i nf or mat i on 
pr ovi ded dur i ng eMASS r egi st r at i on pr ocess and i s updat ed whenever  
per t i nent  i nf or mat i on about  t he syst em i s ent er ed or  changed.   The SP i s a 
l i v i ng document  whi ch can be expor t ed and downl oaded i n r eal  t i me f r om 
eMASS.

1. 4. 15   Secur i t y Techni cal  I mpl ement at i on Gui dance ( STI G)

St andar d secur i t y pr ot ocol s and pr ocedur es t hat  pr ovi de a met hodol ogy f or  
secur e conf i gur at i on of  comput i ng,  net wor ki ng,  sof t war e and cont r ol  syst em 
asset s.  STI G checkl i st s may be ut i l i zed as t ool s f or  det er mi ni ng 
compl i ance wi t h a gi ven set  of  secur i t y cont r ol s.

1. 5   ADMI NI STRATI VE REQUI REMENTS

1. 5. 1   Coor di nat i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Thi s subpar t  deal s wi t h coor di nat i on 
r equi r ement s f or  t he cont r act or ,  and does not  
i ndi cat e coor di nat i on t hat  must  be done by t he 
desi gner / speci f i er .   I n addi t i on t o t he nor mal  
pr oj ect  coor di nat i on,  aut hor i zat i on f or  wi r el ess 
use,  al t er nat e account  l ock per mi ssi ons and devi ces 
wi t h mul t i pl e I P connect i ons may be i mpact ed by s i t e 
( or  Ser vi ce)  pol i c i es and need t o be coor di nat ed 
wi t h t he appr opr i at e Gover nment  r epr esent at i ves 
bef or e aut hor i zat i on i s pr ovi ded.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Coor di nat e t he execut i on of  t hi s Sect i on wi t h t he execut i on of  al l  ot her  
Sect i ons r el at ed t o cont r ol  syst ems as i ndi cat ed i n t he par agr aph RELATED 
REQUI REMENTS.

1. 6   SUBMI TTALS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Revi ew Submi t t al  Descr i pt i on ( SD)  def i ni t i ons 
i n Sect i on 01 33 00 SUBMI TTAL PROCEDURES and edi t  
t he f ol l owi ng l i s t ,  and cor r espondi ng submi t t al  
i t ems i n t he t ext ,  t o r ef l ect  onl y t he submi t t al s 
r equi r ed f or  t he pr oj ect .   The Gui de Speci f i cat i on 
t echni cal  edi t or s have cl assi f i ed t hose i t ems t hat  
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r equi r e Gover nment  appr oval ,  due t o t hei r  compl exi t y 
or  cr i t i cal i t y,  wi t h a " G. "   Gener al l y,  ot her  
submi t t al  i t ems can be r evi ewed by t he Cont r act or ' s 
Qual i t y Cont r ol  Syst em.   Onl y add a " G"  t o an i t em 
i f  t he submi t t al  i s  suf f i c i ent l y i mpor t ant  or  
compl ex i n cont ext  of  t he pr oj ect .

For  Ar my pr oj ect s,  f i l l  i n t he empt y br acket s 
f ol l owi ng t he " G"  c l assi f i cat i on,  wi t h a code of  up 
t o t hr ee char act er s t o i ndi cat e t he appr ovi ng 
aut hor i t y.   Codes f or  Ar my pr oj ect s usi ng t he 
Resi dent  Management  Syst em ( RMS)  ar e:   " AE"  f or  
Ar chi t ect - Engi neer ;  " DO"  f or  Di st r i ct  Of f i ce 
( Engi neer i ng Di v i s i on or  ot her  or gani zat i on i n t he 
Di st r i ct  Of f i ce) ;  " AO"  f or  Ar ea Of f i ce;  " RO"  f or  
Resi dent  Of f i ce;  and " PO"  f or  Pr oj ect  Of f i ce.   Codes 
f ol l owi ng t he " G"  t ypi cal l y ar e not  used f or  Navy 
and Ai r  For ce pr oj ect s.

The " S"  c l assi f i cat i on i ndi cat es submi t t al s r equi r ed 
as pr oof  of  compl i ance f or  sust ai nabi l i t y  Gui di ng 
Pr i nci pl es Val i dat i on or  Thi r d Par t y Cer t i f i cat i on 
and as descr i bed i n Sect i on 01 33 00 SUBMI TTAL 
PROCEDURES.

Choose t he f i r st  br acket ed i t em f or  Navy and Ai r  
For ce pr oj ect s,  or  choose t he second br acket ed i t em 
f or  Ar my pr oj ect s.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Al l  submi t t al s i n t hi s Gui de Speci f i cat i on 
r equi r e Gover nment  appr oval  and must  have a " G"  
desi gnat i on.

Gover nment  r evi ew of  submi t t al s i n t hi s Sect i on 
i mpact  Cyber secur i t y,  and must  be coor di nat ed wi t h 
t he appr opr i at e Cyber secur i t y exper t s t o ensur e 
appr opr i at e r evi ew and t he i dent i f i cat i on of  i ssues 
or  concer ns t hat  may af f ect  t he cyber secur i t y 
post ur e of  t he syst em or  t he abi l i t y  of  t he syst em 
t o r ecei ve an RMF aut hor i zat i on.   Cyber secur i t y 
Exper t s ar e i n t he f ol l owi ng or gani zat i ons:

   Ar my:  Cont r ol  Syst em Cyber secur i t y Cent er  of
         Exper t i se,  Hunt svi l l e Engi neer i ng and
         Suppor t  Cent er

   Navy:  Naval  Faci l i t i es Engi neer i ng Syst ems 
Command,   
         Command I nf or mat i on Of f i ce ( CI O)

   Ai r  For ce:  Ci v i l  Engi neer  Mai nt enance,
              I nspect i on,  and Repai r  Team ( CEMI RT)
              I CS Br anch,  Tyndal l  AFB

   Mar i ne Cor ps:  Cont act  Navy POC f or  Mar i ne Cor ps
                 POC i nf or mat i on 

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
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Gover nment  appr oval  i s  r equi r ed f or  submi t t al s wi t h a " G"  or  " S"  
c l assi f i cat i on.   Submi t t al s not  havi ng a " G"  or  " S"  c l assi f i cat i on ar e 
[ f or  Cont r act or  Qual i t y Cont r ol  appr oval . ] [ f or  i nf or mat i on onl y.   When 
used,  a code f ol l owi ng t he " G"  c l assi f i cat i on i dent i f i es t he of f i ce t hat  
wi l l  r evi ew t he submi t t al  f or  t he Gover nment . ]   Submi t  t he f ol l owi ng i n 
accor dance wi t h Sect i on 01 33 00 SUBMI TTAL PROCEDURES:

SD- 01 Pr econst r uct i on Submi t t al s

Aut hor i zat i on St r at egy Pl an;  G[ ,  [ _____] ]

SD- 05 Desi gn Dat a

Cont r ol  Syst em Secur i t y Cont r ol s;  G[ ,  [ _____] ]

Secur i t y Pl an;  G[ ,  [ _____] ]

 Por t s,  Pr ot ocol s,  And Ser vi ces Management  Regi st r at i on For m;  G[ ,  
[ _____] ]

SD- 06 Test  Repor t s

ACAS Vul ner abi l i t y  Repor t s;  G[ ,  [ _____] ]

Secur i t y Techni cal  I mpl ement at i on Gui de Checkl i st s;  G[ ,  [ _____] ]

SCAP Repor t ;  G[ ,  [ _____] ]

I SSE Checkl i st  ( St ep 3) ;  G[ ,  [ _____] ]

I SSE Checkl i st  ( St ep 4) ;  G[ ,  [ _____] ]

SD- 07 Cer t i f i cat es

I nf or mat i on Assur ance Techni cal  Level  I I / Secur i t y Pl us;  G[ ,  
[ _____] ]

1. 7   QUALI TY CONTROL

1. 7. 1   Cer t i f i cat i ons

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   I f  t her e ar e cont r act or  qual i f i cat i on or  
cer t i f i cat i on r equi r ement s r el at ed t o t he cont r ol  
syst em,  speci f y t hose i n t he cont r ol  syst em 
speci f i cat i on.   I f  t her e ar e cont r act or  
qual i f i cat i ons or  cer t i f i cat i ons speci f i cal l y 
r el at ed t o r i sk management  f r amewor k t hey can be 
speci f i ed her e.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

Submi t  t he I nf or mat i on Assur ance Techni cal  Level  I I / Secur i t y Pl us 
cer t i f i cat i on f or  t he I nf or mat i on Syst em Engi neer  ( I SSE)  f or  t he pr oj ect .   
The I SSE i s r equi r ed t o have a backgr ound check and be abl e t o obt ai n a 
Common Access Car d ( CAC) .   The backgr ound check and abi l i t y  t o obt ai n a 
CAC ar e necessar y t o per f or m t he eMASS r equi r ement s i n t hi s sect i on.   The 
I SSE i s al so r esponsi bl e f or  devel opi ng and mai nt ai ni ng t he cyber secur i t y 
ar chi t ect ur e f or  al l  cont r ol  syst ems.   I n addi t i on t o r equi r ement s i n t hi s 
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sect i on t he I SSE wi l l  per f or m t he f ol l owi ng dut i es:

a.   Over seei ng t he devel opment  of  al l  f aci l i t y- r el at ed cont r ol  syst em' s 
cyber secur i t y sol ut i ons.

b.   I dent i f y i ng t he secur i t y cont r ol  basel i ne set  and any appl i cabl e 
over l ays and t ai l or i ng.

c.   Const r uct i on Qual i t y Cont r ol  f or  Ri sk Management  Fr amewor k submi t t al s 
i n t hi s sect i on and sect i on 25 05 11 CYBERSECURI TY FOR 
FACI LI TY- RELATED CONTROL SYSTEMS.

d.   Obt ai n and mai nt ai n an eMASS account .   The Gover nment  wi l l  i ni t i al l y  
set  up eMASS r ecor ds and aut hor i zat i on packages.   Manage t he 
aut hor i zat i on packages and eMASS r ecor ds f or  al l  f aci l i t y- r el at ed 
cont r ol  syst ems as i dent i f i ed i n par agr aph CONTROL SYSTEM 
APPLI CABI LI TY.

e.   Lead t he secur i t y cont r ol  sel ect i on,  secur i t y cont r ol  i mpl ement at i on,  
sel f  assessment ,  and t est i ng ef f or t s.

f .   Wor k wi t h t he Gover nment  t o compl et e t he Secur i t y Assessment  Pl an.

g.   At t end t he Cyber secur i t y Commi ssi oni ng Const r uct i on Coor di nat i on 
Meet i ng.

h.   At t end t he RMF St ep 2 Checkpoi nt  Meet i ng.

1. 8   CYBERSECURI TY DOCUMENTATI ON

1. 8. 1   Aut hor i zat i on St r at egy Pl an

Pr ovi de t he Aut hor i zat i on St r at egy Pl an t o i ncl ude a nar r at i ve on t he 
over al l  aut hor i zat i on appr oach f or  each cont r ol  syst em i dent i f i ed i n 
par agr aph CONTROL SYSTEM APPLI CABI LI TY.   The nar r at i ve wi l l  out l i ne t he 
di f f er ent  ant i c i pat ed l ever aged aut hor i zat i ons,  connect i ons t o t he cont r ol  
syst em pl at f or m encl ave,  descr i be t he pr ocess as out l i ned i n par agr aph 
RI SK MANAGEMENT FRAMEWORK,  and i ncl ude how t he RMF st eps i nt egr at e wi t h 
t he over al l  const r uct i on schedul e.

PART 2   PRODUCTS

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   Speci f y r epr esent at i ve spar e par t s t o be 
pr ovi ded t o t he Cont r ol  Syst ems Test  Bed,  EXWC i n 
Por t  Hueneme,  CA i f  devi ces need addi t i onal  t est i ng 
per f or med by t he gover nment .   Thi s i s nor mal l y not  
needed.

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

[ 2. 1   SPARE PARTS

Pr ovi de one r epr esent at i ve ext r a spar e par t  f or  each et her net  capabl e 
Level  1 and Level  2 devi ce i n t he cont r ol  syst em.

] [ Not  used. ]
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PART 3   EXECUTI ON

3. 1   RI SK MANAGEMENT FRAMEWORK

The Ri sk Management  Fr amewor k ( RMF)  i s a 6 st ep pr ocess adopt ed by t he DoD 
t o manage r i sk oper at i ng Faci l i t y- Rel at ed Cont r ol  Syst ems.   The f ol l owi ng 
par agr aphs i dent i f y const r uct i on r equi r ement s t o suppor t  t he Gover nment  i n 
obt ai ni ng an Aut hor i t y To Oper at e ( ATO)  f or  t he cont r ol  syst ems i dent i f i ed 
i n par agr aph CONTROL SYSTEM APPLI CABI LI TY.   Requi r ement s f or  St eps 1 
t hr ough 4 ar e bel ow.   RMF St eps 5 and 6 ar e per f or med by ot her s and not  
par t  of  t hi s cont r act .

3. 1. 1   RMF St ep 1:   Cont r ol  Syst em Cat egor i zat i on

RMF St ep 1,  Cont r ol  Syst em Cat egor i zat i on i s compl et ed dur i ng t he desi gn 
phase of  t he cont r ol  syst em.   Cont r ol  syst em cat egor i zat i on i s l i s t ed by 
cont r ol  syst em i n par agr aph CONTROL SYSTEM APPLI CABI LI TY.

3. 1. 2   RMF St ep 2:   Secur i t y Cont r ol  Sel ect i on

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *
NOTE:   RMF St ep 2:   Secur i t y Cont r ol  Sel ect i on:   
Append t he i ni t i al  l i s t  of  t ai l or ed secur i t y 
cont r ol s devel oped dur i ng desi gn as out l i ned by UFC 
4- 010- 06 t o t he end of  t hi s speci f i cat i on such t hat  
t he cont r act or  can compl et e RMF St ep 2.  

* * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * * *

The secur i t y cont r ol s sel ect ed f or  a FRCS ar e i ni t i al l y  devel oped dur i ng 
desi gn,  but  t he f i nal  l i s t  of  secur i t y cont r ol s necessar y t o obt ai n an ATO 
cannot  be det er mi ned wi t hout  consi der i ng t he speci f i c  equi pment  
make/ model / f i r mwar e sel ect ed f or  t hi s cont act .

3. 1. 2. 1   Tai l or  Cont r ol  Syst em Secur i t y Cont r ol s

I n eMASS,  i ni t i at e t he Secur i t y Cont r ol  Sel ect i on Wor kf l ow.   Next ,  t ake 
t he i ni t i al  l i s t  of  secur i t y cont r ol s appended t o t hi s speci f i cat i on and 
compl et e t ai l or i ng t he l i s t  based on speci f i c  equi pment  sel ect ed f or  t hi s 
cont r act  i n accor dance wi t h NI ST SP 800- 82 and NI ST FI PS 201- 2.

3. 1. 2. 2   Secur i t y Assessment  Pl an

I n eMASS,  i ni t i at e t he Secur i t y Assessment  Pl an ( SAP)  Wor kf l ow.   Tr ack 
devel opment  and appr oval  of  t he SAP by t he Gover nment .   Pr ovi de 
i nf or mat i on as necessar y t o compl et e t he SAP.

3. 1. 2. 3   Secur i t y Pl an

I n eMASS,  i ni t i at e t he Secur i t y Pl an ( SP)  Appr oval  Wor kf l ow.   Tr ack t he 
r evi ew of  t he SP by t he Gover nment .

3. 1. 2. 4   Por t s,  Pr ot ocol s,  And Ser vi ces Management  Regi st r at i on For m

Obt ai n a Por t s,  Pr ot ocol s,  and Ser vi ces Management  Regi st r at i on For m f r om 
ht t ps: / / www. wbdg. or g/ f f c/ dod/ uni f i ed- f aci l i t i es- gui de- speci f i cat i ons- uf gs/
uf gs- 25- 08- 11- 00- 20 and f i l l  i t  out  wi t h pr oj ect  speci f i c  i nf or mat i on 
f ol l owi ng DODI  8551. 01.
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3. 1. 2. 5   RMF St ep 2 eMASS Upl oads

Upl oad t he f ol l owi ng ar t i f act s i nt o eMASS:

a.   Cyber secur i t y Ri ser  Di agr ams f r om UFGS 25 05 11 CYBERSECURI TY FOR 
FACI LI TY- RELATED CONTROL SYSTEMS.

b.   Compl et ed Cont r ol  Syst em I nvent or y Repor t  f r om UFGS 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS.

c.   Compl et ed Cyber secur i t y I nt er connect i on Schedul e f r om UFGS 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS.

d.   Por t s,  Pr ot ocol s,  and Ser vi ces Management  Regi st r at i on For m

e.   Cont r ol  Syst em Cyber secur i t y Document at i on f r om UFGS 25 05 11 
CYBERSECURI TY FOR FACI LI TY- RELATED CONTROL SYSTEMS.

3. 1. 2. 6   RMF St ep 2 Checkpoi nt  Meet i ng

At t end t he RMF St ep 2 Checkpoi nt  Meet i ng.

3. 1. 3   RMF St ep 3:   I mpl ement  Cont r ol s

3. 1. 3. 1   Secur i t y Cont r ol  I mpl ement at i on

I n eMASS,  i ni t i at e t he Secur i t y Cont r ol  I mpl ement at i on Wor kf l ow.

3. 1. 3. 2   Secur i t y Test i ng

Execut e t he Secur i t y Assessment  Pl an ( SAP)

3. 1. 3. 3   ACAS Vul ner abi l i t y  Scans

Conduct  ACAS vul ner abi l i t y  scans.   Gener at e summar y and det ai l ed ACAS 
Vul ner abi l i t y  Repor t s i n accor dance wi t h NAVFAC FRCS AA ACAS Scan Pol i cy 
Set t i ngs.

Remedi at e/ Mi t i gat e al l  di scover ed f i ndi ngs,  especi al l y hi gh r i sk pr i or  t o 
RMF St ep 4.

Gener at e and upl oad t he scan summar y and det ai l ed vul ner abi l i t y  l i s t  i nt o 
eMASS as an ar t i f act .

Map ACAS vul ner abi l i t y  f i ndi ngs t o t he most  appr opr i at e CCI  i n t he 
secur i t y cont r ol  basel i ne.   Upl oad ACAS Scan r esul t s as an ar t i f act  t o 
eMASS Asset  manager  at  t he AP/ CCI  Level  and add j ust i f y i ng st at ement s f or  
any non- compl i ance.

3. 1. 3. 4   Secur i t y Cont ent  Aut omat i on Pr ot ocol  ( SCAP)  Repor t

Compl et e t he SCAP XCCDF XML and SCAP Repor t  PDF/ HTML f i l es

3. 1. 3. 5   Secur i t y Techni cal  I mpl ement at i on Gui de Checkl i st s

Appl y t he Secur i t y Techni cal  I mpl ement at i on Gui de Checkl i st s ( STI Gs)  as 
i dent i f i ed i n t he Secur i t y Assessment  Pl an.

Ut i l i ze Secur i t y Cont ent  Aut omat i on Pr ot ocol  ( SCAP)  Scans t o suppl ement  
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t he STI G checkl i st  wher e appl i cabl e.

Map STI G f i ndi ngs t o al l  CCI s i dent i f i ed f or  t hat  par t i cul ar  f i ndi ng 
accor di ng t o t he STI G gui dance.   Ful l y document  t he CKL f i l es.   Ut i l i z i ng 
Asset  Manager  t o i mpor t  t he checkl i st s i nt o eMASS.

3. 1. 3. 6   POA&M

Document  open ( non- compl i ant  r emai ni ng f i ndi ngs i n t he Pl an of  Act i on and 
Mi l est ones ( POA&M)  wi t hi n eMASS ei t her  manual l y or  t hr ough t he use of  
Asset  Manager  i n eMASS.

3. 1. 3. 7   I SSE Checkl i st  ( St ep 3)

Compl et e t he NAVFAC FRCS RMF St ep 3 and 4 I SSE Checkl i st .

3. 1. 3. 8   RMF St ep 3 eMASS Upl oads

Upl oad t he f ol l owi ng ar t i f act s i nt o eMASS:

a.   SCAP benchmar k XCCDF XML and SCAP Repor t  ( ut i l i z i ng Asset  Manager )

b.   Ful l y document ed STI G Checkl i st s ( ut i l i z i ng Asset  Manager )

c.   ACAS Scans/ r epor t s ( ut i l i z i ng Asset  Manager )

d.   I SSE Checkl i st  ( St ep 3)

3. 1. 4   RMF St ep 4:   Val i dat e Cont r ol s

3. 1. 4. 1   Secur i t y Cont r ol  Accessor  -  Val i dat or  ( SCA- V)  Si t e Assessment

Ensur e t he cont r ol  syst em( s)  ar e r eady f or  an assessment .

Schedul e t he Val i dat or  s i t e assessment  coor di nat i ng t he schedul es of  t he 
Val i dat or  and al l  cont r ol  syst em subj ect  mat t er  exper t s.

Ensur e suppl i er / i nst al l er  and ot her  cont r ol  syst em subj ect  mat t er  exper t s 
ar e avai l abl e at  t he di scr et i on of  t he val i dat or  t o suppor t  t he assessment .

3. 1. 4. 2   Secur i t y Assessment  Wor kf l ow

Re- i ni t i at e t he Secur i t y Assessment  Pl an Wor kf l ow i n eMASS.

Submi t  al l  secur i t y cont r ol s i n eMASS f or  Val i dat or  r evi ew.

3. 1. 4. 3   I SSE Checkl i st  ( St ep 4)

Updat e pr evi ousl y submi t t ed NAVFAC FRCS RMF St ep 3 and 4 I SSE Checkl i st  
and upl oad i t  i nt o eMASS.

3. 1. 4. 4   Val i dat i on Fi ndi ngs

Remedi at e/ mi t i gat e Val i dat or  f i ndi ngs and updat e t he Secur i t y Assessment  
Repor t  ( SAR)  and POA&M accor di ngl y.

        - -  End of  Sect i on - -
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