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Problems

NAFAC

* Funding for protection measures is often not
budgeted during project planning

* Security is often considered late in design

* Adding protection measures to completed
facilities is difficult and expensive

* Security is often not geared to specific threat

- Existing security is geared to mission assets,
not always effective for terrorist targets
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SECURITY ENGINEERING UFC SERIES

NAFAC

« SECURITY ENGINEERING UFC SERIES. Unified Facilities
Criteria documents that cover minimum standards, planning,
preliminary design, and detailed design for security and
antiterrorism. The manuals in this series are designed to be
used sequentially by a diverse audience to facilitate
development of projects throughout the planning and design
cycle.

» The manuals in this series include the following:
U DoD Minimum Antiterrorism Standards for Buildings.
U Security Engineering Facilities Planning Manual.
QO Security Engineering Facilities Design Manual.
QO Security Engineering Support Manuals.
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SECURITY ENGINEERING UFC SERIES
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Project Development

» Project Planning: incorporate AT and Physical Security

requirements and their associated costs into the project scope and

budget.

* Work with our clients to:
» Determine Asset to be protected

» Define building occupancy (low occupancy/inhabited building)

» ldentify site constraints

» Validate Design Basis Threat (DBT) as determined by Installation or

Regional AT/Security Personnel
» Determine appropriate level of protection

« MUST BE DONE DURING PROJECT PLANNING

UNCLASSIFED: The DoD Facilities Planning Manual
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UFC 4-020-01, SECURITY ENGINNEERING
FACILITIES PLANNING MANUAL e

* Purpose:

»>To provide a unified risk based approach to
support planning of projects that include
requirements for security and antiterrorism
protective measures.

* Lead Agency: Army Corps of Engineers
»Point of contact: Curt Betts

* Current Document Status:
»Published September 2008
»Under Major Revision

UNIFIED FACILITIES CRITERIA (UFC)

UFC 4.020.00
11 Septoniber 2008

Protective Design Center

DISTRIBUTION STATEMENT A: Approved fer Public Release:
Distril i

DoD Security Engineering
Facilities Planning Manual

tribution s unlimited.
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UFC 4-020-01, SECURITY ENGINNEEING
FACILITIES PLANNING MANUAL e

+ Chap1 INTRODUCTION

* Chap2 AGGRESSOR THREAT AND TACTICS

*« Chap 3 DESIGN CRITERIA DEVELOPMENT

+ Chap4 DESIGN STRATEGIES

* Chap5 MASTER PLANNING CONSIDERATIONS
« Chap6 PROJECT COST DEVELOPMENT

* GLOSSARY
+ APPENDIX A
+ APPENDIX B

* APPENDIX C

« APPENDIX D

+ APPENDIX E

NEW CONSTRUCTION COST TABLES

RETROFIT CONSTRUCTION COST
TABLES

CONSOLIDATED CONSTRCUTION
COMPONENT TABLES

EXPEDITIONARY CONSTRUCTION
COSTS

BLANK WORKSHEETS

UFC 402001
11 September 2008

UNIFIED FACILITIES CRITERIA (UFC)

DoD Security Engineering
Facilities Planning Manual

MSTRIBUTION STATEMENT A: Approved for Public Release:
Distribution is unlimited
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CHAPTER 1 INTRODUCTION

NAFAC

* PURPOSE: The purpose of this UFC is to support planning of
projects that include requirements for security and antiterrorism.

« APPLICABILITY: New construction, existing construction or
expeditionary and temporary construction.

« INTENDED USERS: Engineering planners responsible for project
development and planning teams responsible for developing
design criteria for projects.

* The goal is to develop appropriate, effective, unobtrusive, and
economical protective designs to a level appropriate for project
programming and to provide commanders with the information
they need to allocate resources.
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CHAPTER 1 INTRODUCTION
PLANNING TEAM

* The planning team
» Facility User
> Antiterrorism Officer
> Intelligence
> Operations
» Security Officer
> Logistics
» Engineering
» Resource Management
» Others as required
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CHAPTER 1 INTRODUCTION
PLANNING TEAM

NAFAC

* The planning team must:
» Understand related DoD/Service policy/regulations
» Understand the objectives of the system

» Understand the facility and user’s operational
requirements and limitations.

» Understand the security force’s capabilities
» Determine the Design Basis Threat

» Determine the Level of Protection

» Budget for protection measures

CHAPTER 1 INTRODUCTION
OTHER REQUIRMENTS e

* INTEGRATING OTHER REQUIRMENTS:

> Security Regqulations: DoD and Service policy and regulations
establish baseline requirements for protective measures

> Explosive Safety: Explosive safety regulations may require high level
of protection than required by security criteria

» Other DoD Standards: DoD Minimum Standards for Buildings,
COCOM OP ORDS

» Historic Preservation: Implementation of security and antiterrorism
protective measures cannot supersede the obligation to protect
cultural resources

» Sustainable Design: Security and antiterrorism protective measures
may pose challenges for sustainable design, but the two are not
mutually exclusive.

» Other Facility Requirements: Life Safety, seismic criteria, barrier-free
access, and aesthetics may conflict with objectives of protective
systems. Planning team must be aware of conflicts and set
priorities.

11
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CHAPTER 2 — AGGRESSOR THREATS AND TACTIC

NAFAC

* AGGRESSORS: Aggressors are people who perform hostile acts
against assets such as equipment, personnel, and operations.

* AGGRESSOR OBJECTIVES: There are four major aggressor
objectives that describe aggressor behavior. Aggressors may use the
first three objectives to accomplish the fourth. The four aggressor
objectives include:

» Inflicting injury or death on people

» Destroying or damaging facilities, property, equipment, or resources
» Stealing equipment, materiel, or information

» Creating adverse publicity

* AGGRESSOR CATEGORIES: There are four broad categories of

aggressors considered in the planning manual:
» Criminals
» Protesters
» Terrorists
» Subversives

12
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CHAPTER 2 — AGGRESSOR THREATS AND TACTIC

NAFAC

« AGGRESSOR TACTICS: Aggressors have historically employed a wide range
of offensive strategies reflecting their capabilities and objectives. The security
engineering series categorize these offensive strategies into 13 tactics that are
specific methods of achieving aggressor goals.

» Moving Vehicle Bomb Tactic

Stationary Vehicle Bomb Tactic

Hand Delivered Device Tactic

Indirect Fire Weapons Tactic

Direct Fire Weapons Tactic

Forced Entry Tactic

Covert Entry Tactic

Visual Surveillance Tactic

Acoustic Eavesdropping Tactic

Electronic Emanations Eavesdropping Tactic

Airborne Contamination Tactic

Waterborne Contamination Tactic

Waterfront Attacks

YVV VY VY VYV VYV VY

13
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CHAPTER 2 — AGGRESSOR THREATS AND TACTIC

NAFAC

* TOOLS, WEAPONS, EXPLOSIVES, AND AGENTS. Aggressors use various tools,
weapons, explosives, and agents to attain their objectives. The tools, weapons,
explosives, and agents included discussed throughout the security engineering
series of UFCs represent those that can be reasonably expected in the near future.

» Specific tools, weapons, explosives, and agents associated with each tactic are identified in
chapter 3 of this UFC. General descriptions of these tools, weapons, explosives, and agents
are provided in chapter 2.

O Tools. Tools are used to breach protective construction components or barriers and
include:

o Forced Entry Tools

Vehicles

Watercraft

Surveillance Tools

False Credentials

Weapons

Explosives

Chemical, Biological, and Radiological Agents

O O O 0 o O o©o
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CHAPTER 3 — DESIGN CRITERIA DEVELOPMENT

NAFAC

» Chapter 3 provides a procedure to develop security engineering
design criteria for facilities. The procedure:
» Captures and applies inputs of the Planning Team.
> ldentifies assets and considers their value to the users
» Evaluates the Likelihood aggressors will target them.
> Evaluates preliminary design criteria using a risk/cost analysis.

* The Planning Team may adjust the preliminary design criteria to
reflect the risk analysis or the funding required to implement the
design criteria.

* The Planning Team may also adjust the criteria as necessary
according to the professional judgments of the members of the team
based on local and regional considerations.

* The resulting design criteria will be the basis for planning and
preliminary design. It may be further adjusted during the design
process based on the more detailed risk analysis process in UFC 4-
020-02, Security Engineering Facility Design Manual (DRAFT).
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CHAPTER 3 — DESIGN CRITERIA DEVELOPMENT

Tools, weapons,
explosives, and
agents

DESIGN
CRITERIA

{May also be based on
Identified Vulnerabilities)

16 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

Risk Level and Acceptability

* With Regard to the Planning Manual
> Risk is relative

» Used to compare alternatives
» May be used for rudimentary benefit/cost analysis

» Refined in UFC 4-020-02, Securlty Engineering Design
Manual (Draft) :

Risk = A’ X TLH X (1 ‘PE)
A, = Asset value rating
T, =highest threat likelihood
Pg= effective protection factor
1-P¢ reflects “vulnerability”

17
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Design Criteria Considerations

* Risk management
» Cost
» Relative risk increase or reduction
» Other criteria
» Combatant Command “Standards”
» DoD/Service regulatory requirements
» Others such as seismic, wind, and building codes
* Priorities
* Integration

18 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

The Road Ahead

If you don’t know where

you're going, any road

will get you there
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The Problem

#ho S\
e &, s%e‘ ’fé} &‘
° ‘,,;‘e‘\ 2 Ay

W & §
Whﬁtj,gvelof Protection Shouig bgP(dee‘T?" ¥
J’V

\! e
Uy w&\\"‘\“‘ P

\%\“%s 4 it <
ge ”’%‘} %

Where Do You Start?

\ss%\"&‘é

20

UNCLASSIFED: The DoD Facilities Planning Manual September 2019

Background

- ARMY TM 5-853-1/AFMAN 32-1071, Vol. 1 (Project Development)

« CARVER

» Criticality/Accessibility/Recuperability/Vulnerability/Effect on
Population/Recognizability

- DSHARPP

» Demographics/Symbolism/History/Accessibility/Recognizability/
Population/Proximity

« MSHARPP
»Mission/Symbolism/History/Accessibility/Recognizability/
Population/Proximity

* NFESC QRAVA

»Quantitative Risk Analysis and Vulnerability Assessment
* JAT Guide (Joint Antiterrorism)
* Others

21
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The Design Criteria Development Procedure

Major Steps

- Step 1:
* Step 2:
* Step 3:
- Step 4:
- Step 5:
« Step 6:
» Step 7:
- Step 8:
» Step 9:

Convene the planning team
Identify assets

Determine asset value
Determine aggressor likelihoods

Consolidate into initial design basis threat
Determine Initial Levels of Protection
Determine planning risk level

Assess acceptability of risk levels

» Step 10: Identify user constraints

Identify likely tactics and threat severity levels

22
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The Design Criteria Development Procedure
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The Design Criteria Development Procedure
(Steps 1-4)

NAYFAC
o CONVENE THE
e E PLANNING TEAM
g DETERMINE FACILITY E DETERMINE
A - E R (TABLE 3-1) == I‘J?EGLIRE?H.%%RS
";T-, = DETERMINE DEFALLT CONTINUE
=, *1 ASSETS
(TABLE 3-2)
;’ DETERMINE ASSET
i) VALUE
@ | (FOREACH ASSET)
* Indicates value to be entered onto applicable v
worksheet ASSET VALUE RATING
*2 FACTORS
(TABLES 3-3 TO 3.8)
1. Design Criteria Summary Worksheet #
2. Asset Value/Aggressor Likelihood Worksheet % 5 | SUMRATING FACTORS
3. Tactic, Threat Severity, and Level of Protection l
Worksheet
DETERMINE ASSET
i i %12 VALUE RATING
4. Risk Level Calculation Worksheet ’
5. Building Cost and Risk Evaluation Worksheet
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(Ste PS 4'8) NAFAC
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- —-— (TABLE 3-25)
! !
SUM LIKELIHOOD | 4. 55}‘:@%%’#@%
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Worksheet . [ DETERMINE NITIAL |,
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Protection Worksheet
4. Risk Level Calculation Worksheet
5. Building Cost and Risk Evaluation
Worksheet
IGNORE AGGRESSOR
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The Design Criteria Development Procedure
(Steps 8-10)

* Indicates value to be entered onto
applicable worksheet

-

. Design Criteria Summary Worksheet

2. Asset Value/Aggressor Likelihood
Worksheet

3. Tactic, Threat Severity, and Level of
Protection Worksheet

4. Risk Level Calculation Worksheet

5. Building Cost and Risk Evaluation
Worksheet

STEPS

DETERMINE PLANNING -
RISK LEVEL

}

DETERMINE TREAT

% g EFFECTIVENESS
RATING

(Te) (TABLE 3-29)

SELECT INITIAL
« 4 |PROTECTION FACTORS
4 FOR TARGET LOP
(P} (TABLE 3.30)

'

AVERAGE P, WITHIN
TACTIC GROUPS

Piavay

s

ADJUST INITIAL
PROTECTION FACTORS
*4 BASED ON Teyy
(EQUATION 3-2)

'

GALGULATE RISK
* 4 LEVELS
(EQUATION 3-2)

.

ASSESS
ACCEPTABILITY OF
RISK LEVELS

STEPY

[
¥

EVALUATE GOST OF
* 5 | PROTECTIVE SYSTEM
(CHAPTER 6)

REVISE LEVEL OF

*
PROTECTION 3,4,5

\TE DESIGN

INCORPORA’
REQUIREMENTS INTO
PLANNING DOCUMENTS

STEP 10

NO

IDENTIFY USER
CONSTRAINTS

E RISK Al
COsT

ACCEPTABLE?

NO

INITIAL

ARISK
ACOST
~ACCEPTABLE?

RISK BASED ON
INITIAL OR
MODIFIED LOP?

MODIFIED

EVALUATE A RISK

*
ACOST 5
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The Design Criteria Development Procedure
NATFAC
e e - -| g | =
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pres— coTees = PLANNING TEAM
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g : DETERMIME FACILITY
i | IDENTIFY ASSETS TYPE
A (TABLE 3-1)
.
DETERMINE DEFAULT
=l T
(TABLE 3-2) -
Il
) !
CONTINUE
* Indicates value to be entered onto
applicable worksheet
1. Design Criteria Summary Worksheet
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STEP 1 — CONVENE THE PLANNING TEAM

* First Step of the process of developing design criteria is
to convene the “Planning Team”.

Master Planning *

Communications Historic

Preservation

Intelligence * o
Logistics
User *

Operations * Security *

t’ Antiterrorism

Engineering™ Officer (ATO)*

Life Safety*

* Minimum

28 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

STEP 2 — IDENTIFY ASSETS

« STEP 2: IDENTIFY ASSETS. Identify assets that are be
protected from compromise.

» The design criteria developed in this chapter relate primarily
to assets associated with facilities

> Protecting individual assets is generally more cost effective
than protecting an entire facility.

» Buildings should only be considered assets if they are the
likely direct target of aggression, as in vandalism or where the
buildings have some special significance such as a highly
symbolic or historic structure.

> Determining the assets to be protected is the first step in
establishing any protective system.
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Table 3-1 Common Facility Types

Tahle 3-1. Common Faeility Types

Baseline Building Farility Tipe Examples
Categony
drmrustratree and Headqarters and Uperticns Faciliies EBrizade, Dattalre, Conparty
et Table 3-1. Common Facility Typ
Baseline Building Farility Type Exagles
Catezory
A dmmnstratnee and Headmarters and Cperations Facilties Brizade, Battabon, Conpary
Comnomity Suppat and Other Admirustratnee Facilties Headquarters
Buldings * Arfield Operatioms Facilhy
Avahon Untt Operations Facaldy
Field Opertions Facilty

Ship Dperations Facilty

Emergency Cperatrms Facilthy

Fire [Police Stafin

Hatonal Guard M Eeserve Certers
Cargo Handling Office
Dispateh Baldins
Conrtroom
conpa Creneral Sdmmudradnee Facildy
P 15 Schools and Education Facilties Education Cerder
Hemsme ™ — T
Tnacconpamed COficers [ Enlisted
Parsomel Housing
Family Housing Faruly Housing Farly Housing Tngts
Diiming Facilites Dining Facilities Dining Facilites
EMCIE
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Table 3-2 Default Assets

Facility Type

Assel Category
I

[~

b

People (mission critical and general

po

ion devices

wnal ¢lething and individual

s, boats. and other watercraft
towed weapons systems & components

Hepair parts at mstallation supply and

warchouses, & troop Issue facilities
direct support units

Arms, ammunition, and explosives
Subsistence items at commissaries,

(AARE)
Communications'electronics test,

Vehicles and camage mounted or
Controlled medical substances

and too kits and nyj

Shiy
equipment

E
E
-]
g
g
2
g

construction mite

rastructure & industrial

cumency or negotiable mstruments

equipmen

Headguarters and Operations Facilities

Other Administrative Facilities

<< Controlled eryptographic items
| S| Sensitive information
&) & Activities and operations

Unaccompaned Personnel Howsing

RIRYAY
4

Dhrnung Facilities

Family Housing

Hespitals

Medical Clinics

Schools and Education Facilities

=3

Religious Faciliti

Community Facilities

Commissaries and Exchanges

Orher Retail Facilities

Recreational Facilities

Alert Systems, Forces, and Facilities

SENENENENENENEY ENENEN R ENENEN

Lq4EN oo o] oo o] & o) | Miscellaneous pilferable assets and

e e
| Motor Pools

TATCralt PaTRing

Ship or Boat Berths

AR RN Y

Arms, Ammunition, and Explosives
Storage

R R A S R R Y
NEEERER
A LS ANANESENAN

Petroleum, Onls, and Lubricants Storage

Research and Development Facilities

SN RSN EENRN RN RN

Warchouses

AV RS RS AR NEN AN
AN [NISAAY

A
4
RN

LUtilities and Substations

R RN N RN N RN N SN RN SRR SR NENE AR

UNCLASSIFED: The DoD Facilities Planning Manual

September 2019




ty Type

Facil

September 2019

September 2019

© suopemdo pue sa RNy

= UOTEULINUT 24T EUES

=

=5 st amder@oydin paronuos

quaurdmba
TELFSPUT 29 SINONTSEUL ATl

3

= STURAUHLIETT 2[qenoSeu Jo Aoueamd
P gjasse a1qesald $noateE s

= 530143p JAQIEIGE P 530143
Bumrer “uamdmba peretaopny

e TELIJEUT OIS0
pue sarddre BunmomzEn sanme.]

symin poddns panmp
pue Arddne vorpermes e smed medayg

sappeey anssn] doox) 3 ‘sasnovpres
“5ITeEETUINIOD [ $TI2]T 20 TREEgNG

quatrdmba

TENpIAIIUT pire U0 [EUOTEZERIg
£a01A3p UOBIA ST pUE 30 [00) pue
| pedmbo ongoudern @ uammmnseur |
“J59) § TROT08[3,/5 TR0 FYED FUHIIT0 )

Asget Category

4} S00IME N [RATHATIT PATIOIUI0 Y

Asset Category

Facility Type
Headguarters and Operations Facilities
Other Administrative Facilities
Unaccompanied Personnel Housing
Schools and Education Facilities

Feligious Facilities

Dining Facilities

Farnily Housing

Community Facilities
Comrmizsaries and Exchanges
Other Retail Facilities

Hospitals
Iuledical Clinics
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Petrolenrn, Oils, and Lubricants Storage
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Storage

Recreational Facilities
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Design Criteria Summary Worksheet

NAFAC
DESIGN CRITERIA SUMMARY WORKSHEET,
Frsject o Bukding \ 1 St o P ool Analyst F’Iar‘lning Team [5'..-. Today
Tactics
lﬂ!‘-dﬂ?\(“mh Weag 3 Koy Thetlen Emees g .ml‘lu-: xnm
2. | & | i :
g £ 8 =
HE- S R s | F |3 &
Asscits # = E = 4 = EL’ o é
w| ® = B z ¥ §| & F: a8 |2&| & .
B | F| 2| 5|5 | 5|25 |25 ¢| £|¢8
Elg| s[5 |3 |3 |F|E[2)|3|0|85)5|2)3
S = L o L o L L o L D L D L o L o L o L o i 8 o L -1 L
; E » o B o B o L o » o = o » o B o B o » o » o » o » o
- < T » T » T » T » T » T » T » T » T » T » T » T » T »
Tactical Vehicles | D
DBT = Design Basis Theeat severity level LOP = Level of Protecticn
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Asset Value/Aggressor Likelihood Worksheet
NAFAC
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
Project or Bualdimg Asset = P Analyst .
Tactical Vehicles Planning Team
Motor Pool Asset Category D Date Today
Likelihood Ratng Factors ¢
E i = 2 e e - - g E i .
-] =| % |8 2 3 E . e gl=| § =
£ 3 2 |- 1|~ s | z|i kS = 2
PHEHAHMHE SHHIRLL B ERE
< Bl || B2 % Sl 212 |Eleg 2| E| 5| = 2|3
A EIELT BRI HE HAHEHEIEHIE RN B
E.‘Sz“n.:‘::!u'gg 2 E,—’E§-§'=g§ﬁ?‘!??£
ElZ[12]| 3| awenmn |3 |22l e138 2|32 E| 2| 2| 2|8 5| 2
General Population m|l>=l| < = <|l< |8 ||| J|<F| F|Z|S|O| < w pc
| | l Unsophisticated
Crminals
Critical Infrastrachure and Soplisticated
%Illm‘mdmvm Crinunals
Organized Crigunal
'
Senutive Information Vo
Extrenust
All Orther Assets P
Domestic
| | [ | Terronists
Notes International
Tem e
State Sponsored
Terronsts
Saboteurs
Foreign Intellgence
i
1. Pepulation Type applies to General Population oaly 4. Factors that should be same for all aggressors for given asset
2. Sum of Value Ratings + 10h5euwu\1hrmumlsh0m;lwpuhm 5. Apples to all aggressors other than temronsts
20 for Critical Inf 25 for all other assets 6. Applies to Terronsts only
3G for mission related Pfor hmnhwd ul!-lfolnnmllnml.lm‘l al 7. Sum of Licelihood Ratings = 180
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STEP 3 - DETERMINE ASSET VALUE

« STEP 3: DETERMINE ASSET VALUE (Av).

> Asset value refers to the value of an asset to its user.

> It is a reflection of the consequence of having the
asset compromised by an aggressor.

> The asset value helps the Planning Team to
determine the level of protection that is warranted for
the asset.

36 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

The Design Criteria Development Procedure

DETERMINE ASSET VALUE (Av)

E DETERMINE ASSET
i VALLE
| [FOREACH ASSET)
ASSET VALUE RATING
Indicates value to be entered onto (TABLES 3-3 TO 3-8)
applicable worksheet
. Design Criteria Summary Worksheet ¢
2. Asset Value/Aggressor Likelihood . SUM RATING EACTORS
.2 Worksheet 2
Y~ 3. Tactic, Threat Severity, and Level of
Protection Worksheet v
4. Risk Level Calculation Worksheet DETERMINE ASSET
. 2 WALUE RATING
5. Building Cost and Risk Evaluation L (1]
Worksheet

.
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Value Rating Factors

* Criticality To The User / Population Type
* Impact On National Defense

* Replaceability

* Political Sensitivity

* Relative Value To User

38
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Value Rating Factors

Table 3-3. “alue Rating Factar Applicahility

Value Rating Factor
B | £
& . &2
2| £ 5
obE | 2| 8|3
28| 8 2|2 |5
o = &| B £ |5
hsset Categary e 2 R £ | £ | £ i
ol W ol I I -
eneral Population v v v
Crtical Irdrastructure and > i ¥ o+
Cperations and Actrities
Sensitive [nformation v
&1 Other Assets
(including Ilission Critical |+ v v v v
Fersonmel)
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Value Rating Factors

(Input onto Asset Value/Aggressor Likelihood Worksheet)

NAFAC
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
Progect or Building Asset " A Analyst .
Tactical Vehicles Planning Team
Asset Category Date
Motor Pool negory D Today
Likelihood Ratmg Factors ¢
- e - £ - _'E' % ‘:
= ® & £ £ « B 2|5 € ; -
= N 3= 2 s | §|E Z| 2| E g 2
Z = 1=|l-l1E|3 “ . 2l g |2 AR & -
# 21222 < elzl-|ZI2 | Eles 2|25 8| %
£ 2d 253 ]3 £ Zl2|2lElzE <58 3|S5 2]<] 2| B
cleEAS 5188 HEINEB L HEHEB I
3 Ay 3 - Elod |27 -
Geaeral Popelation gl dz|2 = |3 G2 s|BlzhE|25 2|25 &|5] 2| =2
| | | Unsophisticated
Cruminaly
Critical Infrastructure and Sophisticated
%F‘md.&mm Crmanal
Organized Criminal
Orovps
Sensitive Information Moo
All Other Assets e
Protesters
L1 s
Terrorists
Notes: International
Te: 1
State Sponsored
Temronsts
Saboteurs
Foreign Intelbgence
Services
1. Population Type applies to General Population caly 4. Factors that should be same for all aggressors for given asset
2. Sum of Value Ratings + 10 for Sensitive Information 15 for General Population: 5. Apphes to all aggressors other than tervonsts
20 for Critical Infrastructure and Operations and Activities; 25 for all other assets 6. Applies to Terronists caly
3. G for mission related goal P fuMﬂhld Eoal, M for monetary related goal 7. Sum of Likelihood Ratings < 180
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NAFAC

» Assess each applicable factor for each asset

 Select value rating (Varies for each factor)
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Criticality to User and Population Type
Table 3-4

NATFAC
* General population:
» Military personnel Lesser
> DoD civilians and contractors “Value”
» Dependents and other civilians
Greater
“Value”
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Criticality to User and Population Type
Table 3-4

NAFAC

* Critical infrastructure
> Degradation or failure of specific functions
» Degradation of overall mission
 All other assets:
» Delay in operations
» Impact on output, production, of service
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Criticality to User and Population Type
Table 3-4

Table 3-4. Criticality to User/ Mission Impact’ Population Type

Lugaet Population Type, Degradation Installation Ilissior, or Irgact of gﬂague
Catezory Lzset’s Loss or Acotrvily’s Corproraise on User’s Ilssion Facirl;%
Ceneral Population is primanly ralitary personmel 1
Populatinn Fopulation is privnarily DoD) crvilians and contractors ]
Population is primanly dependents and other crnlians ]
Lass would degrade or canse falure of specitic fanctions, but have no 1
gffact om the installafion-wide mission or missions of DoD facilities off
installations
Loss would canse faihue of specific functions and minimally degrade 4
Critical the installabon-wide misfion or rogsions of DoD facilities off
Ir?:;cstmctme insiatnbions
Lass would canse fabure of specific fanctions and moderately degrade 4
the insfallafion-wide mizsion or wisgions of DoD facilities off
installations
Loss wold canse msfallafion-wide mizsion failure or failure of 5
rnissions of Dol facihities off metall-tions
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Criticality to User and Population Type
Table 3-4
Lzzet’s loss or operation’s factmity s corproruse wold have no 1]
411 Other significant gffect on operafions, oufpud, produciion, or service
Assets (except o b s o operation’s factmity’s corprormse would result in 1
forsensiing halfing operafions within I mongh or would resulf in a 10% curfailment
nformatinn) in output, production, or service
(incldin Lyzzet’s lozs or operation’s factmity’s corprorse would result in 2
g haifing operaiions within 2 weeks or would resuli in g 23% curigilment
i In output, production, or service
critical Lizzet’s loss or operation’s factvity™s coraprorse would result in 3
pemnrqw], haliing operaiions within I week or would resulf in a J0% curiailment
Dﬁ?-"‘?ﬁ”“ﬂjgd in output, production, o service
:Jr:it?;ﬂlles’ Lizzet’s lozs or operation’s factmity’s cornprotndse mu&d wsultin
rdnstrial haliing operaiions within I day or would resulf in a 73% curiailment in
eI raent)
Shmction without if
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Criticality to User and Population Type
Asset Value/Aggressor Likelihood Worksheet

_
ASSET VALUE/AGGRESSOR LIKELTHOOD WORKSHEET
Progect or Bulding Asset = ? Analyst .
Tactical Vehicles Planning Team
Motor Pool Rovet Category D Dove Today
Value Fatng Factors — Tikelibood Factors -
= > . | -
5k ¥ ¢ s |2 o |&| § 2.
el | £(gl= |2 7|~ 1B 2 |2 (8 E|E|E 3| B
FEERE IR RN B g £z | g2 AEE g | 2
R FE LR EHIE EE A R L T I L 23
THEI| Bl E2Hz |2z HEEIFEIEI Bl BRI Y = :
SE|EX| 2| E (2] 5 # 2| €% e|BlZg SIS S| elsl =] &1 5 =
[ FE| 5| aeee |F|F|E|Z(2|513 851272 2(2\2|23] 5|2
General Population 2|=|l£]| < El2|2|z|&|l2|2Q 2|2 E|E|&|&|2] & p |
| | | Unsophisticated
Crimmnals
Critscal Infrastructure and Soplusticated
ations and Activities Cruminals
Organized Crimnal
Groups
Senutive Information v 5
All Otther Assets S
al 1] | P
Temorsts
Notes: International
Temonists
State Sponsored
Temonists
Saboteurs
Foreign lotellgence
Services
1. Population Type applhies o General caly 4. Factors that should be same for all aggressors for given asset
2. Sum of Value Ratings = 10 for Sensstive Information 15 for General Population; 5. Applies to all aggressors other than temonists
20 for Critical Infrastroctuze and and Activities; 25 for all other assets 6. Applies to Temmonsts only
3. G for aussion related goal. P for pubbicaty selated goal M for monetary related goal 7._Sum of Licehhood Ratings - 180
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Impact on National Defense
Table 3-5

NATFAC
Loss, destruction, or misuse of the asset or
operation’s / activity’s compromise could:
* have insignificant impact on the United States or a Lesser
region “Value”
 have significant mission impact on a regional level
 compromise the defense infrastructure of the United
States
* impact the tactical capability of the United States
* be expected to harm the operational capability of the
United States
* result in great harm to the strategic capability of the
United States
Greater
O Value Ratings - 0 through 5 “Value”
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Asset Replacement

Table 3-6

NATAC
Lesser
« Mission critical personnel “Value” ., other assets
> Immediately available » In less than 24 hours
» Transferred from other local > In 24 to 72 hours
units » In 72 hours to 1 week
» Transferred from other units > In 1 week to 1 month
elsewhere > In1to 6 months
> Would have to be trained > Nore than 6 months
over extended period
» So critical that replacement O Value Ratings - 0 through 5

isn’t realistic QGreater
“Value”

U Value Ratings -1 through 5
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Perceived Political Sensitivity

Table 3-7

Negligible: No media attention

Minimal: Local media

Moderate: National media

High: International media

O Value Ratings - 0/1/3/5

Lesser
“Value”

Qreater
“Value”
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Relative Value to User

Table 3-8 e
- Mission critical personnel ‘}\;:siser,, - General population
alue

U <5 o0r10% of people a <1

needed for mission O 11 to 49
U 6 to 10 or 25% of people O 50 to 100

needed

Q 101 to 500

U 11 to 49 or 50% of people
Q 50 to 100 or 75% of Q >1000

people needed QO Value Ratings - 0 through 5
Q >100 or 90% of people Greater

needed “Value”

U Value Ratings -1 through 5
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Relative Value to User

Table 3-8 e
* Aircraft
. .re Lesser

» Cargo, refueling, or utility type < company “Value”

or squadron strength
» Cargo, refueling, or utility type > company

or squadron strength
» Tactical or attack type < company or

squadron strength
» Tactical or attack type > company or

squadron strength Greater
> Strategic aircraft “Value”

O Value Ratings -1 through 5
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Relative Value to User
Table 3-8

NAYFAC
» Watercraft
Lesser
» Others “Value”
> Patrol coastal, MSC strategic sealift (reduced
operational status)
» Surface combatants, other amphibious, auxiliary,
MSC, strategic sealift, ammunition ships, mine
warfare
> Aircraft carriers, large deck amphibious, other
submarines
> SSBN and Sea Based X-band Radar (SBX)
Greater
“Value”

U Value Ratings -1 through 5

52

UNCLASSIFED: The DoD Facilities Planning Manual

September 2019

Relative Value to User

Table 3-8
Number Tactical vehicles or Carriage mounted or
critical maintenance |towed weapons
or support vehicles systems
<20 No No
<20 Yes No
<20 Yes Yes
> 20 No No
> 20 Yes No
> 20 Yes Yes

U Value Ratings -1 through 5
(There are two 3’s)

Lesser
“Value”

Qreater
“Value”
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Relative Value to User

Table 3-8 s
* Petroleum, oils, and lubricants “LVesiser” * Arms, ammunition, and
alue

O <190,000 liters (50,000
gallons)

Q > 190,000 I. (50,000 gal.) & <
570,000 I. (150,000 gal.)

Q > 570,000 I. (150,000 gal.) & <
1,900,000 I. (500,000 gal.

Q >1,900,000 1. (500,000 gal.) &
3,800,000 1. (1,000,000 gal.)

<
Q > 3,800,000 I. (1,000,000 gal.)

Qreater
“Value”

explosives
U Uncategorized
U Category IV
U Category il
O Category li
U Category |

U Value Ratings -1 through 5
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Relative Value to User
Table 3-8

NATFAC
» Controlled substances and medically sensitive Lesser
items “Value”
» Non-sensitive pharmaceuticals and medical items
» Sensitive pharmaceuticals and medical items in
pharmacies, wards, clinics, or RTD&E facilities
> Sensitive pharmaceuticals and medical items in bulk
storage facilities
» Controlled substances in pharmacies, wards, clinics,
or RTD&E facilities
> Controlled substances in bulk storage facilities Ci;elater
“Value”

O Value Ratings -1 through 5
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Relative Value to User
Table 3-8

NAFAC

Asset Replacement Costs

Individual Assets Inventories of Assets
Lesser

< $2500 < $100,000 “Value”

> $2500 & < $10,000 > $100,000 & < $250,000

> $10,000 & < $25,000 > $250,000 & < $500,000

> $25,000 & < $50,000 > $500,000 & < $1,000,000

> $50,000 & < $100,000 > $1,000,000 & < $2.000,000

> $100,000 > $2,000,000 Greater
“Value”

U Value Ratings -0 through 5
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Relative Value to User

Table 3-8

NAFAC

» Controlled Cryptographic Items

Equipment processes: >

> Unclassified and non-sensitive

information (0)

» Unclassified, but sensitive (i.e.
FOUO) information (1)

Confidential information (2)
Secret information (3)

Top Secret information (4)
Secure Compartmented

YV V V VYV

information (5)

YV VYV 'V

U Value Ratings -0 through 5

» Sensitive Information

Unclassified, but sensitive
(i.e. FOUO) information (5)

Confidential information
(7.5)

Secret information (8.5)
Top Secret information
(9.5)

Secure Compartmented
information (10)

U Value Ratings -5 through 10
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Asset Value Rating (A,)

Asset Value Rating

= Sum of Value Rating

Indicates value to be entered onto applicable worksheet

- . = | DETERMINE ASSET
Factors ~ f VALLIEASSE
agn . . FOR EACH ASSET)
« 10 for sensitive information “ 1
15 for general population ¢
+ 20 for critical infrastructure  _|| ASSET VALUE RATING
. g 2 FACTORS
and activities and (TABLES 3-3TO 3-8)
operations .

v

« 25 for all others
5 | SUM RATING FACTORS

. Design Criteria Summary Worksheet l

. Asset Value/Aggressor Likelihood Worksheet DETERMINE ASSET
*1,2 WYALLE RATING

. Tactic, Threat Severity, and Level of Protection Worksheet (A

. Risk Level Calculation Worksheet l

. Building Cost and Risk Evaluation Worksheet
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Asset Value Rating (A,) Documentation
Asset Value/Aggressor Likelihood Worksheet
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
Pr or Ass s A = .
YOIy “ Tactical Vehicles =¥ Planning Team
Motor Pool Asiet Category D Date Today
Factors Likelihood Ratmg Factors ¢
5 i e le - £ s | & % i _
S NEIFRE £l k- | |E glZz] 2
FAHEA M HE 2. EHHIARHLEIRERE
= glale 12| 2]12|2 slEl&lz|- |2|12.|Elxa 2| 2| 5|4 8| <
= AELLE F L KR =|l=|Z|E| 2| B[ <38 5|5 8]] 2 g
o LU AL ] 8 AEHEIHE S HICFEHHEH B
P S|2[12| 2| A== |2|2|Z|Z|c|8(2HE|25E(2|8|8|25) 5| 4
‘ | Unsophisticated
Crnunals
Catical Infrastructure and Sophisticated
tions and Activities Crimipals
| Organized Crinunal
Groups
Sensitive Information Aoty
Extrenust
Protesters
4] 4]4]3]a]19]7 o
- 1
19/25 = .76
Foreign Intelligence
Services
1. Population Type apphes to General Population caly 4. Factors that should be same for all aggressors for miven asset
2. Sum of Value Ratings = 10 for Sensitive Information 15 for General Population; 5. Applies to all aggressors other than temorists
20 for Critical and Op and A ; 25 for all other assets 6. Applies to Temonists caly
3. G for mission related goal. P for publicity related goal. M for monetary related 7. Sum of Likelhood + 180
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Design Criteria Summary Worksheet

Input Asset Value Rating S
DESIGN CRITERIA SUMMARY WORKSHEET
Proy or Buikding Analy . Doate
- Motor Pool = Planning Team I Today
Tactics
losive and Standoff S i and C
lm:i:fh.u'\}]t)muu Weapons Entry Tactics Eavesdropping Tactics
i | £, '
t| & 2| ¢ = | £
= 2 &£ 5 £ b Fl3 ) 3
Assets AEIR IR AR : iel 2| 2|2
w| 3| =2 22| 2| BB %] &|=E]|& e
I % | B | 2| &) S| 8| 2| e |EE| & z
- - B = g = 2 = = g £ = % T
HEIE I |2 |B|2|d)|8[85/5 |53
-‘é f“; DL DL DL DL DL L L DL DL DL DL D DL
- - B O|B|O|B O|B|O|B|O|B|O|B O|B|O|B|O|B|O|B O|B |O|B o
< < |rlef{T|r]|T]P|T Tlelr ez lr TPzl |T P |T T TP
Tactical Vehicles | D |.76
DBT = Desagn Basis Threat sevenity level LOP = Level of Protection
60 UNCLASSIFED: The DoD Facilities Planning Manual September 2019
Asset Value (A)
E H_ANNINETTEHAEIJ! El- fﬁasggég
T = LIKELIHOODS
m DETERMINE FACILITY % 2l
§| smmevassers | !

{ '
DETERMINE FACILITY
TYPE
(TABLE 3.1}

STEP3
E

ASSET VALUE RATING
Fi
(TABLES 3-3 TO 3-8)

.

SUM RATING FACTORS

APPLY ONLY APPLICABLE
MINIMUM STANDARDS OR
REGULATIONS FOR ASSET
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First Decision Point

Asset Value (A) s
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
Progect or Building Asset E £ Analyst .
s ¥ Tactical Vehicles Planning Team
Motor Pool Auset Coegory D Date foday
Value Rating Factors ldoeh-'hoodgﬂg' Factors ¢
= . |~ 2
sle e . 2|8 4
2 |3 £ ¢ e - | £| 8 e |-
-] = Z|. E | E|E 5 - %
53”;---5‘: iz, = 2| k| £ 2| %
ERE 2l2|e 2Bzl 2 w2l 2|5 g | &
AR HE HE OHEEVIE d8|S(2|5-13 |3
ZlsH| 23] 3 sl &E|B|E|E|E gl 2|E|2] = 2
== e 55|58 HEIRIEIB HEHHEH B
B2z " |5|%[3%|%|&|& ‘HEIEIEE EAE
| Unsophusticated
Criminals
Critical Infrastructure and Sophasticated
Qzl‘zuonsmd:\cln'mn Criminals
Organzed Crimunal
Groups
Senuitive Information Vancals
Extremst
Sl 3oty Protesters
Domestic
[4]4|4|3|4 19,.76) —
= T 1
™ Terrorists
1 .
=1 > 0.5so continue
: with process
o
Serv S I — —
1. Population Type applies to General Population oaly 4. Factors that should be same for all aggressors for given asset
2. Sum of Valve Ratings = 10 for Sensitive Information 13 for General Population; 5. Applies to all aggressors other than terronists
20 for Critical Infrastructure and Operations and Activities; 25 for all other assets 6. Applies to Terrorists only
3G for mission related goal P for publicity related M for monetary related goal 7. Sum of Likelihood Ra =180
62 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

The Design Criteria Development Procedure

« STEP 4: IDENTIFY AGGRESSOR LIKELIHOODS

» The next step in the procedure after identifying the
assets and their values is to look at those assets
from the perspective of potential aggressors. This
step includes:

U Identifying potential aggressors

O Determining the likelihoods that they will attempt to
compromise the assets.
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STEP 4: AGGRESSOR LIKELIHOODS EE

NAYFAC
- w @ =
a a a (19
E DETERMINE E IDENTIFY LIKELY E [Tm)
AGGRESSOR. ‘s TACTICS AND THREAT o EETEEMINE it P DETERMINE
LMELHOODS SEVERITY LEVELS mme’sm
l LIKELIHOODS
SELECT APPLICABLE ?EEETICJSPBT%NJ@; CONTINUE i
(s (TABLE 224 =
} i
. SELECT APPLICABLE
e pgns TATS BASED O * Indicates value to be s AGGRESSOR
(TABLES 310 T0 3:23) A entered onto applicable (TABLE 3-9)
+ 1 worksheet .
wanaron IR o v
RATING FACTORS SEVERITYLEVELS 1. Design Criteria
Summary Worksheet ASSESS AGGRESSOR
e ! %5 | LIKELIHOOD FACTORS
oA © | cONSOLDATE INTO TABLES 3-10 TO 3-23)
UIELI00 RATHNG i LR 2. Asset Value/Aggressor (
! w . .
i Likelihood Worksheet L
. | DETERMINE INITIAL . .
LEVELS OF
N E AEVELSOF 3. Tactic, Threat Severlty, SUM LIKELIHOOD
(TABLE 3-38) and Level of Protection %9 RATING FACTORS
Worksheet
' I
4. Risk Level Calculation -
M Worksheet DETERMIME
ALL APPLY ONLY APPLICABLE * 2-4 AGGRESSOR
IGNGRE AGGRESSOR AGGRESSORS MINIMUM STANDARDS OR LIKELIHOOD RATING
=05 YES  \REGULATIONS FOR ASSET, tTI }

v

CONTINUE
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Identify Likely Aggressors EE

Criminals

Protesters
Objectives
Characteristics Terrorists

Asset Category

Subversives
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Aggressor

NAFAC
e Criminals
» Unsophisticated, Sophisticated, Organized
* Protesters
» Vandals, Activists and Extremists
* Terrorists
» Domestic, International, Paramilitary
e Subversives
» Saboteurs and Foreign intelligence services
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Potential Aggressors %'7[}
Table 3-9
Table 3-9. Potential Aggressors and Default Goals
Default Aggressor Types
3 2 I8 g
i1z |8 E il |} g
25|55|28| 5 |28| 2 | 25|38 3 |28
stlt‘nlr_gwws ) -
A | People G P P P P P G
M P P P P P G
Bl aE
il ——————————— ————
L Arms, Ammunition. and m\u M M M P 1 1 1 1 G
| € | Sttty Sente e | M [ [ ma
| | igte v e | M | 2 |
R ety M [m|w
|7 | i & Tosep e P | 2 | 3¢ |
K | Repaxr Parts a1 Installanon Supply M M M
and Direct Support Units
L Fx;hhﬂ_ﬁnmrmgﬁuppiwiand M M M
_cMﬁmm}ulmﬂ
. g:?::.“:;sm:hb«';::f M| M) M
el R B K
O | Cntcal lnt&nmucnnemdl.ndmuul P P p ® p G
| P_| Controlled Cryptograghic Trems M| M G
| @ | Sensitive Information G G | G
R | Activinies and Operations G G P P P G
1. May be nussion, pubbcity, or monetary related goal (see Table 3-16)
G = Mission related goal P =Publicsty related goal M =M, related goal
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Potential Aggressors
Table 3-9

Table 3-9. Pciential Aggress

Agset Categones

Asset Categones

Une aphisticated

S=imals

Sophisticated
Criminals

People

Adrcraft and Components at Aviation
Facilities

People
Aurcraft and Components at Aviabon
Facilities

=

Ships, Boats, and Other Watercraft

4

2| 2 |g| Omganized Criminal

Vehicles and carmage mounted or
towed weapons systems

=

M

=

Ships, Boats, and Other Watercraft

Vehicles and carriage mounted or
_tnwad weapons aystamas

- e
B IRAT o0} 1 ¢ o g4 e o) s 10

Petroleum. Ouls, and Lubncants
Ams, A and Expl

z

s P
Controlled Medscal Substances and
Medically Sensative Items

=

Commumcanons / Electromcs Equp
and Night Vision Devices

M

- :l (4] ’r||l"|| U|") oW

Orgamzational Clothing and
Indnidual Equipment

M

Arms, Ammunition and Explnsivas

Medically Sensitive [tems

Subsistence Items at Commussanes,
Warehouses. & Troop Issue Facilities

M

M

Repawr Parts at Installanon Supply

N0 LEEC SEPpOTT Lo

M

| Faciine: Engmeening Supplies and
Construction Maieia!

M

M

M

Commuications / Electronics Eouip.
atud Might Vision Devices

M

Audiovisual Equipment, Tramuag.
Devices. and Subcaliber Devices

M

Miscellaneous Palferable Assets
{other than above) and Money

M

M

F

G | Controlled Medical Substances and
H
I

Drgarizational Clothdng and
Individual Equipment

Cnitscal Infrastrucrure and Industrial
| Equipment

P P P P

Controlled Cryptogr: Ttems

M

Sensitive Information

"OI'U] o =2 :f.l r'| n -

Activities and Op

(1] (] (3] K1l
(a](a] (2]

G P P P

1. May be mussion, pubhiciry, or monetary related goal (see Tal
P = Publicity related goal

al

G = Mission related

le 3-16

M = Monetary related goal

)
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Potential Aggressors
Table 3-% Potential Aggressors and Uefault Goals
Default Apgressor Types
E £ &
= E B = B
g ElE|s|E
E 3 . | E « 2382 g L am
RN R LR
N Pe| 5 |2E| 2 |26|55| & |E6
Asset Catigones = s MW i el Mg bl R B
A | People = s e e R
B | Asrcraft and Cx s at Ava
bl el ey o w | | | E | @ || 8|6
| € | Ships_Boat._ and Other Watercraft M | M | M | P | P P P P | G
D | Velucles 2ad camage mounted or T .s ws - - - - - -
towed we |
| Default Aggressor Types
G | Controlles,
Medically a
|| Medically =3 u
i g 5 || B g
-I"'Olgamul‘ E E _'u_';' = 'E E:D
|| dwida | 43 o 0 =] g = =
7 | Subsisten = € [ I{: [;.u E = ]
—{ Warchout Bawl|l® 'E- o % B @ b E
i | 2% 88| 5a| 3 || E|EE|0E| 2 |6
L | Facihtwes | B : - an it L
Cleaee | RE|BE| 88| T |E3| £ |EE|2E| 2 |EE
M | Andiovis (=1 =] =] [ P o ‘E’ LT 3 L il 0o
Dewices s | &2 T | w2 T [ O TD = ST ] o= I 2 [ o2
N | Muscellan:
{other thx) . ra i rai rd -
O | Cnncal latfas
1] . :.u e and ndustriag P P P P P G
| P_| Controlled Cryptographic Ttems M_| M G
Q | Sensitive Informantion G G G
R | Activinies and Operations G G P P P G
1. May be nussion, pubbciry, or monetary related goal (see Table 3-16)
G = Mission related goal P = Publicuty related goal M = Monetary related goal
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Documentation of Potential Aggressors

<

Asset Value/Aggressor Likelihood Worksheet

NATFAC
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
Project or Bunlding Asset « . Analyst .
Tactical Vehicles Planning Team
Motor Pool proyor— D = Today
Factor: — Tibelihood Rating Factors i
- - s - - -
i_ g :g _; £ ¢ s %_ | & E & -
248 | &3 3 % | - = |- s | 2|} £E1 5| E 2
s s lZ( 2P 12l 1E]% Bz 2|5 | EIE gég i3
23E |21 |e || wlla]| 2 3| E]|]- = |3 Bl= | = g | & B =
SEcE g Bl Qa| B2 ARE IR Elagl E|E| 5| & E -
=Hes| A (=12 > (35| % .E,E:a_ﬁ.‘i‘;_.s;_ﬂ-’c_-§;= 3 i
LEEEIEAEE Il KR ég'gésg.ﬁéfagﬁ?igé'z z
g |5 Aggres ilg| 2 |28 |24 3 £
General Populaticn 21122 Y séééé‘§§<:é’?'§§§5‘E-} -
| | | \/M Unsophisticated
Crinunals
Crtical Infrastructure and \/ M Sophisticated
Qgrr:g' s and Activities Cromnals
\/ M Orgamuzed Cranunal
Groops
Senutive lnformanon J P Wandla
All Other Assets /| p |-
Domestic
alalalafalroi7el /|p |Fem
Notes: International
\/ p Terrorists
State Sponsored
\/ p Terronsts
Sabotewrs
JIG
Foreign Intelligence
Services
1. Populaticn Type applies to General Population cnly 4. Factors that should be same for all aggressors for given asset
2. Sum of Value Ratings < 10 for Sensitive Information 15 for General Population; 5. Apphes to all aggressors other than terrorists
20 for Critical Infy and Op and Activities; 25 for all other assets 6. Applies to Terronists only
3. G for pussion related . P for pubbicaty related . M for g selated 7. Sum of Likelhood =180
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Assess Likelihood of Aggression

71
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Likelihood Ratings

» Asset Location (1-5) * Threat Level (5-20 for terrorists & 6-

* Publicity Profile (1-5) 30 for others)

» Asset Accessibility (0-10)
» Asset Availability (0-5)

* History or Intentions * (2-10 for
terrorists & 6-30 for others)

» Operational Capability * (2-10)
* Operating Environment * (2-10)
* Activity * (2-10)

» Asset Dynamics (1-5)
* Recognizability (3-15)
* Relative Value to Aggressor (0-15)

* Terrori nl
« Law Enforcement Visibility (0-30) errorists only

» Aggressors’ Perception of Success

(6-30)
Sums lead to ratings between 0 and 1
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Likelihood Rating Distribution
NAFAC
] + Law Enforcement Visibility
* Asset Location 173 » Aggressors’ Perception of
* Publicity Profile Success
» Asset Accessibility
» Asset Avallablllty 1/3 e Threat Level
* Asset Dynamics « History or Intentions *
* Recognizability
* Relative Value to 1/3 <+ Operational Capability *
Aggressor Operating Environment *

» Activity *
* Terrorists only

Grand Total Is 180
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Asset Location
Table 3-10

Table 3-10. Aszcet Location

[nstallation or facility Location

Likelihood
Hating Factor

Located outside the Continertal United States neara I'I'L&JI:II' nwtru:lpn:uhtem area

n| L8| b B
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Asset Value/Aggressor Likelihood Worksheet
Aggressor Likelihood Value Ratings NAFAC
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
SRS . e Tactical Vehicles "™ Planning Team
Motor Pool Rooet Covegory D Dare Today
Likelshood Rating Factors ¢
£la | e 2 5 . |2|E il
e| B |3 = -4 - o e - B : = - W
TIERAT SIS |8 neme |3|X|2[3|2|F[583187 2|5 0|55 3|2
General Populaticn 2555‘ A ;Z é;é‘gﬁéi?zég§§é‘.§ 2
o | VM= 1)
S e VM| =5 \
VM| G
Senutive [nformances \/ P Vandels
All Other Assets Wilz) m: \
41 4]4]3]4 19|76 /|p [ Do
o JIP | T
Jp [ \
Saboteurs
JIG \
Foreign Intelligence \
Services I's . 1
1. Population Type applhes to General Population only l 4. Factors that should be same for all aggressors for given n:tl
: §ang.::l:]Masm::emsmﬁmzﬂgxﬁhnms & Applies to Terronats oaly
3. G for nassion related goal. P for publicity related goal. M for monetary related poal 7. Sum of Likelihood Ratings = 150
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Publicity Profile

Table 3-11 o
Installation or facility is:
* Relatively unknown locally and regionally ITSIS
ikely
+ Well known locally, but relatively unknown regionally
* Well known locally and regionally, but relatively unknown
nationally
* Well known locally, regionally, and nationally, but relatively
unknown internationally
* Well known locally, regionally, and nationally, and
internationally
More
U Value Ratings -1 through 5 likely
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Asset Accessibility
Table 3-12

Facility asset is in is:

On closed installation in separate access controlled
compound in interior of installation

On closed installation in interior of installation

On closed installation w/in 100 m of installation perimeter
On open installation in interior of installation

On open installation w/in 100 m of installation perimeter
Not on an installation

U Value Ratings -0 through 10
@ 2 point intervals

Less
likely

More
likely
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Asset Availability
Table 3-13 o
Similar assets are:
« Widely available both on and off installation or site II‘i(eSls
ikely
* Have limited availability off installation, but widely available
on installation
* Not available off installation, but widely available on
installation
» Limited availability on installation, and not available off
installation
« Available at fewer than 3 locations on installation and not
available off installation More
likely

* Located only at this site
U Value Ratings -0 through 5
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Asset Dynamics
Table 3-14

Asset Dynamics
* Moved frequently on random basis

+ Moved frequently on predictable basis
* Moved periodically on random basis

* Moved periodically on predictable basis

* Not moved

O Value Ratings -1 through 5

Less
likely

More
likely
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Recognizability
Table 3-15

Table 3-15. Recognizability

Recognizabilitsy Likelihood Bating Factor
: &
o :
: gy
E E nE o | B E 4
SE R 3E(8% b
& . = :
iz 5 2k 28
5 _E FE|HEE8 -E -
E‘;a'ﬂ R E b1 E v 8 B3
5 |REEE|Hazir
Do b= oonEO | &S Ee
The asset’s extstence can be weogmzed crlby by agzressors who are 3 ‘ o
experts or who have expert ntellizence suppot
The asset’s enstence can be ®oogmzed only by agmressors wnth 2 P g 12
significart arenrt oftranung or ntellizerce suppoet
The asset’s extstence can be weogmzed orby by azzressors with a g 13 15
roderate armonrd of trming 1 lFence sIp oo
asset’s exwstenoe can be wooguzed ondy by aggressors with a muror 12 15 15
axhonnt of trainmg or irtellizence sapport
Aggressor. 11 cal be ecogiized 15 15 15
by aggressors wath little or ro ramnmg cr rtellizence suppoxt
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Recognizability
Table 3-15

The asset’s existence can be recognized only by aggressors who are experts or
who have expert intelligence support

The asset’s existence can be recognized only by aggressors with a significant
amount of training or intelligence support

The asset’s existence can be recognized only by aggressors with a moderate
1 amount of training or intelligence support

The asset’s existence can be recognized only by aggressors with a minor
amount of training or intelligence support

The asset’s existence is obvious to the aggressor. It can be recognized by
aggressors with little or no training or intelligence support

=7 = = “H
EEEEEEEIEEEL
" he asset’s mistence can be mooguzed only by aggressors who are
oxperts or who have expert nellizence sappoit 3 Z 9
The asset™s exitence canbe mooguzed coly by azzressors with a
significant amowrt oftraming or otellizence support 6 9 12 |
The asset’s extstence canbe wmeoguzed coly by azzressors with a
moderate amout of training or imellizence support 9 12 15
The asset™s entstence can be weoguzed crlby by azzressors wath a nminor 12 15 15
amonrt of trainmg or intellizence sapport o
The asset™s enistence 1s obvious tothe agmessor. Tt canbe weoguzad
by azzressors with litle or no fraining cr rtellizence support 15 15 15
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Recognizability
Table 3-15

- Likelihood Rating Factor
: B
g :
; A
E' zgﬂ i E &
- H gB|HEE 8§
451 : & g = .
I
-Hr% o &g BE 2| izabiity
8 3 e Hand,
E.. 'ﬂ = a E L 4] L] .E _Ep_m | Likelihood Fating Factor
FEE | pEAE BoHE o
Sar (oo |BE&and EE E N
AR
3 6 g rEU . ) g [_.'E éﬂ
3 |0 £& |28 3
€ o 12 CERERVIEL I
R
9 12 15 i 3 & o
|12 15 15 . ’ 2
9 12 15
15 15 {15 mirer [ 15 15
|byaggl’essorsmth]mleonuhaﬁ'&.‘gééﬂe“ﬁnmem‘pmﬂ 7? 5 15 15 ]
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Relative Value to Aggressor
Table 3-16

Table 3-16. Relative Value to Aggressors
Asset Aggressor | Measure Felative Value Likelihood
Category! Rating Factor
A Saboteurs | Valueto Cotnpromising assets would have negligible utility to i
B and mission or | accomplishtnent of aggressor’s tission o future goals.
C | Foreign fiuture Comprotriging asgets would have minor utility to 3
. D [ntelligence | goals accomplishment ofaggressor’s mission or fiubure goals
g E | Agents, or Compromising assets would have moderate ulility to fi
B | F* | Organized accomplishment of aggressor’s mission ar fisture goals.
1:5: 0 | Criminal Compromising assets wauld have significant utility to 3
4 F Groups? ; o ,
g Q Cotnprotoising assets would have major utility 1o 12
% R accomplishment of aggressat’s trission o future goals.
= Sag= e T
2 lishment of aggressor’s mission o success of fubare goals.
= A Terrorist/ | Publicity | Aggressoris likely to believe asset’s compromize would result 3
=y B Extretrist | walue in publicity limited to local media
E C Protest
T D Group, Agoressoris likely to believe asset’s cotnpromise would result el
- E_, Vandals ity publicity that wowld likely extend to national media
B
8] Agoressoris likely to believe asset’s cotnpromize would result 15
F ity publicity that would lkely extend to international media
E
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Relative Value to Aggressor
Table 3-16

Table 3-16 (continued)
Likelihood Fating Factors
Aggressors Relative Value Unsophisticated | Sophisticated | Organized | Terrorists®
= Crirminals criminals crirninal
groups
B Individual | MMonetary | Acset value 15 less than $2500 [ 3 ] 3
c assels vahie
,,. g Agset value is greater than or equal to $2500 and less 12 [ 3 [
E . than $10,000
2 o sget value 13 greater than or equal to $10,000 and less 13 9 [ 9
T H than $25,000
= 1 #aaet ralie 42 arpater than ar panaltn $25 000 and lrea 15 12 ) 12
Mates

1. Select the upper pait of factors if the goal of the aggressor is likely to be to destroy or kdill the asset and the lower pair if the aggressor’ s goal iz likely to be to
steal it except as noted for asset category F (amms ammunition, and explosives).

2. Select between factors based onaggressor type

3. Belect between factors based onwhethe aralyzing individual assets or inventory of assets.

4. For armns, amoanition, and explosies (AA&E) subject to action by terrorists o extremist protest groups, select the upper factor if the goal is to steal the AA&E
for ugein future attackes, select the second if the goal is to destroy it, and among the lower two if the goal iz to steal and sell it

5. Oy use this factor for organized critninal groups where it is likely they would kill or destroy anasset to frther their goals. See paragraph 3-6.27.1

6. Use only where terrorists are likely to steal assets to sell thern

7. Applies only for aircraft components.

E K $500,000 and less than $1,000,000
ﬁ L Agset inventory value is greater than or equal to 12 15 12 15
3 W $1,000,000 and less than $2,000,000
I; Asset inventory value is greater than $2,000,000 ] 15 15 15
Mates:
1. 3elect theupper parr of factors 1f the goal of the aggressor 1s likely to be to destroy or kill the asset and the lower pawr 1f theaggressor’ s goal is likely to be to
steal it except a2 noted for aseet category F (anms areoanition, and sxplosives).
2 Belect between factors hased onaggressor type
3. Zelect between factors based onwhether analyzing mdividual aszets or inventory of assets
4. Forarme, armeoanition, and esxplosives (AAEE) subject to action by terrorists or extremist protest grovps, select the upper factor if the goal is to steal the AA&E
for usein futiwre attacks, select the second if the goal is to destroy it, and among the lower two ifthe goal is to steal and zell it
5. Only use this factor for organized criminal groups where it is likely they would kill or destroy an asset to firther their goals. See paragraph 3-6.27.1
. Use only where terrorists are likely to steal assets to sell them.
—_— 7. Applies only for aiteraft components —
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Relative Value to Aggressor
Table 3-16

Azzet Agaressor | Ileasure
Table| Category!
A Sahoteurs | Value to
Asset Agaressor | Measure Eel
Category! B and trigsion or
A Saboteurs | Valueto Comprotnising assets 1
B and mizsion or | accomplishrnent of ag C F DfE‘lgﬂ future
> Foreign future Cotprotising assets - D Inte]llgmc € gEIEIlS
N D Intelligence | goals accomplishment ofag [ '
g E | Agents, o Compromising assets | = E Hgmts - 0r
E F#* Organized accomnplishrnent of ag 'E F"' GngII]JZEd
0 | Criminal Comprotmising assets HESH
s P Groups® accotnplistment of ag 0 Crirninal
5 Q Compromising assets | L F GI’I:IUPSS
k= R accomplishent of ag
i = = = Q
= OImMpromising assets ]
2 lishment of aggressar’ | .5 B
= A Terrorist/ | Publicity | Aggressoris likely to ﬁ
'-g B Extretnist | walue in publicity limited to | =
= C Protest =)
g D Group, Aggressoris likely to |+
a }E Vandals in publicity that woule E & Terrorist Pubhmtj.r
0 Aggressoris ey to | .o B Eatretnist walue
F in publicity that woule E ™ Protest
R L
O D Group,
5 E | Vandals
F*
o
F
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Assets Subject to Destruction E

Table 3-16 (Mission/Publicity)

For saboteurs, foreign
intelligence agents, or
organized criminals likely
to kill to advance their

For terrorist/extremists

goals Less protest groups, vandals
likely
Value to mission/ future goals Publicity value
* Negligible utility * Local media
* Minor utility * National media
* Moderate utility * International media
Significant utility O Value Ratings -0, 3, 9, 15
* Major utility
* Critical to goals More
_ likely
U Value Ratings -0 through
15 @ 3 point intervals
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Relative Value to Aggressor E
Table 3-16 kerlond
Agaressors
S Table 3-16 fcontingéd) =3 S——
[ Likelihood Rating Factors
Aggrissors Relative % B Tl Ton iicléated Soéat_listicazed OErgaqued Terrarists®
- C assefs value groups
B Individual | Monetary — Asset val L 3 1] 3
c assels vahie L
| Teeeivd| E g 3 B
g - an $10, E F* i
] [¢] Asset val =] G 9 4 9
o H than $25, =
ET 1 Agsetval| @ H L 12 9 12
al d than $50,| &' I
Bl Assetval| B J 3 2 3
T M than $100 43 K L
N Aezetval| i 15 15 15
P <X
B7 Asset Monetary  Asset nv I - 3 0 3
E inventaries valle  Asszet mv M [ 3 [
| K $100,000 P
ED g Aaset my [l [ 9
bl I $250,000 BT Azset Ionetary
E| ) Assct i E | inventories value | 12 2 12
z | K $s500,000{ 4
g L Assetmy| B E 15 12 s
Sl M $1,000,01 5 &) -
Ilj Assetin| o H [ 15 5
HMates: E I 0
i Helect the wpper parr of factors if the goal 07| 50 I ver pair if theaggressor' s goal is likely to be to
sieal it except as noted for asset category T a K
2 Beleci hetween factors based onaggressort| . -
3. Select between factors based onwhether an | 1o i
4. Forarms, amemasition, and esplosives (Al £ I ot the upper factor if the goal is to steal the AA&E
for usein future atacks select the second if| =14 | steal and sell it
5 Only use this factor for organized criminal ¢ In| ier their gnals See paragraph 3-6.27.1
. Use only where terorists are likely to steal : =
7. Applies only for aitcraft components
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Assets Subject to Theft
Table 3-16 (Monetary)

Individual Assets Asset Inventories
+ <$2500 + <$100,000
+ $2500 - $10,000 + $100,000 - $250,000
+ $10,000 - $25,000 Less + $250,000 - $500,000
+ $25,000 - $50,000 likely - $500,000 - $ 1,000,000
+ $50,000 - $100,000 + $1,000,000 - $2,000,000
« > $100,000 « > $2,000,000
More
likely
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Relative Value to Aggressor
Table 3-16 (Monetary)

NATFAC
Table 3-16 (continued)
‘ Likelihood Rating Faciors
| T [ Aggressors | | Felative Walue Tneophisiicated | Sophisticated | Organized | Terrorists®
Crirminals criminals crirninal
= R = oups
Likelihood Rating Factors x i : EE .
Unsophisticated | Sophisticated | Organized | Terrorists® - 7 5 3 =
Critrminals Critritials critritial |
13 9 [ 9
groups
9 3 0 3 ] 5 12 § 1
i 11 [5] 12 5
11 i 3 i ] g 5 15 15
% g ] u a
15 0 fi [ 12 g 3 5|
15 9 [ [
15 12 g 12 5 ¥ 5 ¥
12 15 12 15
12 5 12 5 - < s "
;I ]_ 5 ]_ 5 ]_ 5 156t and the lower pair if theaggressor’s goal 15 likely to be to
ST E UL AL, LI, AL GAPINELY s | An L) SUUIELL B 3LHULL Uy LoLL UL e U tau culsr i uest groups, select the upper factor if the goal is 1o steal the AASE
for usein futiwre attacks, select the second if the goal is to destroy it, and among the lower two ifthe goal is to steal and zell it
5. Only use this factor for organized criminal groups where it is likely they would kill or destroy an asset to firther their goals. See paragraph 3-6.27.1
. Use only where terrorists are likely to steal assets to sell them.
7. Applies only for aiteraft components
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Law Enforcement Visibility

Table 3-17. Law Enforcement Personnel Yisibility
Frequency of Presence in %icinity of Facility
Mone Ueccasional Frequent Continuous
S
= Cccasziaonal 30 24 18 12
=
W
i
™ =cheduled 24 18 12 &
:_h —_
2
Lok i}
== :
x5 | Continuous 15 12 a O
W o
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Perception of Success
Table 3-18

NATFAC
Based on visible countermeasures present or likely to Less
be present, aggressor would likely perceive: likely
* Very low possibility of compromising or destroying
the asset and escaping
* Low possibility...
* Moderate possibility...
* High possibility...
* Very high possibility...
O Value Ratings - 6 through 30 More
@ 6 point intervals likely
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Threat Level

Less
From DoD, DOS, Combatant Command or local assessment  Jikely
* Low
* Moderate
« Significant
- High
Table 3-19. Threat Level
Terrorist, Criminal, Vandal, Protestor, Foreign Intelligence, or Saboteur Likelihood Rating Factor More
Threat Level l-k 1
Terronists All Other IKCly
gres
Low 5 | sl
Moderate 10 14
Significant 15 22
High 20 30
92 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

History or Intention

Table 3-20

History (other than terrorists)

* No history of attacking or
otherwise compromising assets
of this type

* Little or no history...

* History...but not locally or
regionally

* Local or regional history...in past
10 years

» Strong history...locally or
regionally in past 3 years

U Value Ratings - 6 through 30
@ 6 point intervals

Intention (terrorists)

Less * No history of attacks

+ Anti-US ideology, but no

» Anti-US ideology, with history

* Recent attacks against US

* Recent attacks against US

likely
history
outside region
interests regionally
interests locally
More
likely

U Value Ratings -2 through 10
@ 2 point intervals
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Terrorist Operational Capability

Less
likely

* Very incapable

* Incapable

+ Somewhat capable

* Very capable

* Extremely capable
More
likely

U Value Ratings -2 through 10
@ 2 point intervals
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Terrorist Operating Environment
Table 3-22

NAFAC
Less
likely
* Favors US or host nation
* Neutral
* Favors terrorist
U Value Ratings -2 through 10 More
@ 4 point intervals likely
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Terrorist Activity

Table 3-23

* Present but inactive

* Recruiting , fund raising, or non-directed activity

» Suspected surveillance, threats, and suspicious incidents

* Incidental cell activity (operational or support)

* Credible indications of targeting US assets

@ 2 point intervals

U Value Ratings -2 through 10

©
()
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Determine Aggressor Likelihood Rating

- -
= == = b
SRS Es = DETERMINE
! AGGRESSOR
sect s Sy LIKELIHOODS

.

SELECT APPLICABLE
AGGRESSOR
(TABLE 3-9)

I

ASSESS AGGRESSOR
LIKELIHOOD FACTORS
(TABLES 3-10 TO 3-23)

8

SUM LIKELIHOOD
RATING FACTORS

.

DETERMINE
AGGRESSOR
LIKELIHOOD RATING
(T}

v

CONTINUE

Sum of Likelihood Rating
Factors +~ 180

©
J
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Documentation of Aggressor Likelihood Ratings

Asset Value/Aggressor Likelihood Worksheet S
ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
s i Tactical Vehicles "™ Planning Team
Motor Pool At Category D R Today
Factors Likelihood Ratmg Factors ¢
£ ¢ - £ . |2 % .
A HEHE il s [e|B| (E]E|2| |22
1A EHE LE i yo-ans HHEREIE
-k 3233 £ 94/180 = .52 NHER IR
cmmrmn 15| 2[2] 2] re | IETIITEEE I BB oireli] £ | 2

| | | VM| 121412 12| 3[1212/18[24 6 |6 947.52
eyt VM 12412 2| 312128240 | :

i [ VIM[aEs ™ 121412 [2(315|9 181306 |6 97 .54
Semstne laformaion LIP [ 214[212(312/6 1812466 85 .47
AllOter Asses P | e 2141212/315/6 18246 |6 88 |.49
4lalalsfalol7el/lp (P |24l2[2[315/0118[245|4 4|6 (410257
e LIP | T 2141212(315/918/305(8 [6/10/2]116|.64

VP | T | 21412 121315/9 18(305 10/1010/10{130].72
Vel i 2142/2/315/318306 |6 91|51
mhnlhynu
1. Population Type apphes to General Population oaly — 4. Factors that should be same for all aggressors for piven asset
2. Sum of Value Ratings + 10 for Sensitive Information 15 for General Population; 5. Applies to all aggressors other than terrorists

20 for Critzcal Inf ture and Op and A : 25 for all other assets 6. Applies to Termonsts cnly

3. G for nussion related P for publicity related M for y related goal 7. Sum of Likelihood Ratings = 180
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Second Decision Point — Likelihood Rating

& DETERMINE 5 | IDENTIFY LKELY % | DETERMINE FLANNING: = IDENTIFY LIKELY
{omenon T " Riskieved »{ TACTICS AND THREAT
SEVERITY LEVELS
. R E—
SELECT POTENTIAL ONTINUE
s TAGTICS BASED ON conTy
michey) (ASE 320 CONTINUE
T
* *
ASSESS AGGRESSOR SELECT APPLICABLE
LIKELIHOOD FACTORS TAGTICS BASED ON
(TABLES 3-10 7O 3-23) m >25)
L3 ]
SELECT APPUCABLE
SUM LIKELIHOOD TACTIC THREAT
RATING FACTORS SEVERITY LEVELS
(TABLE 3-26)
L )
DETERMINE
AGGRESSOR : ATE INTO
LIKELIMOOD RATING ITIAL DESIGN BASIS
o £ mareat an
|
e —
T s
IELIHOOD wO 8 LEVELS OF
— | P
W w (TABLE 3-38)
YES
IKELIHOOD
RATING - o »
T =05
IGNORE AGGRESSOR |-—
YES
| NO
L 4
ALL APPLY ONLY APPLICABLE
IGNORE AGGRESSOR AGGRESSORS MINIMUM STANDARDS OR
=03 YES  \REGULATIONS FOR ASSET,
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Evaluate Likelihood Ratings
Asset Value/Aggressor Likelihood Worksheet

ASSET VALUE/AGGRESSOR LIKELIHOOD WORKSHEET
. A Tactical Vehicles ™ Planning Team
Motor Pool Asset Coegery D Dve Today
E Fatlol'- Factors - - g
Iys A HE E HB LB LR £1-
ereans LHE HE I s mmat EAE
| [ ] J|M[E=s= 54| Likelihoods < 0.5 so these 94 |52
Gl Tvncrwe i M7 aggressors drop out 91151
VM| Szmscomast 15 1412 1213 15(9 181306 |6 7 .54
Senwiive Information VIP 21412123126 18246 4
A Al P lrees (214121231516 :
4lalal3]a)1976] /P [Fome 2/412[2[315(0 1824154 [4]6[4]102].57
- JIP |t 121412121315/9 1830518 |6110/2]116|.64
/P |zt 12]412]2]315/9 181305 10/1010/10{130/.72
(e 214/2/2/315/318/306 |6 91|51
Foresgn lntellgence
1 Popd]ﬂmf}p!lpﬂu)bﬁmﬂ?opﬁhmmlyw 4. Factors that should be same for all aggressors for given asset
2. Sum of Value Ratings + 10 for Sensitive Information 15 for General Population; 5. Applies to all aggressors other than terrorists
20 fer Critical Inf Op and A 2 25 for all other assets 6. Applies to Terronists caly
3. G for mission related P for publicary related M for monetary related goal 7. Sum of Lielihood Ra 180

1

o

0
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STEP 5 - IDENTIFY LIKELY TACTICS AND

THREAT SEVERITY LEVELS

STEP4

DETERMINE

5
.
g

LIKELIHOODS

SELECT APPLICABLE
AGGRESSOR
(TABLE 3-9)

ASSESS AGGRESSOR
LIKELIHOOD FACTORS
(TABLES 3-10 TO 3-23)

SUM LIKELIHOOD
RATING FACTORS

DETERMINE
AGGRESSOR
LIKELIHOOD RATING
)

IGNORE AGGRESSOR

YES

APPLY ONLY APPLICABLE
MINIMUM STANDARDS
REGULATIONS FOR ASSET,

STERS

DETERMINE PLANNING
RISK LEVEL

CONTINUE

OR

* Indicates value to be entered onto applicable worksheet

3. Tactic, Threat Severity, and Level of Protection Worksheet

STEFS

*3

*3

*3

IDENTIFY LIKELY
TACTICS AND THREAT
SEVERITY LEVELS

i

k.

SELECT POTENTIAL
TACTICS BASED ON
ASSET
(TABLE 3-24)

SELECT APPLICABLE
TACTICS BASED ON
AGGRESSOR
(TABLE 3-25)

i
-
SELECT APPLICABLE
TACTIC THREAT

SEVERITY LEVELS
(TABLE 3-26)

L
CONTINUE
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Threat

NAFAC
A
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Lsset Categories
)
E & Feaple
i E Adreraft and Components at Aviation
= e
%, Facilities
G 2 C Ships, Boats, and Other Watereraft
OB i v D Vehicles and carmage mounted or towed
B Adreraft and Components at Aviation
Facilities - weapons systems
c Ships, Boats, and Other Watercraft = =
D Wehicles and cartiage mounted or towed E- P Etf':‘leurh, [:l 115; md Luhfi': mts
weapons systems r— e =
T | Petrolenm, Ofis, s Lubrizants I F Arma, Ammunition, and Explosives
F Apms, Amnnanition, and Explosives — - —
& [ Contiolsd Madieal Svbetances and —| @ Controlled Medical Substances and
Medically Sensitive ltems H iy
H Compunications £ Electronics Equipment IEI 2 dil: H'u'y s !nElﬁVﬂ_ItH ma .
and Might Wision Devices H H H {
— i e —| | B Communications / Electronics Equipment
Expigment | and Night Vision Devices
SUBSISIENCE LIEMS a1 L OMMISSAHES, - - - - —
Warehouscs, & Troop Issue Facilities I Drgamzahljnﬂl c 1|:lﬂmg md Ind.j_ﬂd.uﬂl
K Repair Parts at Installatioi Sunply and I’
Direct Support Units 5 E.qu!.p ment-
L Farilities Engineering Supplies and = L v v =
Construction Material
I Audiovisual Equipment, Training Devices, v v
and Subcaliher Devices
N Wiscellaneous Pilferahle & ssets (other than v v
above) and Mone
0 Critical Inﬂ'astfuc{ma and Tility v v v v v v v
Eruipment
P Controlled Cryptographic ltems e v
[s] SBensitive [nformation 'l v 'l v 4
R Activities and Opetations v v v v v 'd v 'd v v v 4 v
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Applicable Asset/Tactics
Table 3-24

| Applicable Tactics
= o N
g E | 2 5
A 2 £ f %
- | = & H = oo o0 z
CA ] = ] g R
i |=2|f |g |5 |& |8 1S4 3| .33
S 1 gE|E |2 |8 |E |E |f |E|5E| .88
FolEC|281 8 |58 |3 |8 |= |8%|:23|E8|¢8|4
BRI EE|EE |2 & | B |F |7 |EE|2E|gE|fe|z
Asset Categories Er | @m|mo | S = = 5] = Zm | dm | €0 |EO B
& [ People v P 3 P v v v v v
B Adrcraft and Components at Aviation o e v e v v
Facilities
c Ships, Boats, and Other W atercraft v v v v e v v
D Vehicles and caage mounted or towed - - ) - ) - -
Applicable Tactics
] [ 3
& =] w =
(=] =] [} o :
[wn] s [=H (] =) ﬁ i
" = - 5 & H g E
= £ = = 2 = Wy og W E g| =
2 =58 |z |B |8 |&8 |B gldd| 4|35
[ v a -
= E- L =3 & c o E | w2 c| 82| ©
[T el [x] [x] I o O E Q [ R g = o
= 0w | B o i 7 2 g £
g3l g2 =8| 8 iz o 8 2 4% B = -:-E 5§ i
EE| 28| 9F | & g 2 k= 7 s |l B | EE| 28| F
o E o i a = o =] et [E - - J o E (] E
=& | #im|ma | 4 & 3 & = D | Mmoo o
. o, FRRSU_ S PR R U U R - - J - - -
ahiove) and W oney = i
[0} Crm.cal Infrastracture and tility v v v v v v v
Equipment
P Controlled Cryptographic Items 3 v
[a] Sengitive [nformation e v 4 v s
il Activities and Operations v v v v ' 'l v v ' v 4 v v
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Applicable Aggressor/Tactics
Table 3-25
Table 3-25 Annlicahls Andreccor [ Tactic Selactinn
Explosives Tactics AQQFESSOFS x and Contamination
e in Tactics
Unsophisticated d .
= 5 |3 o 3
EE Py Critninals IR - 2
2 = £ Tra = 5 a s
2 L F% |34 |%| Sophisticated Criminals [|852|¢f [E5 | B
2 228 g |8 285|8 E b E &
SF | EHD|HE |4 BEEIEE |EE =
Aggressors p=fa) e | Do | s Mo | €0 Bo ®
Unsophisticated
Crirminals : e
R T Organized Criminal
Groups
Organized Critnital
Groups L
I
Vandals 5 Wandals
Ezxtremist Protesters L
3 L
M Extrernist Protesters
Dromnestic Terrorists L M . . .
) H
[ Tntetuatinnal Temrorists L L
e it 3 : L L L
o S Domestic Terrorists 5 i i
State Sponsored L L
Terrarists M i M L L L
H H H M 1 M
WVH VH WH WH WVH H H 2
Saboteurs L L L
M M I 1\]_/% M Tes l%fl l%fl [I;’fl
Bl H | H | yy | H H H H
WH WH WVH
_— g;ﬁgﬂslmeﬂlgmce L \?H Tes Yes Yes
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Applicable Aggressor/Tactics

Table 3-25

Table 3-25. Applicable Agaressor / Tactic Selection

| Applicable Tactics
Explosives Tactics Standoff Entry Surysillance and Contamination
YWyeapons Tactics Eav ssdropping Tactics
o “ k]
oo 3] b o oo = o By
g i o o © = = A5 i e
S2\ ek |5 [Sal8s |8 |8 | BILE |sBE| e | 2
gL\ fge|28 |82 (5Ll |% T|E% |29% |88 |g5 | &
£: IZ2E€|%e |EF|BF|E B |FE|GE ggg % |E% z
=5 RN ‘g By h=l g |8 = 2 ; o i DEE|ES é" & é"
Agaressors = ‘w>l—' o | = & = & = ?:m e | <0 & |
Unsophisticated { L L
Crirminals
Sophisticated Cririnals L
il 1
H
Organized Critnital i
raues Applicable Tactics
T Explosives Tactics Standoff Entry SN
T Wieapons Tactics Eavi
Dromnestic Terrorists L % % § 'E
v || EE g B g . E B it
Tntermationdl Temorss | L L e E‘Q = Bow | B 5 = =
I W bo & Lt L S =
H 4 | 88 Eo u g | B S |22 | ® T o
State Sponsored L i E % E ..E g ﬁ E E i OB = = g ;
Terrari i = =] =1 e
VH VH
Saboteurs - . . m . o o o
- %’I 1;‘ H [;I’I Ves M M M
vo | va | VB | wm H H N
Foreign Intellizence it H Yes Ves Ves
i
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Tactic, Threat Severity and LOP Worksheet o
TACTIC, THREAT SEVERITY, AND LEVEL OF PROTECTION WORKSHEET
Pt orboing At Tactical Vehicles A Planning Team
Motor Pool Asset Category D I Asset Value 76 Date TOday
Tactics , h‘Ez‘Lo:‘\rI;c au:dm .il_::aof‘ Entry S:w\-cdlueand Contamination
FRE 2l [E.le,| E| E| E|.3 i ed| =
Z 25 58|58 3| 5 [+3 3% HEFIE:
£ FE | Bg g g 52| 38 ] : t
Kb 3 HEHBIRARRE L AELIE
Applicable Tactics J Vi J Vi J J |
Unsoptusticated Crinunals 52
Soplusticated Crinunals : 51
Organzed Crimunal Groups 54
Vandal: <05 From Applicable
Extremust Protesters <0'5 Asset/Tactics
L Table 3-24
Domestic Terronsts 5? ( able )
International Temonsts 64
State Sponsored Termonsts 72
v 51
Foreign Intelligence Services
Irutial Design Basis Threat
(kighest Threat Seventy Level for
each tactic
Initial Level of Protection for
Applicable Tactic
(Table L?S'
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Assess Threat Severity Level

(Based on aggressors’ likelihoods of aggression)

WEAPONS
TOOLS

13 TACTICS
EXPLOSIVES
AGENTS ‘\

Threat Severities

From Table 3-25 NAFAC

LOW

o.
)
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Threat Severity Level Selection
Table 3-25

Table 3-25. Applicable Aggressaor / Tactic Selection

Applicable Tactics
Explosives Tactics Standoff Entry Surveillance and Contamination
YWyeapons Tactics Eavesdropping Tactics
o w #
24 LB g ¥l g z
g o o n g .- : o =
SR 0B |E |8, e B |E | E|.E |gBE|.E |8E | @
“y | Bs.|8p |58 Sele |% T8 |EEE|EE |£% £
SF |354|3g|€|EF|F ¥ |35 (3D |ERl|d: |51 | &
Aggressors p=fa) L | Do | H3E |88 | . 5] Sh | @ Mo | €0 Bo ®
Unsophisticated L L
Crirminals o ==
Sophisticated Cririnals L
M L
i L L
Organized Critnital L L
& L Jt
roups i 1;{4 ‘E‘XJ L L L
Vandals 5 I Il I
Ezxtremist Protesters II\‘;I L 1{_;1 1]\7[ II;’,I L_ L_
Domestic Terrorists E L M M .YES
5 Ml L ml| b | M| ve H
H H
International Tetrorists L L M L L B L L’ L’
M M M I M M ¥
- - I I | Il Il Yes
State Sponsored L L L L M L H H
Terrarists M M MM % I H I Yes
H H H H H | gy | H M L
VH VH VH | VH VH
Sahoteurs I L. T L H M ?ES
M M M H L H
H H H VH H WH
VH | VH VH 0 H
gore@gn Irtelligence it H Ves Yes T— ~ - -
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Threat Severity Level Selection
Table 3-26
Table 3-26. Threat meverty Zelection
Mureber of Threat Likelihood Fatmg
severity Level =05 051-0741075-089(090-0984 | 0985-1
Choices *
4 Dliraroarn i Jul 3 i
3 Dliraraurn 14 Sl 3l e
2 Ivlindrorn I Jat o 2=
| Lvlirurotn i iChS 1 1Bt
* See Table 3-25
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet S

TACTIC, THREAT SEVERITY, AND LEVEL OF PROTECTION WORKSHEET

Fuuject o Delkiog At Tactical Vehicles Hnalyae Planning Team
Motor Pool =t D [ . [ Today
Tactics losives and Standoff Surveillance and
* ;-] Mw ¢ Devices Weapons Eslry Eavesdropping Canlaieisilics
i [P T o .
2 |% 2 E |. S . Bl H 5L SR
2 |2 i - ; CBE 3| gF| =
z " gd Rl o8 L = & 5 .'I‘E'E-zg «£| EE P
i | E8(53|S8|BR|gE| 3| 5 |a% |30 |BR0| B8 (55| 5
p—— 3 |5z|3%|3z|22|2F| 5|2 |25|38|%88 28|25 2
Applicabie Tocoe: = e e o o o P 4 7
Unsophisticated Cnaunals .52
Soplusticated Cruminals 51
Vandals
Exctrenust Protesters
Domestic Termmonsts 57
International Terronsts '64
State Sponsored Temronsts
712
Foreign Iatelligence Services
Imtial Dessgn Basis Threat
(highest Threat Seventy Level for
each tactic)
Imtial Level of Protection for
Applicable Tactic
(Table 3.28)
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet

Table 3-25. Applicable Aggressor / Tactic Selection

Applicable Tactics
Explosives Tactics Standoff Entry Surveillance and Contamination
Weapons Tactics Eavesdropping Tactics
-
5 - - 2
o2 z g g g g =
= B = S = = 2 <
g3 2 g E| .8 |eg8|.2 |82 z
o L. 2 = E = -2 o= g
t |=5 |85 |ES5|E5 |£5 £
F g2(33 E83|E2 g 5
Aggressors =3 S Sa2 |28 258|228 EXs =
Unsophisticated L
Cnnunals
Sophisticated Crinunals
L
Orgamized Crimanal
Groups L L
M
Vandals L L
Extrenust Protesters
L L
M i< M L
Domestic Terronsts L
5 I\j :‘J M H L L L
International Terronsts L L M | E L L L L
M M H M M H M M M
H H H H - - =
Srate Sponsored : F 2 : L L L L
Temonsts M M M M M
u H H H H H M M M
H H H
VH VH VH VH
o v | ow i I
. H M M M
H H H H H H
— VH VH
ore1gn =3 H
Services L VH H H H
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet NAPAC

Table 3-25. Applicable Aggressor / Tactic Selection

Applicable Tactics
Explosives Tactics Standoff Entry Surveillance and Contamination
Weapons Tactics Eavesdroppin Tactics
2o z I l | i
£ 5 5 s . =
£= s gl 2el X £ ORGANIZED CRIMINAL £
EX ] S8 |gs5 |25 |= = =
SE|Egl28|2 | GROUPS = .54
Aggressors =& =4 | Ex | &= | £ S N R D B e e =y =
Unsophisticated L L I
Cnminals
Sophisticated Crimunals L
M 5
H
Orgamized Crimunal L ; &
Groups. L M
M b H >
H
YH
Vandals L L ﬁ L I
Extrenmst Protesters L . :_{ / L L .
M a M M
Domestic Terronsts L » Table 3-26. Threjit Severity Selection
M E
- Number of Fhreat ! Likelihood Rating —
International Terrorists L L ¥ Severity flevel BT 051-074 | 075-089 | 0.90-094 | 095-1
‘;’: ;i’ E Choidts *
State Sponsored L L : ::::::::::: ST ':-.- :m 1
Temronsts M M M = = = = =T =
H H B 2 Linimuwm | | 2 2
VH VH 1 finimum | a | " T 1 I
Sabotents * See Table 3-25
M M M o M = 2t =
VH VH VH
[Toreign Imiclligence "
Services e VH B H "
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet

TACTIC. THREAT SEVERITY. AND LEVEL OF PROTECTION WORKSHEET
Eaject o Butideny Ao Tactical Vehicles Analyst Planning Team
Motor Pool Sewlawer [ [sewTe g [P Today
Tactics Explosives and StandoR Entry Surveillance and c ticn
= I Devices Weapons 5 E
2 » %
2|2 | £|% s | & 2l .2 35|.5| 2
3 - a.l‘_‘ % EE B 2 £ g Qg.ggg EE EE| =
2 ” s | X k= =1 < |24 ES €| €%
¢ [£8|53| 52|28 (2%| 2| 5 |3%|32(88¢ 22(5%| 5
Aggressons < X |22 | 2K | E=z | B2 & 8 s2| 28 |258| 28| =8 =
Applicable Tactics VA A AN NA v V4
Unsophasticated Crinunals .52
Soplusticated Crununals 51
Organized Crinunal Groups 54 L
Vandals
Extremust Protesters
Domestic Terronsts 57
International Terronsts '6 1
State Sponsored Temronsts -72
Sabotenrs = 51
Foreign Intelligence Services
Initial DtupBasu‘T::ea
(highest Threat Severity Level for
each tactic)
Inatial Level of Protection for
Applicable Tactic
(Table 3-28)
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Documentation of Threat Severity Level
Tactic, Threat Severity and LOP Worksheet

TACTIC. THREAT SEVERITY. AND LEVEL OF PROTECTION WORKSHEET

Exofector Butidieg Anint Tactical Vehicles L Planning Team
Motor Pool Asset Category D ] Asset Value 76 Date TOday
Tactics " hm:;:ﬂﬂ m Exitry S;':'eiﬂ.mce and Contamination
Aggressors - =8 F = o £= =] = o = F < et €0 =0 =
Applicable Tactics v ¥4 Vi v Vi i v
Unsophusticated Crinunals 5 52 L L
Soplusticated Crimunals ’51 L L
Vandals
R 57 LT EE L
G i .64 E M L |E |EE E
i 72 LiMILI[L[M[L L
p— .51 ML I[L[IMIL W
Foreign Intelligence Services
Imtial Design Basis Threat
m:::ﬂ"t Sevenity Level for
Imtial Level of Protection for
Applicable Tactic
;!abhs.ﬂi]
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STEP 6: INITIAL DESIGN BASIS THREAT (DBT)
NAFAC
= s %« |nitially, the worst case threat
mizmon sn severity levels for each
— - _ 1 _ applicable tactic.
—T— e * The initial threat upon which a
e el protective system of
S o countermeasures will be based
@ Bl * May be May be revised based
FLE [TASLE 3.3} = = =
on Planning Team decision or

LT APPLY DNLY APPLICHELE
1GHORE AGORESS0R '@m> SN STANCARDS OR
=y = FoR ASSET,

o

due to Combatant Command

standards
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Documentation of Initial Design Basis Threat
Tactic, Threat Severity and LOP Worksheet

NAYFAC
TACTIC, THREAT SEVERITY, AND LEVEL OF PROTECTION WORKSHEET
Fupyess.op Desickog e Tactical Vehicles Analyst Planning Team
Motor Pool Asset Category D |A1ul\'.|!ue 76 Date Today
s A T - i
R E: 2= |2, g | & 2| . F|eE E|EE| =
5 el B9l Ea| g Ea]| & = | =E|22E pE| ES| E
E | FE Z2|GE|EE 8| 3| 5 |3%|3%|Ba¥ 2R 58| 3
o 3 |54|35|3z|28[2%| 5|2 (35| 3a|eds|2E|25) 2
Applicable Tacics 7 A A I O v
Unsoplusticated Crumenals I 52 I_ L
Sophusticated Crumunals ‘51 L L
Organuzed Cramunal Croups '54 L L
Vandals L L
Extrenust Protesters
e .57 L{M[L L |[LJL L
P .64 LML L [E(L L
S — |72 LIM|ILI|L [M]|L L
Sabotenrs
51 MILIL IMIL L
Foreign Intelligence Senaces
(ghest Thset Severy Leve o L{mM|L|L|M|L L
»chucmci
Inatial Level of Protection for
Applicable Tactic
(Table 3-28)
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Documentation of Initial Design Basis Threat
Design Criteria Summary Worksheet o
DESIGN CRITERIA SUMMARY WORKSHEET
Project or Building Analyst = Date
T Motor Pool ’ Planning Team Today
Tactics
lostve and Standoff Survellance and Contapunaty
anm.ln-m«u Weapons Eotry Tactics Eavesdioppang Tactics i
il 2], £l
AEAE-AE AR el 5|3 F
Assets = - B = 4 = = 2 . 3
2|2 2| :|g)|¢ AR AR AR
£ = : ] ~ £ 5 £ 7 =2 | 2E z 3
el 2| £ 2 | E| g | B| B | 5| 2|83 £ |3 E
g|2] 2 (2| 2| E)&|2|2|&5|2|3]3
‘T;: ; L D DL DL DL DL DL DL DL DL L DL DL
L] 5 B 4] E 0o|B 0|B O|B |O|B o|B|Oo|B [+] E O|B |O|B O|B |O|B ]
- " T T|P|T|P|T TP |T|P|T|P|T|P|T|PF PIT|R|T P
Tactical Vehicles | D |.76 Ll M |4 (L |M |L L
DBT = Destgn Basis Threat seventy level LOP = Level of Protection
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Threat Parameters
Table 3-27

NAFAC
Aggressor Tactic | Design Basis Threat Weapons Tools
Or Delvery Method
Moving and Special Case ' 18,800 Ibs (9000 kg) TNT Heavy goods vehicle?
Stationary Vehicle (65,000 ibs /29500 kg )
Devices Wary High 4400 Ibs (2000 kg) TNT, Fuel Medium duty truck or Class 7 cabover®
(15000 Ibs / 6800 kg) or
(15873 Ibs / 7200 kg)
High 1100 Ibs (500 kg) TNT, Fuel Medium duty truck or Class 7 cabover?
(15000 Ibs / 6800 Kg) or
(15873 Ibs / 7200 ka)
Medium [550 165 (250 ko) TNT, Fuel [Pickup trucke
(5070 Ibs. / 2300 kg)
Low 220 Ibs (100 kg) TNT Full-size sedan?
(4630 Ibs / 2100 kg)
Very Low 55 Ibs (25 kg) TNT Full-size sedan?
(4630 Ibs / 2100 kg)
Hand Delivered High 1ID, IED (up to 55 Ibs / 25 kg TNT) &hand grenades None
Devices (Mail bomb limited to 2.2 Ibs / 1 kg TNT)
|Medium 10 2.2 Ibs / 1 kg TNT) & hand grenades
Low
Indirect Fire Very High Improvised mortar (up to 44 Ibs 20 kg TNT) Mone
Weapons Altack  |High |1 22 mm rocket
Madium 82 mm mortar
Low [ y devices
Direct Fire ‘Very High Light antitank weapons, and UL 752 Level 10 (0.50 caliber / 12.7 mm, 1 |None
Weapons Attack shot)
(High UL 752 Level 8 (7 62mm NATO AP, 1 shot)
Meadium UL 752 Level 5 (7.62mm NATO ball)
Low UL 752 Level 3 (44
Walerfront Altack |High 1100 Ibs (500 kg) TNT (surface or submerged) High performance boat® (10,000 Ibs / 4500
lAnti-Tank Weapons. kg)
UL 752 Level 10 (0.50 caliber / 12 7 x 89 mm)
Medium [550 Ibs (250 kg) TNT (surface) Power boat®
55 Ibs (25 kg) TNT (submerged) (5000 Ibs / 2300 kg)
UL 752 Level 10 (0.50 caliber / 12.7 x 99 mm}
Low 220 Ibs (100 kg) TNT (surface) Rigid Hulled Inflatable Boats?
55 Ibs (25 kg) TNT (submerged) (2000 Ibs / 900 kg)
UL 752 Level 5 (7.62mm NATO ball)
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Active Shootor _|High UL 752 Lovel 5 (7.62mm NATO bail) [None
Low UL 752 Level 3 (44 magnum)
 Airbome High Intarnal and external release of all agents listed balow Limited hand tools +2.2 Ibs (1 ko) TNT
C ive (dirty bomb)
Medium Agents associated with Low plus external release of toxic military Limited hand tools
chemical agents
Low [Agents associated with Very Low plus exlemal release of biological and
radiological particulates
(Very Low [External and T of Toxic Ch
Industrial k (TIC and TIM}
Waterborme High Liquid or particulate agent stable in water greater than 30 days and not  |Limited hand tools
Contamination easily mitigated by chlorine
Madium Liquid or particulate agent stablo in water between 2 hours and 30 days
and nol easily mitigated by chlonine
Low Liquid or particulate agent stable in water less than 2 hours or easily
Forced Entry Very High Handguns and sub-machine guns Bulk explosives (up to 20 Ibs / 9 kg TNT),
(up to UL 752 Level 3 lo overpower guards) linear shaped charges (up to 10,500 grains
par fool), unlimited hand, power, thermal tools
High L hand, power, and thermal tools
Medium None L hand tools - limited power tools
Low Limited hand tools - low observables
Covert Entry Very High Handgun Electronic Neutralization Equipment
Drill & Specialized Tools
Robotic Dialer
|Manipulation Enhancer
High Handgun Mechanical & Electronic Lock Decodear
Drill, simple tools & camouflage
Specialized bypass lools
Medium MNone Lock Picks
High Quality False Credentials
DObservation lools
Low Nong Easily Duplicated False Crodentials
Visual Surveillance |High None Ocular devices
(Acoustic High Sound amplification or laser listening”
E q devi
High Electronic intercaption
1. Note thal the process in this UFC does not lead to the Special Case. Applicability s known by those to whom it applies.
2. Vehicle designations are from ASTM F2656
3. Boat designations are from ASTM F2766.
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Level of Protection

Risk Tradeoff

RISK

—
LEVEL OF PROTECTION
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Level of Protection Based on Asset Value

123 UNCLASSIFED: The DoD Facilities Planning Manual September 2019




STEP 7: INITIAL LEVEL OF PROTECTION

NATFAC
L — .
SELEAgég:;IéIg;\BLE .?fgfgspgfsgg‘; CONiNUE ® The deg ree tO WhICh an
(TABLE 3:9) (TA%SLEE :Iu)
: I a_sset (e.g., a person, a
s e piece of equipment, or an
! 1 object, etc.) is protected
SR Rasch 2 against injury or damage
e B from an attack.
leuuoﬁgm‘rwa E INﬂ#;i?%\ls%a_sls . oo
— Based initially on asset
z e |
. 8 ’ﬁg"‘“ value
‘ - May be modified by
L planning team (commonly
R oummas due to cost)
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Level of Protection Selection
Table 3-28

Table 3-28. Applicable Levels of Protection

Tactic Threat Asset Value
se."g‘ =0.5 0.51 - 0.75 - 0.86 — 096 -1
o 0.74 0.85 0.95
Level

Moving Vehicle Bomb Very Low' Low” Medium High

Stationary Vehicle Bomb All Very Low' Low” Medium High

Hand Delivered Devices ) Very Low' Low” Medium High

Indirect Fire Weapons Very Low' Low Medium High

Direct Fire Weapons VH Very Low' Low Medium® High

L. M. | Very Low’ Low High
H

Forced Entry Very Low! Low | Medium High | Very High |

Covert Entry Low | Medium High | Very High

Visual Surveillance High

Acoustic Eavesdropping Low | Medium | High | Very High

Electronic Emanations All High

Eavesdropping

Airbome Contaminants Very Low’ Low Medium High

Waterborne Contaminants Very Low' Low Medium High

Waterfront Attack Very Low' Low Medium * High | Very High

1. The very low level of protection includes only measures required by UFC 4-010-01 minimum
standards or other applicable standards. operations orders. or regulations.

2. The low level of protection is the minimmun for those tactics that are addressed in UFC 4-010-01
for primary gathering buildings. Note also that while the moving vehicle bomb tactic is not
expressly addressed in UFC 4-010-01. if it applies it should also be given the same munimum level
of protection as the stationary vehicle bomb tactic for primary gathering buildings.

3. The medium level of protection comunonly does not apply to ballistics below 12.7 nun (.50
caliber). which are the weapons in the low through high threat severity levels. For those threat
severity levels. apply the low level of protection for this range of asset value ratings.
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Documentation of Initial Level of Protection

Tactic, Threat Severity and LOP Worksheet S
TACTIC, THREAT SEVERITY, AND LEVEL OF PROTECTION WORKSHEET
Puojecs or Dikng Ay Tactical Vehicles Aot Planning Team
Motor P00| Asset Category D |A1m\'alue 76 Dhate Today
Tactics . h&q;lwu];ﬂ::?ﬂ m Entry s;:umn«md c —
(2| 585, |Zel8s| 8| 8| 5| F|aBp 2| 82| B
e 22| 22|32 E8(%E| 2| 5 |3%|89(|638l 58 |58| ¢
— 8 [32|32[3a[s2|2F| 2|5 |25|%:82585|25| 2
Agglicable Tactics VAl VA A YA A i Vi
Unsoplustcated Crinznals : 52 L L
Sophasticated Crimunals 51 L L
Organized Crumenal Groups 54 L
Vandals L L L
Extremmst Protesters
T 57 LIMILILTLTL L
R e .64 LIMIL|L[L|L L
i B | LIMIL|L ML L
Sabol
i 51 MILI[L [M|L L
Foresgn Intelligence Services
(aghes Tt Sevy Lo LIM|L|L|M|L L
Imitial Lr\t!rol‘ Protecticn for
Feoroo MIMIM| LI M[M M
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Documentation of Initial Level of Protection
Design Criteria Summary Worksheet o
DESIGN CRITERIA SUMMARY WORKSHEET
TR Motor Pool ™™™ Planning Team " Today
Tactics
mm-‘m ‘S‘::doff By Tegties E\MM'M S Tactics
i £ g | -
i fc, | gl z s | B8 4
Assets 2 = 2 2 " 5 312 : i
-1 3 g = g ;i 2 T £ ER| 3 o 2z
el 22l El s 2185 a8|88]l©| | ¥
el 22| E| 2 8|53 |5 |3|3(|¢63|8/(¢%]¢
Glels |2 |2 |2|2|2|5|2|5|2s|5|2]32
v | =
513 |s|olslo|zlol|s|o|alo|z|a|s|o|a|o|a|c|s|o|a|o]s]|o]z]|o
= - T |P T|P|T|P|T P TR |T|P |T|? P T TP T |P TP
Tactical Vehicles | D |.76 L{M[MM| L{M| L] L|MM| LM LM
DBT = Design Basis Threat severity level LOP = Level of Protection
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STEP 8: DETERMINE PLANNING RISK LEVELS

NAFAC

* Risk levels are based on:
> Asset Values
» Aggressor Likelihoods

> Protection Factors
* Protection Factors reflect levels of protection provided to the assets.

* Note: risk in this UFC is a relative risk level that is
intended to be used as an aid in decision making.
» A more detailed treatment of risk that considers the
contribution of specific countermeasures is in UFC 4-020-02,

Security Engineering Facilities Design Manual (Currently in
Draft)
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Acceptable Risk Levels

NAFAC

» There are no specific criteria for determining whether
or not a given risk level is acceptable.

* Risk levels in this process are relative.

> Risk level means relatively little by itself, but when the reduction
in risk can be evaluated with respect to the cost of a protective
system, that provides a means of evaluating benefit versus cost.

* The benefit is the reduction in risk

> Example: If a large expenditure for countermeasures results in
a very small reduction in risk, that would not be a good
investment. On the other hand, when a small expenditure for
countermeasures results in a large reduction in risk, that may be
a good investment.
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STEP 8: PLANNING RISK LEVEL

NAYFAC
: &
T e & | DETERMINE PLANNING
I RISK LEVEL
ety l
RATING
To) (TABLE 339
' DETERMINE TREAT
MoTECTON FACTORS g EFFECTIVENESS
Wiatss CORPORATE DESGH RATING
T REGUREMENTS INTD {Te) (TABLE 3-29)
T 1 !
"T- = SELECT INITIAL
ot . R R OR TARGET LOP
T <§:§\ i (P) (TABLE 3-30)
{:\E\IN!MJ— TES ves l
%‘B m‘\\
i) e AVERAGE P WITHIN
= *4 TACTIC GROUPS
3 [ et ] ' s
AT /ﬁ@% T ADJUST INITIAL
T RTER e |~ NoOnED e~ WODFED 'I acosr +4 |PROTECTION FACTORS
\\/ | BASED OM Tew
(EQUATION 3-2)
* Indicates value to be entered onto ¢
i CALCULATE RISK
applicable worksheet w4 (EE
(EQUATION 3-2)
4. Risk Level Calculation Worksheet L
CONTINUE
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Threat Effectiveness Rating (Tgy)
Determine Threat
Effectiveness Rating (Tgy)
Table 3-29. Threat Effectiveness Ratings
Aggressor Type Effectiveness Rating (Tr)
Unsophisticated criminals 1.0
Sophisticated criminals 0.98
Organized criminal groups 0.95
Vandals 1.0
Extremist protest groups 0.96
Domestic terrorists 0.95
International terrorists 0.93
State sponsored terrorists 0.90
Saboteurs 0.90
Foreign intelligence services 0.91
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Risk Level Calculation Worksheet

Asset Value, Threat Likelihood, Threat Effectiveness, LOP

NAFAC
RIEK LEVEL CALCULATION WORKSHEET
Fi Building; Assed: .
seles Bt Tsasce:icafvehicres Planning Team
A Motor Pool ‘3‘5;? Velve (A TODAY
Te | Highest? Tactic Lopt | Pt | AvgS Fg? Risk Level 7
Aggressor T | (Taie T T (Table | Pr Appressor Category Agpressor Category
3-29) (T 3-30) | (Puve) C T 5 F C T S
1 histicated I
commga | 52| 10 . -
| Sophisticated 51 98 § w | Stationary
& | Criminale B i L g | Vehicle Bomb
'g Organized 34 #3 EE Hand
& [ Criminal Groups a4 B Ei gi‘{;ﬁd
Vandals <.5 £ {;:;S;:“
Extremist <5 E i Direct Fire
e Protesters : &k Weapons
= | Domesti
3 ng‘;;s; 57 | .5 . Forced Falry
& [Taternational 2 28 gs
.E iy 64 | .93 A& | covent Entry
o= | A il
Sabutenrs (5) 51| .90 51 .90 E é: E:‘?‘E“;;nppmg
T T H [Electonc
Intelligence ; % | Emanations
Services (F) W Eavesdropping
1. From Tastic, Threat Sevetity, and LOP Worksheet E Airborne
2. Highest likelihaod rating for each aggressor groug. S Contamination
3. Effectiveness raing for aggressor with highest likelihood E -
4. From Tahble 3-30. =
: oo £ | Waterb
et e e A i 4 £ & | comnsatin
combination,
7. R = Ay x Torx(1-P5) for each aggressor & tactic group. Waterfront Allack
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Initial Protection Factors (P,)
Table 3-30 =i
Table 3-30. Initial Protection Factors
Level of Protection Protection Factor (P))
Very Low 0.1
Low 0.3
Medium 0.7
High 0.9
Very High 0.95
At planning level, provides numeric measure of effectiveness
of level of protection
+ At design stage, may be calculated considering effects of
individual countermeasures
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Effective Protection Factor (Pg) E-

(Equation 3-1) s

* Determine effective protection factors for each
applicable tactic.

> Enter the applicable threat effectiveness ratings (TEH) for each
of the applicable aggressor categories associated with the
applicable average initial protection factors (P ) into

Equation 3-1.
Pe = Tey X Piave

» Accounts for relative effectiveness of
countermeasures against aggressors with different
levels of sophistication

134 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

Risk Level Calculation Worksheet E—
Asset Value, Threat Likelihood, Threat Effectiveness, LOP  Fam=ac

RISE LEVEL CALCULATION WORKSHEET
Project or Building: Asgel: .
Tactical vehicles Planning Team
A Motor Pool 135;? Value (Av) TODAY
Te | Highest? Tactic Lopr | Pt | avgs Pg® Risk Level 7
Aggressor Te! | (Table T Ten? (Table i Aggressor Category Aggressor Category
3-28) (T 330 | tPed c T s F 9 T 5 F
Unsophisticated 52 1.0 Moving
Critinals ) ) = Wehicle Bomb
£ | Sophisticated E @ | Stationary
| Criminats 81| 28 £o | VenicleBomh | M | T | 7
z ; 54| 95 | 29 [Hand
§ | e, 54| 05 B L | Deweren M| 7
o minal broups = = | Devices
Indirect Fire
Wandals <.5 gg § | Weapons m 7 "
= a i
Exiremist & Direct Fire
Protesters 58 = Weapons L 3
o
| Domestic 57| .95 ForcedEntry | M | .7
1 | Terrorists @
& [ Intemational A2 40 be 4
H®
E Terorists .64 93 & & | Covert Entry M 7
State Sponsored Wisual
Terrorists 12 80 E i Surveillance
n 8 | Acoustic
=3
Saboteurs (3) .51 .90 51 .20 E £ | Eavesdropping
Foreign il % Electranic
Intelligence E % | Emanations
Services (F) 7 ™M | Eavesdropping
1. From Tactic, Thred Severity, and LOP Worksheet. =] Airborne
2 Highest likelihood rating for sach aggressor group & Contamination
3. Effectiveness rating for aggressor with highest likelihood E g
4. From Tahle 3-30,
5 b For By fat all Tativs woibhietactir ooy S ‘é’a‘g;mf
6. Pr= Tamx Prays for sach agzressor & tackic group o o= | Loniamination
combinaion,
7. R =AyxTrax(1-Pg) for each aggressor & tactic group Waterfront Attack
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Risk Level Calculation
Equation 3-2 \

NAFAC

* Determine Risk Level. Calculate risk levels for each asset and
for each applicable tactic group and aggressor group as
indicated on the Risk Level Calculation Worksheet.

* Risk levels are established by entering the likelihood and asset
value ratings and the protection effectiveness factors into
Equation 3-2.

> By subtracting P from 1, the risk equation reflects the fact that
increases in protection effectiveness reduce risk. The 1- Pg term

reflects “vulnerability”

LV_J

Vulnerability
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Risk Level Calculation Worksheet

Asset Value, Threat Likelihood, Threat Effectiveness, LOP

FISK LEVEL CALCULATION WORKSHEET
Project or Building Asset .
Tactical vehicles Planning Team
Asset Value (A
A Motor Pool el (A TODAY
Tr | Highest? Tactic Lopt | Pt | Awg? Prt Risk Level 7
Aggressor Ti! | (Table T Ter? (Tahle Fr Agpressor Category Aggressor Category
3-28) (T 330 | Fead | C© T 5 F C T ) F
Unsophisticated Moving
Criminals 52| 10 | ehicle Bomn
& | Sophisticated 2 ¢ | Smtionary
2| Criminals % | 98 B | veniclePon | M | T | 7 63 | .62 20 | 14
El 54 95 | 2% Ham
£ | Jresmmac, 54| 95 B E | Detivered m| .7
o TIMInNA| Toups eI Dewices
Vandals <.5 g ou |detFre o, 0
S5 | Weapons
= o 5 45 | 45 30 21
Estremist <5 H B | Direct Fire L 3
Protesters & Weapons
o -
& | Domestic 57| 95 ForcedEntey | M | .7
+ | Terrorists ®
k= T ratiaral 72 .90 k] 7 .67 | .63 | .63 14 | .20 .14
=
E Terrarists .64 23 &% | Covert Entry M .7
State Sponsored Visual
Terrorists . 40 '% v Surweillance
w8 | Acoustic
=
Saboteurs (5) .51 .90 .51 .90 E & | Eavestropping
Forgign T % [Electronc
Intelligence ; % | Franations
Services (F) e Fawesdropping
1. From Tactic, Threat Severity, and LOP Workshest o Airborne
2. Highest likelihaod rating for each sggressor group i Contamination
3. Effectiveness rating for aggressor with highest likelihood, E g
4. From Table 3-30.
5. dvverage for Prfor all tactics within tactic group E& ‘ém:xhn”mf.
6. Pe=Ta % Praws for each aggressor & taclic group © & | onlamination
combination
7. R = Ay xTp x(1-PE) for each aggressor & tactic group. Waterfront Attack
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STEP 9: ACCEPTABILITY OF RISK LEVELS

STERR

P LEVEL

TREAT
EFFECTVENESS

FATING
(Te) (TADLE 3297

(P (TABLE 3-30)

L]

AVERAGE P.WITHIN
TACTIC GROUPS

i FEVISE LEVEL OF
PROTECTION

STER 10

* Risks using this process are

relative

* Used to evaluate differences
between risk impact of various
alternatives

e Can be used as basis for
benefit / cost ratios
»> Benefit is reduction in risk

» Cost is....cost of protective
system
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Evaluation of Risk
NATFAC
©
a
® =
] @ | DETERMINE PLANNING | REVISE LEVEL OF
] | revsEweE OF RISK LEVEL PROTECTION
RISK LEVEL PROTECTION
[}
v
TREAT CONTINUE
EFFECTIVENESS
RATING
{Te) (TARLE 339
A 3
SELECT INITIAL
PROTECTION FACTORS
FOR TARGET
(P} (TABLE 3-30)
' INCORPORATE DESIGN
Rz - REQUIREMENTS INTO
AT s ? PLANNING DOCUMENTS
P
! | Y
ADOLET INITUAL Lad |
BARED =
EUATON 351 RE RSk And) o IDENTIFY USER
Lot e " NO w CONSTRAINTS
CCEPTABLEY, i
h 3 YES
CALCULATE RiSK
LEVELE E RISK Al
(EQUATION 3-2} Lt }% COSST
s ACCEPTABLE7 ~~ YES
k4 YES
U‘Tﬁww A
5 A ARISK
& RISK LEVELS 1o ACOST
NTAELE?
h 3
[EVALUATE COGT OF - 15 lﬂ%ﬂi EVALLIATE - C
\CHAPTER B} OCHFED LOP? MCOIFED 4cost o ASSESS
E ACCEPTABILITY OF INITIAL
W RISK LEVELS
EVALUATE COST OF RISK BASED ON
PROTECTIVE SYSTEM INITIAL OR RS
(CHAPTER 6) MODIFIED LOP? MODIFIED
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Building Cost and Risk Evaluation Worksheet

Initial

BUILDING COST AND RISE EVALUATION WORKESHEET
Project or Building Asget .
Tactical Vehicies Planning Team
A Motor Pool Baseline Building Category (Table 5-1) TODAY
Special Structure
Tnitial Revised “Amalysis
Tactic Design | LOFY | o7 | Stamdoff | Cos? | Cost || Threa | LOPS | .o | Standoff | Cos® | Cost || Chang? | Changel
Easis or LS 1 | Bm Size, | Inerease | Iner. || Severty or LS 1 | B Size, | Inctease | Incr. || inCost | inRisk | Retiol!
Threat? Pt VO | # Stories | () Sum || Level P TTE | HStories | (38 Sum (56 (56
Toving Vekicle
Bomb [
o [ Etaticnay
E .| Pehicle Bants 1 M [ @ 25m 211
% 8 [ Hond Defivered Devices 219
_g"-% + Exterior | H [ .20 10m 21.9
H & [ Ml oom
=+ LoadingDack
+ Entay Area
« | Indirect Fire
= 8 | Treapems " o ) 19
g 19.37
& i | Disect Fire M L .20 0.37
Weapans
[ Foreed Entry
B3 + Exterior m 1.8
& [+ Intenerl® H W 55 large 0.9 '
Covert Entiy M 1 ) 0.9
Visual
E Burveillance
g & [ Acoustic Eavestropping,
g ? « Extenr | T I
2R el [
g & [Elsotronis Emanations Eavesdmopping
@ [ Eteror
+ Interior?
Airhome
ER: on
k|
8 & [Waehome
el ! i
Waterfront Attack
um2(%) | 43.07 o (9%) | 30.37
1. Use highest cost among these tactics 6. Use risk level for aggressor whose threat severity 9. Revised cost sum- initial cost sum + initial cost sum
2. From Tactic, Threat Severity and LOP Workshest level controls design basis threat (fom Tactic, Threat 10. Revized risk level — initial rizk level - initial risk level
3. Level of Protection or [nitial Protection Lewel Beverity, and LOP worksheet) 11. Change in risk + change in cost
4. From Risk Level Caleulation Worksheet 7. Indicate which aggressor controls 12. Enter small, medium, or large room
5. One risk level for each tactic group 5. From Appendix A or B or from other cost estimate 13. Represents total building cost increase
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Building Cost and Risk Evaluation Worksheet
Initial and Revised
BUILDING COST AND RISK EVALUATION WORKSHEET
Project or Building Asset .
Tactical Vehicles Planning Team
A Motor Pool Baseline Building Category (Table 3-1) TODAY
Special Structure
Initial Revised Aralysis
Tactic Design | LOFY | o7 | Standoff | Cos® | Cost || Theew | LOF™ | _o; | Stendof| | Cost | Cost || Change | Changsl
Basis or LS 1 | Bm Size, | Inerease | Incr. || Severity o Ls 1 | Ren Size, | Increase | Incr. || inCost | mRisk | Ratiol
Threat. 1 Ve | # Stories | (36 Sum || Level P VS| Htories | () Shum (%) (58
Toving Vetdcle
Bomib |
= [ Staticnay
E . | Vehicte Bont ! m M @ 25m 211 M L ™ 25m 10.6
& § | Hand Delivered Devices 219 10.6
%-E * Exterm| H [ 20 10m 21.9 H L 28 10m 6.5
H & [ MailRoom
2
= [+ LosdingDack
« Entiy dzea
w | Indirect Fire
| Weagors m " M 19 m L ] 18.3
ke 19.37 18.67
@ | DireotFire M L .20 0.37 m L 28 0.37
eapons
Forced Eatry
P s e m e m B
& [ o Twtened? H "M 20 large 0.9 - H L 28 large 0.4 .
Covert Entry m M : 0.9 M L : 0.7
Visual
Surveillance
‘g ¥ & coustic Eavesdtopping
g E | T T
2 [ et | | [
g E Electronic Eavesdiopping
@ * Exteriox
+ Interic?
= | Aitbome
8|
8§ [Waeome
O |
Waterfront Attack
unl? (%) | 43.07 unl* (%) | 30.37
1. Use highest cost among these tactics 6. Use risk level for aggressor whose threat severity 0. Revized cost sum-— initial cost sum - initial cost sum
2. From Tactic, Threat Severity and LOP Worksheet level controls design basis threat (from Tactic, Threat 10, Rewised risk lewel — initial risk lewel + initial risk lewel
3. Level of Protection or Initial Protection Level Severity, and LOP worksheet) 11. Change in rigk + change in cost
4. Fromm Risk Level Calculation Worksheet 7. Indicate which aggressor controls 12. Enter small, medium, or large room
5. One risk level for each tactic group 5. From Appendix A or B or from other cost estimate 13. Fepresents total building cost increase
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Building Cost and Risk Evaluation Worksheet

Initial and Revised w/Analysis — Cost Effectiveness

BUILDING COST AND RISK EVALUATION WORESHEET
Project or Building Asget .
Tactical Vehicles Planning Team
A Motor Pool Basdline Building Category (Table 3-1) TODAY
Special Structure
Tnitial Revised “Amalysis
Tastic Design | LOF™ [ o e | Standoff | Coa® [ Cost |[ Theed [ LOP™ [ poys | Stamioff, | Cost? | Cost || Change’ | Change®
Basis o Towey | FmoBize, | Ineresse | Iner. (| Sevesty | or Lovey | B Size, | Increase | lnce. || inClost | inRick | Ratiol
Threa. ] i S| #stories | (95) Sum || Level P S| Stories | () Stm (%) (95)
Woving ¥ shicls
Bomi -
= [ Stationary
S | Vohioly Bomb ! " "W - 25m 21.1 " L ™ 25m 70.6
& § [ Hand Defivered Devices 21.9 10.6 52 +.40 67
£ [+ Bonor? H W 20 1om | 21.9 H L 28 10m 6.5
= § + Mail Room
= [+ Loating Dock
< Entyy Area
o {;}“:‘;;;‘:"E m w ™ 12 ] L ) 2.3
iE 19.37 1867 5.6 | +40 | .1
2 & | Ditect e " L 20 0.27 " L 28 0.37
Weapons
. [ForcedEntry
£g | < e 2 1.8 o r1| -6 | +a0 | .62
ER IR H [ 20 large 0.9 H L 28 large 0.4
Covert Entry M M 0.9 M L 0.7
Visual
3 Surveillance
& ¥ " coustic Eavesdropping
g g + Error | I T
SH [ e e [ |
E % [ Flectzonic Emanations Eavesdropping
w = * Exteror
+ Interiod”
| Aibome
gglc
8 & [Waesbome
oF |4
Waterfront Attack
Sum'?(36) | 43.07 Sum20) | 30.37
1. Usehighest costamong these tactics 6. Use risk level for aggressor whose threat severity 9. Revised cost sum-— initial cost sum + initial cost sum
2. From Tactic, Threat Severity and LOP Worksheet  lewel controls design basis threat (fom Tactic, Threat 10. Rewized risk level - initial rick level - initial risk level
3. Lewel of Protection or Initial Protection Level Severity, and LOP worlshest) 11. Change in risk = change in cost
4. From Risk Level Calculation Worlsheet 7. Indicate which aggressor controls 12 Enter small, medium, or large room
5. One risk level for each tactic group 8. From Appendiz A or B or from other cost estimate 13. Represents total building cost increase
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STEP 10: IDENTIFY USER CONSTRAINTS
-
@
&
| DETERMINE PLANNING | REVISE LEVEL OF
RISK LEVEL PROTECTION
|
¥
DETERMINE TREAT
EFFECTIVENESS agm - .
B * Political C derat
T TABLE S 20 olitical sonsiderations
| .
SELECT INITIAL
W T » Adjacent landowners or
FOR TARGET LOP . .
(P)) (TABLE 3-30) INCORPORATE DESIGN
RECOIREVENTS 1D tenant organizations
i PLANNING DOCUMENTS
AVERAGE P WITHIN *
R bR » Appearance
(Piavay
L IDENTIEY USER b H
il CONSTRAINTS
ADJUST INITIAL NO = > Pu IIC access
PROTECTION FACTORS
BASED ON Tes, S ¥ agm .
(EQUATION 3-2) ° P I t I I t
COST e
: S - olitical climate
CALCULATE RISK - . . -
-F | derat
(€alaTion 321 Inancial considerations
L .
e[ e * Regulat
s (ot egulations
& RISK LEVELS
¥
EVALUATE COST OF RISK BASED ON
PROTECTIVE SYSTEM INITIAL GR CALLAE AR
(CHAPTER 6} MODIFIED LOP? MODIFIED
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More Potential User Constraints

NAFAC

* Procedural or operational considerations
» Deliveries
» Restricted areas
» Access controls

» Functional requirements
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More Potential User Constraints

NAFAC

* Facility and site constraints
» Occupancy requirements
> Barrier-free accessibility
» Parking lots and roads
» Fences and lighting
» Electronic security systems
» Architectural theme
> Existing facilities
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More Potential User Constraints

* Response force
» Armed force
> Explosive ordnance disposal (EOD)
» Fire department

* Response time
« Manpower allocation
 Information sensitivity
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Summary

Asset
/ o \
Asset value Aggressor likelihood
(Step 3) *~ ~ _ ~ (Step4)
~ A & - l
Risk Level
Level of protection (stepd8&9) Threat severity
(Step 7) (Steps 5 & 6)
v

Constraints
(Step 10)
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Chapter 4: Design Strategy

NAFAC

*Design Strategies: The approaches to
mitigating the effects on assets from any
tactics are referred to as design strategies.

> ltis not intended for planners to apply these
design strategies in a detailed manner

» Planners should understand how the design
strategies affect the scope of facility projects

> With this understanding, planners can justify the
basis for the costs associated with protecting
against a given tactic
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Effective Design Strategies

NAFAC

* Developing effective protective systems is dependent
on:

» Teamwork!

» Partnership between design engineers and
security/AT personnel.

» Security/AT personnel must understand how
Engineers/Architects develop protective systems.

» Engineers/Architects must understand security
operations and the operations of the end user.
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Protective Measures

NAFAC

* Protective measures are developed as a result of the
general- and specific-design strategies. These
protective measures commonly take the form of site-
work, building, detection, and procedural elements.

» There are separate design strategies for protecting
assets from each tactic.

> General Design Strategy: basic approach to protecting assets
against tactics.

> Specific Design Strategy: general-design strategy refined to
focus the performance of the protective measure to a level of

protection.

 Site-work elements include the area surrounding a
facility or an asset.
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Project Scope Implications

NAFAC

* Planners must have a basic understanding of the
implications on project scopes of application of the
design strategies for various levels of protection and
tactics.

» Brief summaries of the types of protective measures
are provided for each tactic.

« Summaries are intended to aid in understanding the
basis for the scope and cost of the protective
measures.

* More detailed discussions of protective measures are
included in the DoD Security Engineering Facilities
Design Manual (UFC-4-020-02) currently in DRAFT.
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Protective Measures Categories

NAFAC

- Sitework Elements. Includes protective measures that are associated
with areas surrounding buildings beyond 1.5 m (5 ft) from the building.
Commonly these will include such measures as fences, barriers, and
landscaping.

» Building Elements. Include all protective measures directly associated
with buildings such as walls, doors, windows, roofs, superstructure, and
building layout.

» Building Support Systems: Building support systems will include
those systems that are necessary to make the building operate on a
day-to-day basis. The primary system addressed is the heating,
ventilating, and air conditioning (HVAC) system.

+ Equipment: Includes protective measures such as intrusion detection
systems, access control systems, closed circuit television systems, and
other electronic systems that support functions such as access control
and detection of aggressors.

 Manpower and Procedures: These are not engineering or
architectural issues, however, they may have impact on the overall
engineering and architecture of projects.

152 UNCLASSIFED: The DoD Facilities Planning Manual September 2019

Design Strategies: Vehicle Bomb Tactic

NAFAC

General Design Strategy

canC v Tget

HIGH Level of Protection LOW Level of Protection

Specific Design Strategy
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Design Strategies: Vehicle Bomb Tactic

Sitework Elements. The impacts on project planning for sitework elements
include standoff distance and/or barriers to establish and maintain that
standoff distance.

Stationary Vehicle Bomb

Access control for
limited use roads

Standoff distance
from Installation
perimeter
Installation Entry
Control Point .
Installation’s
controlled
perimeter
Standoff distance for
parking and roads
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Design Strategies: Vehicle Bomb Tactic

Moving Vehicle Bomb

Access control for
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Design Strategies: Vehicle Bomb Tactic

NAYFAC
Passive Perimeter Barriers for Stationary Vehicle Bombs
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Design Strategies: Vehicle Bomb Tactic

Passive Perimeter Barriers for Moving Vehicle Bombs
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Design Strategies: Vehicle Bomb Tactic

NAFAC

Active Vehicle Barriers for
Moving Vehicle Bombs

Active Vehicle Barriers for
Stationary Vehicle Bombs

Drop Arm

Crrum or Plate Type
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Design Strategies: Vehicle Bomb Tactic

NAFAC

Building Elements. Include all protective measures directly associated with
buildings such as walls, doors, windows, roofs, superstructure, and building

layout.
* Minimum engineering standards that incorporate AT based mitigating
measures can be found in UFC 4-010-01, DoD Minimum Antiterrorism
Standards for Buildings

Standard 6: Progressive Collapse Standard 12: Exterior Doors

Avoidance

Standard 7: Structural Isolation Standard 14: Roof Access

Standard 8: Building Overhangs Standard 15: Overhead Mounted
Architectural Features

Standard 9: Exterior Masonry Walls Standard 19: Equipment Bracing

Standard 10: Glazing Standard 20: Mass Notification

Standard 11: Building Entrance Layout

NOTE: UFC 4-010-01 DOES NOT establish a DBT or LOP for DoD buildings.
Use UFC 4-020-01 to establish the DBT and LOP for individual projects.
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Design Strategies: Vehicle Bomb Tactic

NAFAC

Equipment. Equipment such as automated access control systems may be
installed to support access control at entry control points at the perimeter.
These systems may also be augmented with closed circuit television and
intercoms to reduce manpower requirements.

Manpower and Procedures. Manpower and procedures impact project
scope by possibly increasing equipment requirements when adequate
manpower resources are unavailable. Procedures may also increase
requirements because they may increase the time required to allow vehicles
through entry control points, which may lead to either more lanes at the
entry control points or additional entry points. Manpower considerations
may also drive the need for shelters for guards and other such
appurtenances that may add to sitework costs.
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Design Strategies: Hand Delivered Devices

NAFAC

General Design Strategies

e % e Specific Design Strategies

Similar to vehicle bombs
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161 UNCLASSIFED: The DoD Facilities Planning Manual September 2019




Design Strategies: Indirect Fire Weapons

NAFAC

L

Specific Design Strategy:
* Breach and spall

* Fragment penetration

* Flexural response

General Design Strategies
Building hardening, which will
vary with threat severity and
level of protection
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Design Strategies: Direct Fire Weapons

NAFAC

General and Specific Design Strategies
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Design Strategies: Airborne
Contamination Tactic

Provide Safe
Breathing Conditions

General Design Strategy Specific Design Strategies
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Design Strategies: Waterborne
Contamination Tactic ey

Fence water
supply

Provide access
control

Separate Parking

Specific Design
Strategies

General Design Strategy
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Design Strategy: Waterfront Attack

 Specific Design
Strategies
» Access Control
> Security zones
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Design Strategies: Forced Entry

Specific Design Strategies

* Provide increasingly
sophisticated and
comprehensive detection

* Provide delay
* Provide response
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SYSTEM
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General Design Strategy
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Design Strategies: Covert Entry

General
Design
Strategy
Uncontrolled Controlled
D Access . Access

. Compartmented

Specific Design
Strategies
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Design Strategies: Visual Surveillance

General and Specific
Design Strategies
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Design Strategies: Acoustic

Eavesdropping ——

Specific Design Strategies

Level of Protection STC
Rating
Low 30
Medium 40
General Design Strategy High 5
Very high 50
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Design Strategies: Electronic Emanations
Eavesdropping ey

General and Specific Design Strategies
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Master Planning Considerations

* Land Use Planning
« Site Planning and Space Management

* Vehicle Access and Circulation
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Land Use Planning

* Locate high risk land uses in installation
interior

» Consolidate high risk land uses

» Assess off-base adjacent land uses and zoning
for potential impacts on installation

« Maximize distance between installation
perimeter and developed areas (Clear Zones)

« Consider elevation in site selection
* Recognize impacts of vegetation
« Avoid low lying areas (CBR)
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Site Planning and Space Management

» Consider grouping facilities with common functional
uses or similar threat levels

» Avoid collocating high risk and low risk operations

» Avoid locating high risk facilities near uncontrolled
public areas

» Site facilities to maximize natural surveillance from
nearby facilities

* Provide 10 meter separation between buildings where
possible

» Consider locating safe havens or collective protection
to serve large numbers of people

* Isolate loading docks and mail rooms where possible
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Consolidated vs. Separated Facilities

Low Risk  Medium Risk  High Risk

SOURCE: U.5. AR FORCE, INSTALIATION FORCE

PROTECTION GUIDE

Consolidated Separated
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Opportunities for Observation

Building orientation can
mitigate opportunities for
surveillance by aggressors.

Main entrances should not

face installation perimeter. v * 8
v
Site layout should: L L R T
* Enhance natural :..:ri.-
surveillance by building \ B
occupants . :

* Enhance territorial
reinforcement
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Entry Control

» Establish the appropriate number of entry control
points

» Consider establishing separate entry control points for
trucks

* Ensure adequate space is reserved for entry control
points
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ECF / ACP Components

Final Denial Barrier Passive Barriers
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ECF / ACP Components

Overwatch Position

ID Check Point

Search Area

i T S

Visitor Control Center - '.
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Vehicle Circulation

* Designate central delivery points and limit routes to
them

* Route roads away from buildings to which vehicle
bomb threats may apply

* Limit road access near buildings to which vehicle bomb
threats may apply

Control vehicle speeds through road geometry
Provide centralized parking for multiple buildings
Eliminate straight-line approaches to buildings
Design parking lots to limit speed
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Roadway and Parking Modifications

Controlled
perimeter

Standoff
distance
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NAVFAC AT POC

NAVFAC Marianas AT and SE Criteria questions:

Noel Ocampo
noel.ocampo@fe.navy.mil
(671) 333-3164
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Thanks!

NAVFAC Atlantic:
John Lynch, PE Richard Cofer, PE
john.j.lynch@navy.mil richard.cofer@navy.mil
(757) 322-4207 (757) 322-4447

. Naval Facilities Engineering Command
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